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Abstract

IT auditing is a profession that has gained its position in the audit world over the years. From supporting a financial audit it has now its own purpose and goal. The development of new technologies and architectures is very fast, but still it can be said the IT auditing profession has grown the last years. Audit standards, compliance regulations and developments in education for the IT auditor have changed over the years. But is this enough to audit new technologies and can IT auditing cope with the fast development of new technologies? 

Service-oriented architecture emerged as new technology in literature since 1996. It has been a hype and many companies have implemented the service-oriented architecture to gain competitive market advantages and to create flexibility within the business. In the Netherlands this technology has been a hype between 2006 and 2007. There were many publications about the failures and successes of SOA the last years and this technology seems to be mature. Organizations are now aware of the do’s and don’ts of this technology, but still they underestimate the implementation and the management of this architecture. After the implementation organizations mostly forget that this has impact on the people and process aspects. Also the control and monitoring aspects are being affected by the implementation of SOA.

IT auditing programs have not been adjusted to new technologies. The development of new technologies is faster than the developments in the IT auditing profession. IT auditors have stated in interviews that they are aware of the impact that SOA has on this profession. They are also aware that SOA will need another audit approach, because the environment is different than the traditional IT environments on which the audit programs are based on. SOA challenges the IT auditor in many ways. This is why changes will occur in IT auditing the next years. Changes will appear in the education, organizations and in the behavior of the IT auditor. The demand for more control and monitoring will increase because of the rise of new technologies and changes in economical and political aspects.

Auditing SOA is a complex process, but by approaching it from the business processes and stages in the Software Development Life Cycle process, the auditor can gain more insights together with other specialists, e.g., IT security, development teams, people from the business. By working together with them he will be able to audit this complex environment step by step, without losing focus on security and other quality aspects.

1. Introduction

1.1 Chapter Introduction

The Master Thesis is the final assignment for the study “Informatics & Economics” and is part of the master program “Economics & ICT”, which is taught on the Erasmus University Rotterdam.

The aim of this research is to find the impact of service-oriented architecture on IT auditing and related aspects. To highlight the importance of the involvement of an IT auditor, the software development life cycle (SDLC) process is used. This research must provide evidence of auditors’ reflections on the impact of SOA on IT auditing.

The research method that is used is known as qualitative research.

The case study research method is used to investigate the impacts that SOA has on IT auditing and related aspects. The experience of the IT auditors is important in order to capture their knowledge and to derive a conclusion from that knowledge.

As a result, a conclusion will be drawn of what the impacts of SOA are on IT auditing and related aspects, and how an auditor can set his audit scope.
1.2 Thesis Background

The first publications of service-oriented architecture came out in 1996 by Gartner. Since then a lot of companies decided to adopt this new architecture. It has been a phenomenon for already thirteen years and we still see that documentation on the supply side of this technology is more than on the demand side. There is not much literature about successful implementation of SOA and neither of the impact that SOA has on management and internal controls. 

In 2008, SOA could be found in the “slope of enlightenment” in the Gartner hype cycle (see figure 1.1). This means that SOA is now mature and a lot of knowledge and experience about SOA is available in the IT branch. In different Dutch researches the expectations of organizations, the success factors and the pitfalls of SOA implementations were published in 2007. In the Netherlands SOA was a hype between 2006 and 2007. 
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Figure 1.1: Gartner's Hype Cycle 2008

The question that can be asked now is what SOA means for the management of organizations and for IT auditors. Because literature about SOA and IT auditing is not that much as literature about SOA and management, I took the opportunity to put the focus of this research on the impact that SOA has on IT auditing.

Before going on with a literature review of these two aspects, it is good to know the background of SOA. reThere are a lot of definitions for SOA, some from a technical perspective and some from a business perspective. The definition that will be used in this thesis is the one according to Marks and Bell [2006]:

“SOA is a conceptual business architecture where business functionality, or application logic, is made available to SOA users, or consumers, as shared, reusable services on an IT network. Services in a SOA are modules of business or application functionality with exposed interfaces, and are invoked by messages.”

To point out the importance of an auditor during the development activities the SDLC process is chosen to highlight this. Why the SDLC process? The SDLC process is a process that is underestimated by organizations. They forget that this is the process they follow to build their systems and it is also a process that can be used to control efficiency. Before going on with this subject in the literature review it is good to understand the SDLC process from its definition. According to the Information Systems Audit and Control Association (ISACA) [2003] the systems development life cycle can be defined as:

“the process involving multiple stages (from establishing the feasibility to carrying out post implementation reviews), used to convert a management need into an application system, which is custom-developed or purchased  or is a combination of both.”

The choice of this research is purely based on the fact that literature related to the impacts of SOA on IT auditing could not be found. Related aspects of IT auditing are: the IT auditor, audit standards and the future of IT auditing.

1.3 Research Objective

The research objective, as previously explained, is to find out what impacts SOA has on IT auditing. IT auditors will give their opinions about SOA and the changes it might bring to the auditing profession. Another part of this research is focusing on the SDLC process, because this process is being underestimated by organizations. IT audit also focuses on the SDLC process. This process became important to organizations and auditors since both groups realize that auditing a system after implementation is inefficient and this inefficiency could be decreased by auditing the SDLC process, which means auditing systems during the development process.
Scientific relevance

Not much research has been conducted in the field of SOA related to IT auditing and compliance. This research aims to identify the changes the IT auditing world will need to be able to audit service-based IT environments. It also aims to make the IT auditing world aware of their position and their importance for organizations.

Business relevance

In the Netherlands there are a lot of audit companies and the chance is big that they have clients with a SOA environment or maybe clients who are considering an implementation of SOA. Most of the IT audits performed are to support a financial audit, as organizations are using systems for their financial transactions. This research aims to make the audit companies aware of the changes SOA brings for organizations, so they can adjust their audit approach without forgetting the objective of an audit: collecting and evaluating evidence to determine whether a system safeguards assets, maintains data integrity, achieves organizational goals effectively, and consumes efficiently. It also aims to remind organizations that the SDLC process is an important process that should not be underestimated.
1.4 Research Question

The main research question is:

· Would SOA have an impact on IT auditing and if so how are related IT auditing aspects affected?

To be able to answer this question an interview will be used to collect information from IT auditors.

Data analysis will be performed on the information that is derived from the interviews and the following sub-questions, based on the IT auditing related aspects will be answered:

· How does SOA differ from a traditional IT environment?
· Is the SDLC process an important process for organizations and IT audit?
· How are technology, people and processes related to IT auditing and SOA?
· What effects does new technology have on the future of IT auditing?

Furthermore, the setup of the literature review is based on the following:

· the different IT environments that challenge the IT auditor over the years;
· SOA aspects that can have impact on IT auditing;
· differences of SDLC in SOA;
· the state of IT auditing.
1.5 Research Methodology

This research is written out of curiosity and interest for IT auditing. The first step during this research is gaining more information about service-oriented architecture and IT auditing. This is done by reviewing literature. The second step is setting up interview questions. The third step was conducting the interviews and collecting the empirical data. The interviews are recorded and there is a transcript of each interview. Empirical data is analyzed by comparing the reflections and opinions of the interviewees using critical thinking. The last part of this research will be the conclusion. The opinions of the auditors will be compared with the literature review and a conclusion will be drawn. 

This research is a qualitative research. According to Myers and Avison [2002], it is a research method 

"developed in the social sciences to enable researchers to study social and cultural phenomena". 
Qualitative research can help the researcher to understand people and the social and cultural contexts within which they live according to the authors. Qualitative research consists of different qualitative research methods and qualitative data sources. Examples of qualitative research methods are action research, case study research and ethnography. This research is based on the case study method. According to Benbasat et al. [1987], 

"a case approach is an appropriate way to research an area in which few previous studies have been carried out". 

A multiple-case design is used, as different IT auditors will be interviewed. Furthermore, this case study research is an interpretive study since the opinions and experience of IT auditors are interpreted with help of the interviews and questionnaire.
1.6 Thesis Structure

This thesis has 9 chapters. The first chapter describes the introduction to the rest of this thesis. In chapter 2 a literature review has been performed on the topic and the related aspects of the main questions. In chapter 3, 4, 5, 6 and 7 empirical data has been collected. In these chapters a brief explanation of how the empirical data has been collected will be given and all data will be outlined per interviewee. In chapter 8 the collected data is analyzed according to different subjects related to the main research question. In chapter 9 a conclusion is drawn from the analyzed data compared to the literature review and a proposed audit approach will be given. The thesis structure is shown in figure 1.2.
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Figure 1.2: Thesis Structure

1.7 Summary

This chapter introduced the topic of this thesis and the research methodology that will be used. It gives an overview of how this research can contribute to both the auditing world and organizations that will make a transition from a traditional IT architecture to a service-oriented architecture. The main- and the sub-questions were also mentioned, to give an impression of what aspects will further be discussed in this thesis. There are also sub-questions that are used to setup the literature review in the next chapter.
2. Literature Review

2.1 Introduction

This chapter discusses literature that describes the different IT architectures that have challenged the IT auditor over the years and the IT auditing profession. It also explains the impact that SOA can have on IT auditing and how SDLC in SOA differ from the traditional SDLC process. This chapter also aims to create a better understanding of the changes in IT, especially in the SDLC process, that come along with SOA. By looking at the SOA aspects that could affect auditing and the state of auditing the last years, a good basis can be formed to understand the opinions of the auditors, based on their experience that will be explained in the empirical data and data analysis chapters.

2.2 Different IT architectures

To be able to get an overview of the different IT architectures that have been existed and still exist, it is necessary to go back in time. More than forty years ago organizations establish their own IT departments using different kind of systems with their standard application functionalities and they had their own data centre. In the 70s and 80s modules in business systems became popular. These modules were supplied by software supplier or were developed in house as custom-made applications [Vessiliadis et al., 2006]. In the 90s and the following years organizations began to use third parties for the delivery of application functionalities and IT outsourcing became a hype. The reasons for outsourcing are shown in figure 2.1 [ITGI, 2005]:
[image: image6.emf]
Figure 2.1: Reasons for outsourcing [ITGI, 2005]
Different outsourcing techniques are [Butler, 2008]:

· ASP (application service provision): third parties (application service providers) offer, host and manage applications remotely at a central location (data centre) on a one-to-one basis to customers;

· Saas (Software as a service): service providers develop, offer and deploy software applications that can be accessed by multiple service consumers over the internet.
The first publications of SOA were in 1996 by Gartner. In a SOA there is a collection of numerous services from different sources (internal or external or a combination of both). These services are integrated and can interact and communicate with each other. 

Aspects that will influence the auditor’s activities in the different IT architectures are the place where applications and data are hosted, associated risks and who is responsible for the controls. These aspects are different in each of the IT architecture previously mentioned.

The differences in the IT architectures are illustrated in below figure 2.2 [Butler, 2008].
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Figure 2.2: Differences in IT architectures [Butler, 2008]
In different literature ([Artus, 2006], [Marks & Bell, 2006], [Thomas, 2007]) it is explained that SOA is chosen because of its flexibility within the business processes, but still the figure above shows SOA as a complex environment.

The differences between SOA and the other IT architectures are [Butler, 2008]:

· SOA is process-oriented and heterogeneous and traditional architectures are functionality – and application driven;

· Life cycles in SOA are shorter than in traditional architectures. A lot of changes are made in a SOA environment and this supports flexibility;

· SOA is based on messaging and traditional architectures on objects.

Looking at the first difference of SOA between the traditional IT environments, the auditor will have to change his strategy in a SOA environment [Butler, 2008]. Because SOA is process-oriented, the auditor will have to focus on testing the business process from the beginning till its end. He/she will also have to audit each business process that can include different services, individually. This means that the auditor must gain an understanding of the environment and must have an overview of all services in the SOA environment.

Looking at the second difference mentioned above, it can be said that although a SOA environment creates flexibility for businesses, it creates complexity for auditors. A SOA environment is a complex audit environment, because it continuously changes.

The third difference brings along technical challenges for the IT auditor as a SOA environment is message-oriented. Knowledge of security aspects within messaging will be required.

In section 2.3 the SOA aspects that have impact on IT auditing will be highlighted.
Furthermore, Haines [2007] stated that SOA brings along changes in developer skills, roles, tools, processes, and organizational culture.
2.3 SOA aspects that have impact on IT auditing

As already described in section 2.2 there are several differences between SOA and traditional IT environments. In previous chapter 2.2 the impact on IT auditing is approached from the three differences mentioned. The challenges for the IT auditor will be discussed further in this chapter [Butler, 2008]:

1) Because SOA is a complex environment, the auditor will need technical skills. As already mentioned, difference number three, messaging, will require technical knowledge to be able to audit the security aspects within SOA. The auditor must understand the environment;

2) Flexibility is one of the key adoption factors of SOA. Where SOA creates flexibility for businesses, it creates complexity for IT auditors. SOA changes a lot, because of internal factors (scalable and manageable systems) and external factors (competitive issues and global markets). A continuously changing audit environment will affect the nature, timing and extent of the audit approach;

3) Risk assessments will still be an important activity of the IT auditor. The risks related to SOA are: security, insufficient segregation of duties, data confidentiality, integrity, and business continuity;

4) Service level agreements define services in a SOA environment. They describe the relation between the service consumers and service providers. An IT auditor is required to understand the SLAs, as they describe the services involved, and the obligations and responsibilities of the parties involved;

5) The SOA enabling layer is a very important part of the environment. This is also a challenge for the auditor, because this layer integrates the components in the SOA, controls the messaging, and access control and security elements can be defined here;
6) Besides the aspects already mentioned above, there’s another aspect that is also very important and it may have impact on the activities of the auditor. A successful SOA environment also depends on the technical skills of employees and the ability to plan, coordinate and effectively manage the environment.
2.4 SDLC in SOA

The SDLC process is mostly forgotten by organizations. This process is being audited in organizations, where they have to comply with rules, regulations and legislations. This chapter aims to discuss the differences there are between the SDLC process of a SOA environment and the SDLC process of a traditional IT environment.

ISACA [2003] provides an IS guideline for reviewing/auditing the system development life cycle. In this guideline all aspects that need to be reviewed are summarized. According to literature [ISACA, 2007], this process is being audited, by reviewing documentation of each phase. Whether this is an effective and efficient way of auditing this process is not evident.

The differences in SDLC activities will be outlined in table 2.1 from the traditional SDLC point of view, by looking at the ways in which the traditional life cycle activities change in an SOA environment [Lewis et al., 2008]. 
	Traditional SDLC phases
	SOA SDLC

	Requirements
	In an SOA environment, this requires a business process management (BPM) focus and it includes a large number of stakeholders. One of the characteristics of SOA is that it aligns the business with IT. During this phase it is important to look at the inventory of business processes and services.

	Architecture and Design
	Activities during this phase in an SOA environment involve:

· setting up responsibilities of service consumers, service providers  and the service broker. This decision must lead to loose coupling;

· making decisions which technology and standards to use. Standards for a SOA based environment are still emerging;

· implementing quality of service attributes;

· determining the degree of service reusability to get the most benefit out of the architecture.

	Testing
	Testing in a SOA based system must be done from the service provider’s as well as from the service consumer’s perspective. From a service consumer’s perspective it is very important to test on the exception handling as services could become unavailable and disappear without notifications.

From a service provider’s perspective the service will need to be tested on direct user’s level and on the level of users of the service interfaces. Test cases must cover all business processes that use one service. Because there are SLA’s between the service provider and the service consumer all tests need to consider the agreements in the SLA’s.

	Implementation
	In an SOA environment implementation activities include checking on loose coupling and the common infrastructure components such as security, service repository management, and data transformation. As in any other distributed system development, there is no guarantee that the system will work in production (run time). This is also a problem in a SOA based system due to technology and standards that support the execution of the system.

	Maintenance
	Maintenance activities in an SOA environment are very complex and this can increased when external service consumers and providers also have access. Service providers have to consider a set of unknown users if tracking the service consumers in the SOA infrastructure is not possible. There are direct users of the old systems and users of the service interfaces. Besides user management the configuration management also becomes complex, because it is very difficult to decide what to put under configuration management; there are a lot components, e.g., service interfaces, configuration files, test instances etc.


Table 2.1: SDLC differences [Lewis et al., 2008]
According to Lewis et al. [2007] SOA has a major impact on SDLC because of the following characteristics: business agility, reuse of legacy systems, adaptability of applications, and interoperability of systems. He also stated that there are misconceptions about SOA that make organizations believe that developing SOA is not different from developing traditional IT environments.

Gu and Lago [2007] has proposed a service life cycle management, see figure 2.3,  that consists of three stages to build their SDLC model. The three stages are:

· design time: this is the life cycle of a service before it is being used;
· run time: this is the life cycle where services are put into production;
· change time: this is the life cycle when services need adjustments
Each stakeholder will be responsible for the activities within these three stages.

[image: image8.emf]
Figure 2.3: Life cycle activities associated with services in SOA [Gu & Lago, 2007]
2.5 IT auditing

Drivers of IT auditing
It auditing now, is not what it was years before. Years ago auditors were accountants who gave second opinions on the integrity (quality, completeness, accuracy) of a company’s finances. The objective of an audit was delivering assurance to stakeholders and authorities [Hinson, 2007].

Because IT plays a significant role these days in organizations and transactions are done through IT systems, the business risks on the level of information security threats and vulnerabilities have increased. This is one of the reasons why an IT audit became part of a financial audit and why organizations began to invest little by little in IT audits.

According to ISACA [2008] and IT audit can be defined as:

“any audit that encompasses review and evaluation (wholly or partly) of automated information processing systems, related no-automated processes and the interfaces between them.”

As mentioned before, the technical advances in IT is one of the reasons why the demand of IT audits increase. Another reason that can be seen as a driver for IT audit is the interest in governance, risk and compliance. After economic scandals like the WorldCom and Enron scandals governments began to set compliance regulations to which companies have to comply with. Frameworks like COSO and COBIT became popular because organizations interest in IT controls became bigger than before. The third reason is related to changes in the way organizations began to use IT. There was suddenly an IT explosion and IT became a department on its own in organizations. Companies became aware that they can use IT for their business and strategic changes and business-IT alignment started to increase.

Audit standards
IT auditors use techniques, methods and tools to perform their activities. In different literature [Hinson, 2007, ISACA, 2008] the techniques, methods and tools are described. Besides these there are also audit standards to which the auditor needs to comply with when performing an audit. Audit standards guide the auditor during his audit activities. The International Auditing and Assurance Standards Board (IAASB) has setup the International Standards on Auditing (ISA). These standards provide the auditors the necessary guidance to address those issues of greatest concern to the public as well as the markets [IAASB, 2007]. Over the years, countries are using and are adopting or incorporating these ISA’s into theirs national auditing standards.

SWOT analysis on IT audit
Hinson [2007] has performed a SWOT analysis on the IT auditing profession. This analysis describes the positives and negatives of IT auditing and gives an overview of IT auditing in time. The past, present and future of IT auditing can be derived out of this analysis. The following figure 2.4 shows the SWOT analysis.

[image: image9.emf]
Figure 2.4: SWOT analysis IT auditing [Hinson, 2007]
Besides the SWOT analysis, Hinson [2007] also explained future directions for the IT auditing professions. According to him the following needs attention of IT auditing:

· New technologies will be a challenge for IT auditors as the risk landscape changes and this will make that IT audit specialism will emerge;

· Added value of IT auditors must be more than only identifying risks in IT systems. Therefore they should have business en technology skills;

· IT auditors must not only focus on the technology, but also on processes and people. They need people to give them a better understanding of the environments and therefore they will also need people skills as well;
· There must be more cooperation between different auditors.
2.6 Summary

This chapter gave an overview of the developments in IT and the IT auditing profession from literature perspectives. The differences between SOA and the traditional IT architectures lie mostly within the use of third-parties. The involvement of more stakeholders in a service-oriented architecture is bigger than it was on the traditional IT architectures.

Because there are changes in the IT architectures, some literature assume that this would have effects on the activities of the IT auditor. The impacts that SOA can have on IT auditing were also explained. Whether these impacts are experienced in reality was not discussed in the appropriate literature.

The software development life cycle process is an important process during the development of an application or system. This process explains the life line the system is following and also the activities in the different phases of this process. The differences within the SDLC process were also shown in the presented table. If these differences are being experienced in the reality by auditors, during an IT audit, and if an auditor is important in this process, were also not discussed in the used literature.

The IT auditing profession was explained by looking at the past, present and future and a SWOT analysis from the literature.

3. Empirical Data: International firm
3.1 Introduction

This chapter and the following four chapters will describe the empirical data based on ten interviews that were conducted. These first two interviews were conducted with internal auditors of an international organization. This organization is an American company and it is on the stock exchange and it has to comply with Sarbanes Oxley (SOX). This company has a self-assessment program based on SOX. Both auditors’ opinion is based on their experienced within their organization. They are both certified information systems auditors (CISA). They gave their permission to use their name, but due to confidentiality their names are mentioned in the acknowledgement and not within the interviews.

3.2 Interviewee 1

An interview was conducted with auditor 1. He is a certified information systems auditor (CISA). The company he works for is an international company with an internal audit department and the company has to comply with the SOX legislation. This company has a self-assessment process based on SOX legislation.
Auditing SDLC
According to the interviewee the SDLC process was not part of a full audit in the early years. At companies with a self-assessment process it became part of an audit. At his organization for example, SDLC is being audited according to two IT objectives which guide the responsible personnel to check whether the controls are in place. Important aspects of the SDLC process that are being checked are for example controls within the test phase, as segregation of a production and development environment, controls related to segregation of duties, and controls based on change management.
Service-oriented architecture

The interviewee stated that auditing a service-oriented architecture will be a more complex process than auditing a traditional IT architecture. The auditing process will not be different, the auditor will still follow the traditional audit steps, but the focus will be more on the translation of business functionalities into services and whether these services are the right functionalities that are used to be able to make the transactions. The auditor used the testing process in a SOA environment as an example to explain the impact that it has on IT auditing. The auditor explained that the testing phase of the SDLC process will be different as each service will have to be tested from the consumer as from the producer perspective. It is very important to know which stakeholder is responsible for which part of the architecture, as the service-oriented architecture consists of different parts, such as legacy systems and internal and external services. Audit trails in such architecture play an important role. Through these trails user can be identified, as a SOA environment has both internal and external users. According to the auditor, each user should be traceable and with audit trails user management can be managed well.

The auditor would audit a service-oriented architecture by starting to find out who is responsible for the different layers in the architecture and what services are involved. He would also like to approach the audit from a service level agreement perspective, as each service has a SLA.

The SDLC process in a SOA environment will not be different than the one in a traditional environment. The SDLC process is a standard, which can be used differently by companies. What will be different are the activities done in each phase of the SDLC process, as the focus in a service-oriented architecture is different than in a traditional IT architecture. The focus lies on business functionalities, which means that a closer look at business processes is very important during the requirements phase.
Audit standards

The auditor is not aware of the development of audit standards, but he is sure that new technologies bring new risks and that this supports the development of audit standards. 

Organizations are becoming more aware of continuous auditing and monitoring and from this point of view it can be said that organizations are taking audit standards seriously. This also depends on the organization culture and whether the company has an internal audit department or not. Where there is an internal audit department, audit standards are mandatory to be followed. And companies are already familiar with the financial audit process, as financial auditing is older than IT auditing. Companies also begin to cope with audit standards, because of rules and regulations that develop after big fraudulent activities that are published. Because new technology supports the development of audit standards, it can be said that after implementing SOA the audit standards can change for auditors. Auditing will also support the implementation of new technologies in organizations. Companies will use audit tools like the COSO and COBIT frameworks to implement internal controls and they will follow IT auditing requirements.

People

People do have an effect on the audit process. People in an organization might have some knowledge that the auditor does not have about a technology. In this way they can have a positive impact on the audit result. Besides their knowledge, their awareness about their self-assessment process is also important. People in a SOA environment should also be aware of the new risks this environment brings along. The human risks do not change because of a new technology. In a SOA environment there are also human risks and they will be not different from the ones in the traditional architectures.

Processes

Processes and procedures will change in a SOA environment. The question here is whether these processes and procedures are being followed. The auditor will check more on this aspect than on the processes itself. For the processes and procedures there needs to be a governance model, so organizations can manage changes in their processes and procedures. New processes in a new technology environment will certainly affect the IT auditing process, because the auditor will want to know whether these processes are being followed by the organization and how they use these processes.

Future

The auditor stated that IT auditing will change because of changes in technology. Technology is becoming more complex and because of this the need for specialists will become bigger. Auditing a complex environment will require more auditors that have there own specialism. The focus of IT auditing in the future will be more on the technology aspects, such as security. Organizations will be more aware of continuous auditing and monitoring. And because of the economic situation nowadays organizations will want to be more in control in the future. New rules and regulations will appear and this will affect auditing. The control on the organizations will not only be inside the organization, but also from outside with these rules and regulations. This is why continuous auditing and monitoring will increase.
3.3 Interviewee 2

An interview was conducted with auditor 2, a certified information systems auditor (CISA). He has 6 years experience in the audit and compliance field in an international organization. His activities include coordinating the self-assessment process for some locations in Europe. He stated that in Europe the activities are more focused on quality and processes, while this is different in North America. Focusing on quality and processes is not always easy because of the time and costs aspects that are involved in these activities. 

Looking at his organization, he experienced that processes and procedures are coming from the top. In this top-down approach he experienced that processes and procedures are set and need to be followed. The economic principles are more important than quality or customer focuses principles. Audit and compliance are approached from an economic point of view.
Auditing SDLC

The current self-assessment process the auditor is following covered the SDLC process in two objectives. The main focus is on change management process and the test process. He noticed that the audit has been professionalized and that auditors became aware of technology. This is why they began to focus on SDLC. The focus was then also more on financial audit and while working with technology, auditors had to work with IT personnel to be able to understand the systems. One of the controls the auditors began to require inside IT is segregation of duties.

The interviewee also stated that external auditors have problems with understanding the centralized processes of his organization. This is new for the external auditor. This has effect on the audit results, because they are not asking the location where processes are managed; they assume that the processes are managed in a right way. It would be a risk to accept any lack of transparency or “black holes” which derive from strong centralization and/or outsourcing efforts. 

The two objectives inside the self-assessment process do cover the SDLC process. The focus of these two objectives is purely on input output aspects.

The interviewee thinks it is more important to look at the processes, how they are used. The audit must be focused on how processes are used and for this there needs to be process specialists.

These two objectives will be enough to cover the SDLC process in a SOA environment.

Service-oriented architecture

According to the interviewee a SOA environment should be audited different than a traditional IT environment. This depends on how the organization works. The audit approach should be different. In a centralized SOA organization the risk is that there will be black holes and auditors stop there, because they are being sent to other parties who have the responsibilities of matters that are not at the location where the auditor is. Risks of auditing a SOA environment is that the auditor will not be able or will just not audit some parts of a centralized SOA environment. For organizations with a centralized SOA environment there is also a black hole, as part of the organization might not be aware of responsibilities of processes in that organization. Management of the different processes/procedures will not be at one location/place. This makes it more difficult for auditors to audit such an environment. At such an organization where it is assumed that some responsibilities belong to others in the organization on another level, it can be said that an integrity problem might occur. Audit does not focus on such an integrity problem.

According to the auditor there should be a difference between the SDLC in a traditional IT architecture and the one in a SOA environment. The differences are especially in the input output tests and also in the processes checks. In a SOA environment this needs to happen frequently. These checks should be performed frequently, because it is not easy to check processes in a SOA environment, because of the complexity in this environment. The SDLC process is not different, but the activities inside each phase of the SDLC process will be different.

The auditor stated that internal controls could be implemented during a SDLC process, but organizations are not aware of that. They only focus on the end result of a system and how the system performs. There is no or little focus on compliance requirements during a SDLC process.

Organizations based there decisions on the time and costs aspects. They are aware of the consequences of not complying with rules and regulations, but they don’t want to spend much time and cost on this matter. As long as there are no problems, they are not focusing on continuous auditing and monitoring. In the top management there is a fire and forget culture and from the lower layers you have the quality drive, which have a hard time to “meet in the middle”.

According to the interviewee the management of organizations considers cost and time to be very important, not the quality aspects. Quality aspects are the responsibility of the lower layers, but the question that remains here is whether this is done and whether there is a control on this from the top.

Audit standards

The auditor stated that audit standards did not develop fast over the years, but technology supports this development. Developments inside organizations also support the development of audit standards. The interviewee stated the following question to explain his opinion: “should we audit a company not on the stock exchange different than a company on the stock exchange?” The drive and focus of an organization is different and maybe because of that the audit approach should be different.

The development of audit standard comes from the culture where audit is mandatory. Audit standards are developing to slow, to be able to cope with the complexity inside companies. Every time people think that they solve fraud and still there is fraud. Does this mean that audit is to slow or is audit not performing well?

The interviewee explained the following example that occurred in his organization: Personnel received an iPhone, but the synchronization must be done at home, because the company does not want it at his systems. This organization has rules of how to handle company’s information and each personnel has to sign a computer use policy. By introducing the iPhone and synchronizing it on a not-company system, the auditor stated that company’s information is now put on a external system at home which is not a company system. The auditor mentioned another aspect, that is also mentioned in the policy, mp3 files are not permitted on company’s systems, but who is now responsible for mp3 files on the iPhone. The interviewee again asked a question to make his opinion clear: “If the CEO does not take the iPhone, will he miss competitive advantage?” On the top level it is all about competitive advantage. The auditor stated that the economic drive is not in line with the quality drive.

He mentioned that the iPhone can be considered as a change in technology. When new technology is being implemented, management does not think about security and compliance. As long as they are aware of the risks, this should not be a problem. Risk management is rising as a distinct need in specific companies.

Another statement of the interviewee is that there is no audit mechanism that tests whether compliance is being performed and how it is done. There should be a quality check on compliance checks. If this is in place, then the organization can monitor if it is in control. Top management is not aware that compliance can have added value. Because of compliance, solutions that are created today are still alive tomorrow.

By following audit standards, organizations can adjust their processes and can improve them. Many companies do not follow audit standards and are not aware of continuous auditing and monitoring. The maturity level of such a company in compliance is very low. But if this company is following ITIL for example, then they have still a fundament that proves they can be in control.

Companies should be happy with audit findings, because these findings help to improve critical processes. Audit detects, and there should be a layer in the organization that can push these findings and that the organization can work on them. Organizations should take audit standards serious and should focus more on continuous auditing and monitoring.
People

According to the auditor the acceptance process in a new technology environment is very slow. Quality aspects in change management should be audited. This also counts for the people aspect. If you don’t audit the human factor you can not measure the quality aspects. At the moment time and cost aspects are being measured.

Currently the human factor is not being audited. If an organization wants to know if a new technology has been accepted, then the human aspects should be audited.

In the self-assessment of his organization audit focuses on training and skills aspects that are related to the human factor. These aspects are not quality aspects of changes in an organization. Results of changes should be audited, by checking how the results are accepted and used.

Processes

The interviewee stated that audit is not focusing on how processes are being followed and used. According to him auditing the quality aspects of processes is left away. Currently audit is only focusing on input-output checks.

Future

The auditor stated that audit will be more automated and will be performed more remotely and the focus during an audit will be more on control mechanisms and processes than on input-out checks. 

3.4 Summary

This chapter has described the opinions of two internal auditors of an international organization. They both have experience with SOX compliance and they have based their opinions on their experience in the organization. Many of their views on the different subjects matched with each other and this can be explained by the fact that they have the same audit experience. 

4. Empirical Data: Consulting firm
4.1 Introduction

This chapter discusses the data collected with interviews. Two interviews were conducted with auditors of a company in the Netherlands that focuses on delivering compliance services. Both auditors help implementing SOX compliance in organizations where it is mandatory to comply with SOX and in organizations where it is not mandatory, but where they want to be in control by following a self-assessment program. This company is a SME (Small and Medium Enterprise) private organization. This is also why this company is distinguished from the two other companies described in chapter 6. The two auditors are both certified information systems auditors (CISA).

4.2 Interviewee 1

An interview was conducted with auditor 3, a certified information systems auditor (CISA) and operational manager at his organization that deliver audit and compliance support to companies. He has experience in compliance and audit for 5 to 6 years within international companies that have to comply with SOX regulations. He is familiar with self-assessment programs.

Interviewee does not have any experienced in auditing a SOA environment, but is involved in the compliance activities of such an environment, with setting up compliance framework for this environment. He stated that he has enough experience and knowledge to audit such an environment.

Auditing SDLC

If a company has a good SDLC process in place, auditing can be done on an easy way. In a SDLC process there are phases and step by step you go from idea to concept, till the last stage has been reached. This process provides a guideline to audit and to people who are involved in the whole process (change management process / software development process).

The audit process is not always a guideline for the SDLC process. Audit makes guidelines that are incorporated in the SDLC flow. Audit provides the guidelines to internal controls and during the SDLC process these internal controls have to be implemented. Audit decides which requirement is needed in which situation.

Service-oriented architecture

According to the auditor, traditional IT auditing was focused on one organization. This is how audit was and now there are SOA environments. The main difference is that there are interdependencies between companies and risks and security is increasing because services are taken from outside. What you need to audit is not changing, but the focus during an audit will focus in a SOA environment, e.g., where is the focus during audit, purely on internal security, data privacy, SLA’s etc.

The interviewee stated that the involvement of different parties makes it more complex to audit a SOA environment. This complexity can be approached by first having an overview of all parties involved. All services must be documented. The auditor will have to study the environment first, before auditing it. All SLA’s will need to be reviewed. In a traditional environment this is not the case. It is one company and the involvement of different teams is known. According to the interviewee the information flow is important, because it is outside the company in a SOA environment.

There are differences in the SDLC process of an SOA environment. Different teams and people are working. In a traditional IT environment you are working with one team of one organization. In SOA you have the business processes, people from service providers and people from service consumers. Al these parties need to work together. Your company is now open to other companies and your internal controls are open for outsiders. The phases of the SDLC process could be the same, but the responsibilities within each phase could have different owners. Because of the different parties, the system is more complex. It is no longer one company, but several companies with different views on internal controls.

The audit approach in a traditional IT architecture is known, because the system is internal and this makes it easier, because your scope is set. You only have to look inside the company. In a SOA environment, you can not set your scope first, your scope is getting clearer after you have a better understanding and overview of the whole environment and who is involved in it.

The process of gathering evidence will be different, because you will work more with external parties. In a traditional environment you already know what you will get as evidence. In a SOA environment, evidence will also have to come from third parties.

Audit standards

The auditor stated that in the last couple of years, audit is shifting more to a central organization within a company. All standards are centralized. The way how auditors need to work is changing. For example SOX describes rules how auditors must work. The main ideas are the same (security etc.), but the importance of audit in general has increased. They have a larger responsibility also because it is more defined by law where companies have to comply to. From that point of view it can be said that it is becoming wider what they need to do, because technology is also changing. Before it was nice to have, but now it is enforced by law.

The interviewee stated that new technology supports the development of audit standards. Besides new technology, laws & regulations are also supporting the development of these standards. It also depends on changes in organization culture. The role of audit has moved from location-based view to an organization-based view. 

Auditing standards are different in companies. It depends on the culture and the region where the company is situated. From an audit perspective you need to look at what kind of organization it is and if they handle audit standards strictly or not. The way how companies cope with audit standards depends on region, whether they are stock exchange companies or not and whether they have a focus on continuous auditing and monitoring or not.

Companies not following audit standards, but still wants to have the continuous auditing and monitoring process, are supporting the audit organization by developing audit standards also.

Companies having policies and procedures can still be audited, even if these policies or procedures are not really written. Companies without any policies or procedures do have a problem if they want to be audited. Implementing new technology will affect auditing a company, because security standards and guidelines of technology are also changing. Because of new technology, e.g., blackberries, security risks are also increasing. This affects auditing, because the auditor must look at these risks at another way than before.

People

The auditor stated that implementing new technology in an organization affects people in the organization. This again affects IT auditing, because people need to follow new processes and procedures. If processes and procedures are not being followed consistently, then there is an audit finding.

Good audit results depend on the people, because they have to follow the processes and make sure that the processes are really sound. If this is done properly, business risks are being reduced.

People will always need to get used to new technology and they will need to be trained. Audit also helps to implement internal controls in the whole process.

Because of audit, companies can see that they are lacking in implementing internal controls that are related to the human factor.

Processes

New processes in an environment with new technology certainly affect IT auditing. The auditor explained that it is not only changing a product, but also the business processes, because the business starts using services from outside. Everything is new and people need to use new systems and processes that need to be compliant with internal standards. It is very good to have auditing involved in such an environment. 

Future

According to the interviewee auditing is going to be mandatory for all organizations globally. This means that continuous auditing and monitoring will increase. Laws and regulations will also improve. Auditing will become more important (and it will be dependent on outsourcings wave).

Reasons why auditing will change:

· company have poor internal controls and these are the reasons for the current credit crunch;

· people will see that internal controls are important. There will be more awareness of internal controls, security aspects;

These changes will affect organizations. There will be more standards and more people will be involved in auditing. Organizations will have continuous auditing and monitoring in place.

Changes in organizations will affect auditors, because audit standards will change and auditors will have to adjust to those standards, laws, rules and regulations will also change. Auditors will also have to have knowledge about new technologies to be able to audit new environments. Systems are getting more complex and are shared over the web and this creates more risks and the auditor will need to be aware of these risks.

4.3 Interviewee 2

An interview was conducted with auditor 4 a certified information systems auditor (CISA) and CEO of his organization. He has 11 years experience in the audit and compliance field within international companies and he performs 2 to 3 audits each year for his clients.

Auditing SDLC

The interviewee pointed out SDLC as a major part at what an auditor is looking at. There are a lot of risks inside the SDLC process and that’s why organizations need to consider the SDLC as an important part of their self-assessment process, if an organization has a self-assessment process. 

If internal controls are not implemented during the SDLC activities there will be effects on compliance and that creates business risks.

Within his clients’ organization, SDLC is covered in two objectives of the self-assessment, but the most important activities are testing and change management.  All the other objectives regarding compliance are related to the SDLC activities.

On the question how he would audit a SDLC process he stated that he first would gain information of the whole process, starting at the beginning till the implementation and the maintenance phase and then he would look at how the organization is using their SDLC approach by comparing what is documented with the interviews he would held with people inside the organization. He mentioned that having a SDLC process is just the beginning, using it appropriately is more difficult. And to be able to know if an organization is using his SDLC process appropriate interviews with people involved in that process could make the awareness of such a process clear. Besides interviewing personnel he would walk through their SDLC process step by step and then check whether the controls are implemented in the system.

According to the interviewee auditing is first placing yourself in the business or process to be audited to gain understanding of how the business and its processes work. By doing this he is already analyzing what kind of risks there could be for the organization. The second step is to look at the environment and processes that will be audited. Auditing is not to gain evidence of how controls are implemented. Evidence is just the product of the audit, but the reason for an audit is more to gain understanding if there are risks for the business.

Service-oriented architecture

According to the interviewee within client-server architecture it is straight forward and easy to audit. In a SOA environment you have a central point of information with connections within and outside the main organization and the problem within auditing are that such an environment needs role-base auditing.  This is where auditing a traditional IT architecture differ from auditing a service-oriented architecture. In a traditional IT architecture a user was allowed to use an application, but now in a service-oriented architecture a user has a certain role of using a part of an application. Because there is too much information available through a SOA, the segregation of duties controls must be implemented appropriate. Users are not allowed to see all information. This is what the auditor meant by role-based auditing. The users of the system are not any longer within the organization; users are now connecting to the system from outside. And because there are several types of users, the role-based auditing approach seems to be appropriate for auditing the SOA environment on risks. Besides having SLA for each service in an SOA environment it is very important to check/test if all agreements are truly performed. This means that the auditor will want to check step by step how the SLA is set up between the service consumer and the service provider.

The amount of users is not important. What very important is, is to have an account management process. When in such a process all security checks are described and all roles of accounts are mentioned, then auditing account management would not be a difficult task in a SOA environment.

Very important is to know whether there are parties that have unauthorized access to the environment or whether users have unauthorized access to parts (services) where they should not have that access.

This is where the auditor sees a difference between auditing a traditional IT architecture and a service-oriented architecture.

The way of auditing a SOA environment does not differ from the way of auditing the traditional IT architecture. The audit scope would be different. Because of the complexity of the environment, the scope would get bigger and more complex. But the same audit standards and guidelines can be used to audit the environment. This means that audit standards would not have to be changed to audit a SOA environment.

The complexity is also decided by the human intervention that is in place. A lot of organizations are saying that they have a well controlled environment but they forget about the human aspects within that environment. The human factor is not covered well when auditing an IT environment.  The risks involved in the human factor are forgotten. Auditing a system on transactions is looking at risks from a technical point of view and from a human point of view the auditor looks at the user’s roles and responsibilities.

Because systems are getting better in handling complex transactions, auditing the human aspects are becoming less important. Audit frameworks do not have a lot human aspects covered. The frameworks are more focused on technology. They trust technology too much. Technology is made by humans and this means that humans can break it. A look at how human behavior can be approached in an audit should be also in the audit standards.

SDLC in a SOA does not differ from SDLC in a traditional IT architecture. The SDLC steps do not change, in a SOA environment SDLC gets more complex.  The business analysis step is very important in a SOA environment, because organizations forget to take their legacy applications into account. This results in a SOA environment where legacy applications failed to be connected where they needed to be connected. Business processes that are critical are not well covered in this case. 

If legacy systems and critical business processes are not analyzed and covered well in the environment, the result is a bad SOA environment.

Audit standards

The interviewee approached this subject from international organizations with a self-assessment process. Most of the organizations have had several versions of the self-assessment process. Because the self-assessment process changed, the interviewee believes that standards have developed over the years. The framework that organizations used years ago was more focused on the business and during the past years, organizations like ISACA for example start focusing more on IT in their frameworks. IT security and risk management became very important in the auditing standards.

Audit standards develop because of new technology. The auditor mentioned changes in technology at the international organizations as examples. The more complex the environment is, the more vulnerable the environment is and more and better controls are needed to protect the environment.

Besides changes in technology, legislations play also a role in the development of audit standards. Economic situations have also impact on the legislations. Nowadays, during the economic crisis, internal audit of the international organizations have decreased the amount of compliance task compared to the years before. Audit frameworks adjust to time and the environment. 

According to the interviewee organizations don’t take audit standards serious. It takes a lot of time and effort before an organization has implemented an audit framework and before it is aware of the whole audit process. Audit frameworks are being implemented and when the time has come that business objectives don’t fit anymore in the framework, organizations are forced to adjust their audit framework to the audit standards.  Audit requirements do not change, the way how they are used will be different. The applicability of audit frameworks will change in time.

Each organization has processes and procedures, even when it is not documented. Processes and procedures are the start for an in control organization. These processes and procedures need to be documented and then they can be measured and monitored. In this way it becomes visible where improvement is needed. The interviewee stated that an organization without documented processes and procedures and without an audit framework does not have to be an organization with a lot of risks.

People

According to the auditor people are the linchpin of the system, so they certainly affect the new environment. Because the human risks are everywhere it will also affect the audit process. It doesn’t matter how secure your IT environment is, the human aspects are still a risks for the environment. Organizations cannot protect themselves from people’s will. People’s awareness and the way how they are using the processes and procedures must also be included in an audit.   

Audit frameworks should be adjusted with the human aspects. Audit standards should also be adjusted, because auditor will need to have some people/psychological knowledge to be able to approach the human aspects.

Processes

According to the interviewee processes are changing before technology. Technology should have a supportive role. Technology changes because of business needs and processes. After processes change, audit frameworks will change, but the audit standards will not really change.

Future

The auditor stated that auditing will be a more automated process. During an audit auditors are busy with the people for 80% of their time, with interviews, checking interactions of users and the systems, with administrators, developers, testers, and management.  Currently there are several audit tools / software available to automate an audit process.  If technology changes and gets more complex, there will be more automated processes, which means automated audit processes.

The interviewee stated that in the future the auditor will concentrate more on the system, because the system is getting smarter and more complex. This will require more time and focus. Because of the change in complexity of the systems, the human risks will decrease. Currently as an auditor, most of the time is spent on awareness training for the people and checking on risks. In the future this will become less, because people are getting more aware of audit and business processes. Organizations will be more open for audits, because they will realize that they can reduce their business risks.
4.4 Summary

This chapter has described the opinions of two auditors (CISA) in an organization that focuses on delivering SOX compliance to other companies. The auditors have based their opinions on their experience within international organizations, on the different subjects during the interviewees. The interviewees do not have experience in auditing a SOA environment, but they were both involved in implementing compliance within organizations with SOA environments.    
5. Empirical Data: Government
5.4 Introduction

This chapter describes the empirical data of conducted interviews with two auditors of a governmental organization in the Netherlands. The organization focuses on audit activities and project guidance within IT projects of the Dutch government. One of the interviewees is a registered IT auditor and the other is busy with the post-master registered IT auditor education, but he has 2 years experience as an IT auditor. This chapter will describe their opinion on the several subjects mentioned during the interviews.

5.4 Interviewee 1

An interview was conducted with auditor 5 who has already 2 years experience in the IT audit field at a government organization in the Netherlands.

Auditing SDLC

According to the auditor auditing during the SDLC process was done on a lower level than auditing a system after its implementation. Over the years the auditor came to the conclusion that there were some aspects in de SDLC process that need audit attention, to make sure that the quality of the system is high. The auditor stated that nowadays IT auditors are much more involved during the SDLC process. There are two aspects they are focusing on:

1) quality aspects of the system, such as confidentiality, accountability, accuracy, integrity and availability;

2) processes that are used during the SDLC process, such as management standards (e.g., Prince2).

The interviewee has experience in auditing both aspects, but not in auditing a SOA environment.

Service-oriented architecture

According to the interviewee a service-oriented architecture does not have many effects on the SDLC process. The only difference is in the product. Traditionally the focus was on delivering a complete system, but in a SOA environment the focus lies on delivering and completing functionalities. This means that smaller (functionality-) systems are developed and development can take place more controlled and in line with business needs. A service will not work if there is no functionality coupled to it, i.e., a service exists by merit of the need for its functionality. In SOA every stakeholder knows what to expect from the services they require and in this way services can be adequately tested, i.e., the functional property is well known by the service demander, thus making the wanted expected outcome of tests more clear. The auditor stated that it can be concluded that the development process (of a single service) can be much more controlled. This has nothing to do with the SDLC process, but with the end product being less complex. Mind you that when one considers a collection (network) of services controlling effort will greatly increase because of interdependencies of services.

According to the interviewee the audit norms will not change during an IT audit on a SOA environment, which means that the object requirements will also not change. What will differ is the auditor’s choice of objects to be audited. The auditor will have to make his selection based on risks that exists from an architecture point of view which is acknowledged by the business. Additionally he will have to do his own risk analyses, based on for instance financial risks, also using the architecture as a reference model. Allocation of audit capacity to objects (i.e., services) should be based on an architecture based risk analysis like this. 

This process is a time consuming process and needs to be done very well. In reality, auditors are starting very fast with an audit, they are very eager in finding assurance and norms. In the auditor’s opinion they do this because they then feel that they are working, because they are delivering audit products. What they really should focus on is performing a sound (architecture based) risk analysis. Well performed risk analysis and more attention for the early stage of an audit is getting more important, especially in a SOA-environment, because it will not be possible to audit every service. The question here is whether auditors will do this. The interviewee stated that if auditors will still perform audits in the same way they are doing it now, then they will realize that they have not enough audit capacity in a complex environment like a SOA environment. 

Another question to be asked is whether real SOA audits exist. The auditor pointed out that since the last 6 months, the IT-audit community has acquired an increased interest on architecture and the process of working under architecture. This shift occurs because a lot of money is spent on architectures and now company’s board wants to know the return on investment. The moment architecture is positioned as the fundament of the organizational processes, the information systems and technology, the primary goal should be to audit that architecture and not those objects (processes, information systems and technological components), to be sure that the fundament is sound.

The interviewee mentioned the following three types of research that are related when auditing architecture:

1) architecture governance: best practices for managing the architecture. Here it is important to know whether architecture supports the strategic processes and whether architecture is included in the board’s decisions;

2) quality of architecture: here the focus must be on relevant quality aspects of the architecture (examples could be accountability, accuracy, integrity and confidentiality). In this light (quality)standards that can be use in audits should be developed; 

3) compliance to architecture: here the focus will be on whether the development process is in line with architecture. If an organization has a developed ‘as is’ and ‘to be’ architecture deviations of the existing architecture (as is) from the desired architecture (to be) can become projects. These projects should be compliant to the to-be architecture. The auditor can establish this with research.

Audit standards

The interviewee stated that audit standards develop over the years. Slowly audit organizations realize that they need to change the way auditors are working. By taking the financial audit as the basis, IT audit standards began to emerge and change. According to the auditor it is not sure whether technology plays a role in the development of audit standards, but there will need to be standards for auditing the quality of an object (technological or otherwise) and thus standards for architecture quality are needed.

According to the interviewee organizations are willing to meet audit standards requirements, but there needs to be added value for them. Added value of standards and audits must be clear, before an organization can use them effectively. Compliance rules, e.g., SOX are mandatory, companies must perform compliance tasks to prevent getting a penalty. But SOX does not have a particular added value for the organization. Therefore people in the organization will not freely adhere to these standards, because there is no value in it for them. A good standard has added value so that (people in) organizations are willing to follow them; it is good for them, because they receive value. 

The auditor pointed out that to determine internal controls and standards which have added value and organizations can perform a risk analysis based on their architecture. Internal controls based on standards can be implemented where there are risks, thus coupling controls directly to organization specific risks, therefore pointing out the immediate added value.

People

The interviewee stated that people are the organization. If businesses don’t have their people supporting their strategy, there will be no progress. This has everything to do with organization culture. The human factor is being audited, but this depends on the type of audit. Looking at how people feel in organization’s processes and if they want to carry out those processes, is often done during an operational audit. A common risk here is when people do not use the new systems; you have technology with no added value, but for people to use the system they will need to see its added value. Auditing human aspects based on their behavior in for instance a situation of change (like an implementation project of a new system) is usually not part of an IT audit. During an IT audit, auditors check whether the IT knowledge in the organization is being ensured and whether users are being trained, but behavior is a separate entity and should be treaded accordingly.

Processes

According to the interviewee IT has a supportive role to the business. SOA, in fact is part of architecture. It is an architecture principle that an organization can adhere too. An organization adhering to the SOA principle will have a service minded approach to the development of products, processes, information streams, applications and technical systems. 

The main risk the auditor sees is the huge complexity of the system of different services. What if one critical service fails to run and there were no internal controls compensating for this failure?  It is important to perform a risk analysis in such a complex network. SOA gives insight into the entire spectrum of organizational objects (processes, services, information, technology, etc.) and can make organization’s problems visible, but SOA is getting complex and this creates challenges for auditing and risk management. The interviewee stated that the question whether processes in a SOA affect the audit process can be answered with yes, because SOA is part of a complex architecture with challenges for IT auditing.

Future

The interviewee stated the following opinions on the future of IT auditing:

1) In the future IT auditing will have to focus more on (architecture based) risk analysis. Starting with a risk analysis gives the auditor an overview where more audit capacity is needed. This shift inside auditing has already been started; 
2) The audit education will also need changes. Many auditors don’t see architecture as an audit object. Furthermore IT-audit education could use more architecture related topics.
5.3 Interviewee 2

An interview was conducted with auditor 6, an IT auditor at a government organization in the Netherlands. The last 7 years he is involved in IT auditing especially the European money flows.

Auditing SDLC

Recently, a year or 4 ago, this government organization realized that the audit approach is a monolithic approach and should be a more diversified approach. IT environments are getting more complex, there is more relation with the external network and this causes a shift to more technical attention during IT audits. Nowadays companies have more attention for the performance and cost aspects then there should be for security aspects of their information systems. 

According to the interviewee the term technical auditor is coming back, because of the web-based approaches in information systems, and this means a more technical audit approach. He stated that the focus during an audit has changed. In the early days of auditing the focus was more on databases and operating systems and now it is on the middleware and web services. 

The auditor also pointed out that the tools have changed. Before, data from systems, interviews and document studies were enough to judge information systems and environments and to measure the internal controls, but now there are compliance tests, self-assessment programs and other tests than we traditionally used.

The interviewee stated that auditing the SDLC process was not a routine in the past years. The approach was that auditors were involved in the testing process and they were checking documentation and the implementation process, but then again this was done in small and monolithic IT environments. The question now is, can the auditor still use this approach in a diversified environment, where the life cycle is shorter, where there are different ways of development and different development languages and where we need to ask our self who the end-user really is. In a monolithic environment the auditor can walk through the whole process, but in a landscape of systems, applications and services this is getting complex. According to the auditor internal controls can be implemented during the SDLC process.

Service-oriented architecture

Comparing the SOA SDLC process and the one in a traditional IT environment the interviewee concluded that there are differences. An example is the traditional approach of human testing and system testing. Human testing delivers a module where the focus is on security. If this is done in a SOA environment we have a problem, because this can not be tested if we don’t test all services independently. Many times the end-user is involved in human testing and the end-user in a SOA is not known and you do not know his requirements and what he is expecting. 

Another difference, the interviewee mentioned, is for example integration test, before the relation between technical infrastructures in a network were tested, but now in a SOA we have chain testing, where all possible stakeholders are being tested. According to the auditor the activities in the SDLC process of a SOA are expanding.

Because of these and more other differences the IT auditor in general is being challenged in a SOA environment. The interviewee mentioned some examples of such challenges:

1) if there is an unreliable network environment, you were able to separate your business from that environment. In case of a SOA environment your business is connected to that unreliable environment and you have partner links. The clue here is that your security level needs to be on one line with that of your partners. All partners have their own legacy applications that run on the web services and if partners do not adjust their security there is still a risk. It is very difficult for the IT auditor to judge upon this situation;

2) looking only at the technique, suppose someone makes a transaction in a SOA environment. It can be that the service engine waits for a reaction or it is possible that the service engine arranges instructions synchronous or asynchronous for the person. How can this be audited? And what if there is an error, then there are exception handlers and according to the interviewee IT auditors have never dealt with exception handlers, but they need to have an explanation for this, because it affects the integrity of the environment indirectly;

3) another challenge is the different program languages in a SOA environment. Will the auditor focus on program languages? Do auditors need to know all program languages or will there be more auditors, each of them with their own specialty, involved during an audit on a SOA environment?

According to the interviewee there are more risks in a SOA environment than in a traditional IT environment and it is possible that it brings more risk for the business, before the added value of a SOA is clear and present in an organization. In a SOA the accent will be on the availability aspects: the fact that a service doesn’t reach the response time. A business risk here is that the image of the organization, that partners have, can get damaged. 

What auditors maybe should do is to understand the situation from the business processes. They should investigate what systems there are and what does the business want, what are the business goals. From this point of view the auditor should be able to look if it is fair enough to use new technology for their information strategy. With this the auditor’s focus will be on business IT alignment.

At this moment it is very difficult for the IT auditor to judge the impact of a SOA environment, because there is not enough literature and experience with SOA. What makes it more difficult, is that auditors have used a monolithic approach over the years and now we have to crawl from the technique to be able to find an approach to audit this architecture. SOA is dynamic, life cycles are shorter and faster, if an auditor is involved in every stage of the development process, like in the traditional audit approach, this might be as an annoying experience for the development team and maybe also for the organization. On the other hand, this might be a challenge for the auditor to proof his added value in a SOA environment.

Audit standards

The auditor stated that audit standards in the Netherlands are issued by the professional organization NOREA. These standards are emerging because auditors come together and discussed best practices. The technology also supports the development of these standards. In the Netherlands organizations do try to comply with these standards, but if you look closely you will see that the applicability of the standards inside the organizations is different than the standards prescribe, but the intention to comply with the norm is within the organization. We can say that this is in North-America more rule-based and here in the Netherlands it is more principle-based.

Continuous auditing and monitoring is not yet done on a high level. But with emerging compliance tools, mostly from the US, this could become a routine in organizations.

According to the interviewee the adoption of continuous auditing and monitoring is still in a “reconnaissance phase” at the Dutch government. This is not strange, because high investments in technical tools, e.g., tools for hardware appliances - IDS systems - and/or Government, Risk and Compliance tools. Following the principle-based auditing can have an advantage which is that we can learn of the lessons learned and experience with these technical tools.

People

The interviewee stated that auditing the human factor is not part of an IT audit. In a SOA environment auditors can find human risks inside the development team. An auditor you should ask himself if he understands all what the developers are doing in such an environment and if he has checked all of their activities. Awareness trainings for people who are involved in a SOA can make people understand what their roles and responsibilities are. The interviewee stated another risk during an IT audit, the development team has more technical knowledge than the auditor and in a way they could influence audit results. Most of the time auditors are only reviewing the procedural aspects and forget the technical aspects.

Processes

Looking at the current situations the interviewee concluded that processes come after technology. Organizations are busy with implementing technology and processes are established after. This has effects on auditing, because auditors can ask whether documentation is complete and accurate. The risk here is incomplete and inaccurate documentation. According to the general approach processes and procedures should be written during the development and implementation stages, but in reality this is different and organizations are trying to restore and reproduce documentation afterwards.

Future

The interviewee found it is very difficult to predict the future, but he thinks that there will be some changes:

1) the focus will be more on software design architecture and technical architecture. The demand for technical auditors will grow;

2) there should be standards based on technical configuration. The current standards are more focused on management processes, but technical processes are missing. When a system runs and it has never had any problems, auditors are easy in saying that the system is ok, but the interviewee personally thinks that auditors should not rely on such statements. The question here is how can we establish technical standards;

3) education for auditors will need to include more technical aspects;

4) there will be a need for more than one auditor to audit new environments. Every auditor will have his own specialty. One auditor will not be able to know all;

5) organizations will also need to spend more time on technical architectures than on management processes;

6) the demand of continuous auditing and monitoring will grow, as Gartner has stated “it is all about the data”;
7) there will be a shift from confidentiality, integrity and availability (CIA aspects) to efficiency and effectiveness, because there will be more attention for costs related to technical management of specifics systems. Organizations are focusing on cost reductions by standardization and this is why effectiveness and efficiency will be important aspects.
5.4 Summary

This chapter has described a governmental view on the different subjects of this research. Both interviewees have experience in a government organization that delivers audit services and project guidance in government IT projects. The first interviewee is busy with the post-master education of registered IT auditor (RE) and the second interviewee is a registered EDP auditor (RE). 
6. Empirical Data: Accounting firms
6.1 Introduction

Interviews were conducted with three auditors from organizations that deliver services based on auditing, compliance, project management and accountancy advice & consulting to other companies. They help other companies with internal controls implementations and they also perform Finance and IT audits for their clients. These companies mainly focus on accountancy, but deliver IT services to their clients. This chapter describes the collected data of three auditors from two different companies. The company names are not mentioned. The auditors have given their opinion on the different subjects based on their experience and also based on how their company approached the subjects at their clients.

6.2 Interviewee 1

An interview was conducted with auditor 7 a registered accountant (RA) at his organization, but he moved into the technology direction in 1992. His organization is involved in the COMPAS project which is financed by the European Union. This project includes the design and implementation of models, languages and frameworks for the compliance of service-oriented architectures.

Auditing SDLC

According to the interviewee the SDLC process is not a high priority during an audit in reality. This is a shortcoming in the development process, because internal controls can be best designed and implemented during this process. The interviewee stated that auditors should be involved during the whole process to support and guide the development team on the key controls. That this is not done within organizations is not the fault of audit. Organizations are limited aware of control frameworks and what they can achieve with them and on the other hand, people involved in the SDLC process have no control in mind. Audit and compliance organizations can help organizations become more aware of auditing and monitoring. There can also be more publications about these topics. The interviewee concluded that the main issue here is that organizations very often do not take controls into account in designing new business processes for instance.

Service-oriented architecture

According to the interviewee SDLC in a SOA will be different than the one in traditional IT environments; the whole development structure will be different. For example: ERP systems are developed like transaction systems all connected to each other through one system. Services on the other hand, are small parts, so there will be short life cycles and these results in RUP (Rapid Unified Process) development process, where there is little to no attention for control. The interviewee stated that organizations need to design the blueprint first, but in reality organizations do not do this. The problem that emerges is that organizations sometimes build too much or too less and there is no time for control. ERP already exists for 20 years now, and it is in the last years that companies began to spend more time on controls in an ERP. This risk will be bigger in a SOA, because there are small and short development processes in such an environment and that will make organizations leave control behind. The SDLC process in a SOA will not be different, you will follow the same steps, but the components and activities will be much smaller. It is also important to acknowledge that solutions will be based on many services and environments will tend to become very complex.

The interviewee stated that SOA is developing fast, but financial auditors are still searching outside during an audit, they are still focusing on output. In an ERP system all data is in a database and in a SOA data can be more distributed. There are a few tools that can monitor what is running in a SOA, but there are no tools that can ensure how a SOA runs. The risks are much bigger in a SOA and this makes it more complex for an auditor to be able to perform a risk analysis. SOA is a custom made environment and in such environments developers keep developing, because if they don’t the organization’s value on the market will decrease. Very often SOA is more from a technology push than from a business pull. This is a much bigger risk and it is an interesting field for financial auditing, especially if the business is a cost conscious organization.

According to the interviewee the difference in auditing will not be in the audit process, it will be in the characteristics of the system. An ERP system is not as dynamic and flexible as a SOA and there will be the difference of auditing.

During an audit IT auditors are focusing on efficiency, effectiveness and maintainability of the systems. They could also focus on the complexity and there should be standards for complexity of systems. Implementing controls during the SDLC process and using a governance model is a primary concern of the business management of an organization. Good documentations create a fundament for the auditor to rely on internal organization. The interviewee stated that the implementation of internal controls is the responsibility of the SDLC organization of the business, but the main issue is that organizations spend small budgets and sometimes there is no budget for audits during the SDLC process.

With good tools auditors can cover the integrity of systems, but in a SOA the integrity is more complex and this is a challenge for development and audit.

Auditors are often more involved in the production environment of a system; their involvement during the development process is limited. As mentioned before SOA is a complex environment and this complexity lies in the many small solutions, which together form the whole system and this causes complexity for the organization. 

Audit standards

The interviewee stated that there are different control frameworks, but there are no specific frameworks for services. There are also legislations, but we still have not much experience in combination of frameworks and rules, regulations and legislations to setup a model for auditing a SOA environment. 

Developments in organizations (governance, legislations) lead to the development of audit standards, which lead to change in performing audit and compliance tasks. 

Audit standards are developing from rules, regulations and legislations, for example: the financial auditor has his standard framework which is based on the annual account of companies, in Netherlands. This is a rule and regulation in the Netherlands. An IT auditor does not have a standard framework he can use during his audit. At his customer he starts with defining the framework he should use for the organization, by looking at what type of organization it is.

According to the interviewee developments in technology are faster than developments in auditing; this is why it also can be said that technology supports the development of audit standards.

The interviewee stated that the focus on continuous auditing and monitoring is very limited in companies. External influences like SOX and Basel II will determine this in time. There will be a shift to continuous auditing and monitoring, because companies will realize that they need more efficient and effective controls. Technology in companies is increasing an example is XBRL. With XBRL you have all financial information classified in line with the annual accounting. By having this companies can research and compare information. This will make organizations more suitable on continuous auditing and monitoring. They will want to have more assurance of their data.

IT auditors in the Netherlands are experienced enough to setup a framework for auditing different environments, they can do a lot, but the demand for their experience is very low.

People

Human risks in a SOA environment are bigger than in for example an ERP system. In an ERP system you have more known users (many organizations, many users, and many consultants) who are working with it and in this way the system is being tested by these people completely. In a SOA there are services of which people do not know they exist and what they can do. If the service registry is not good, then the risk of unknown services and who have access to those services is even bigger, especially because a few people are involved in the development of services.

At the moment human risks are not being audited. This is not so interesting for a financial auditor. The interviewee is not sure whether this should be a focus point of an IT auditor, but he do think that the human risks are high risks for the organizations.

Processes

According to the interviewee organizations fail in documenting processes and procedures and this has effect on audit. In reality organizations wants to build a system without thinking enough about the management of the system. By documenting processes and procedures, companies are setting their management and internal controls. This would help the auditor during his review.

The interviewee stated that these mistakes are still happening these days with new generations of people and technology. Knowledge is not being transferred and somehow companies do not learn from the past.

The interviewee mentioned that organizations should look at their control from a horizontal and vertical approach during the SDLC process and if they do that they can easily lead to efficiency:

1) companies forget that if they have their IT management controls in place they have the risks of continuity, backup and recovery covered up;

2) if they establish their application controls they can gain operational excellence;

3) by applying data controls they have reliable and secure information and this results in costs reduction and revenue maximization, because you now know which product produces money;

4) by implementing management controls, the business gets more reliable.

The above presented 4 points of a combination of horizontal and vertical approach during the SDLC process are shown in the below figure.
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Figure 6.1: Efficiency with SDLC

Future

According to the interviewee the following changes in audit will occur in the future:

1) the need for multi disciplined auditors will increase. One auditor will not be enough to audit an environment like a SOA. Because of the complexity in systems the organization forgets to translate the impact of such a system to the business. This is why you will need different auditors with different specialties;

2) the education will need to change. The focus in the RE education must also cover more on the technical aspects. In this way the IT auditor can understand the technology better;
3) the focus during an audit will be more on efficiency and effectiveness.
6.3 Interviewee 2

An interview was conducted with auditor 8, who has 5 years experience in the IT auditing field. He is familiar with service-oriented architectures, but does not encounter these architectures yet in large numbers at clients of his organization. He has been involved during SOA audits, mainly focusing on the IT security aspects of SOA environments.

Auditing SDLC

According to the auditor his organization does not audit the whole SDLC process, but parts of it. For example, they examine the project management of a system development project. What they experience most of the time is that customers request an audit during the go live phase of a project. Their experience here is that a lot of gaps are being found. To be able to close these gaps the organization needs to go back to the SDLC process to check in which phase of the process the gaps exists and then solve the problems. From this point of view the interviewee concluded that it is better to perform an audit after each SDLC phase. In this way organizations can find out whether they have implemented the right internal controls.

Service-oriented architecture

Comparing the SDLC process in a traditional IT environment and the one in a SOA environment, the interviewee stated that the goal and the phases of the process will remain the same. The difference will be in the tools, activities and the results. Thinking in services means that the architecture will be different. In a traditional IT architecture there are applications and in a SOA you will find services. Security aspects in a SOA environment will be different and they will need extra attention, because they will get more complex. The approach on confidentiality, integrity and availability (CIA aspects) will be different and this will require more knowledge of security aspects. This has consequences for the IT auditor. 

According to the auditor risks in a SOA environment are also different. The high level audit process will not change during an audit on a SOA environment. The approach and the way searching for risks will be completely different, because now we will have to work in different environments and with more stakeholders, while during an IT audit of a traditional environment it was all about one system at one company. For example, it is much more difficult to determine the scope in a SOA environment, where all services seem to be attached to each other.

The integrity aspect in a SOA will also be a question for the auditor. In an application it is easy to set the user access rights, but in a SOA this becomes a complex process. For example: how can organizations ensure that a user of a service can access the right data, when this service can call other services. As for the security in a SOA, this will have to be set on the lowest layer of the architecture.

The interviewee stated that the question whether a SOA has impact on IT auditing can be answered with yes, because it is whole new environment and the auditor will need more knowledge to be able to audit such an environment. But on the other hand this does not mean that he can not identify risks in a SOA. The IT auditor can even now identify risks in this new architecture.

Audit standards

According to the interviewee the audit world is not so fast to keep track of the new technologies. This is why it can be concluded that new technologies also support the development of audit standards. Organizations with an internal audit department will follow audit standards, because the push comes from the audit department itself.

Organizations decision to perform continuous auditing and monitoring depends on whether the organization or the audit department within the organizations is aware of the added value of continuous auditing and monitoring. The interviewee’s organization makes its customers aware of the added value. These days there are lot of legislations companies need to comply with. Companies who are already performing continuous auditing and monitoring can easily adjust to those legislations, but companies who suddenly must adjust their activities because of legislations will have to spend a lot of time and money for the implementations.

People

People play a big role in a SOA environment. All architects and technicians need to have another mindset. They will have to use other tools and they will have to have some knowledge of SOA. 

During an IT audit the interviewee has never focused on human risks as he is more an IT security expert focusing on the IT part of systems. He stated that he knows that it is important that awareness training is available and also system trainings. 

According to the interviewee auditors could review whether certain people know how the systems in the organization work. This review can be reflected with the CIA aspects and then the auditors can find weak controls. There is a big chance that people in a SOA environment has more knowledge of the architecture than an auditor has, but still the interviewee does not believe that they can influence audit results, because an auditor has still the ability to identify risks in a SOA environment and from that point of view he can perform his audit.

Processes

The interviewee thinks that there is a process and then the organization builds a system that fits the process. In case of software packages, the organization fits its processes to the software package. There are many organizations that do not have their processes and procedures in place as they should be. The question to be asked is whether the internal controls are in the system. If controls are in the process but not in the system then the organization should consider whether the controls should be implemented in another way or whether the systems should be adjusted. 

The interviewee stated that if companies choose to implement a SOA they first need to know their processes. This counts for every system implementation. If organizations do not consider this they might end up with several services that don’t really fit with the existing processes. This causes confusion and might even result in wrong SOAs delivering the wrong output. Finally this will influence the CI and a little bit less also the A aspects.

Future

The interviewee stated the following aspects that will need attention in the future are:

1) systems are getting more complex and so will security aspects. The demand for a better security will increase. Security will play a bigger role in IT auditing and it will be more technical. This is why the need for technical auditors will be bigger;

2) on the other hand, one auditor will not be enough to audit future systems. Different auditors with different specialties will be necessary during an audit;

3) at this moment most of the auditors come from the business side of the profession and less from the technical side. This is also supported by the universities who provide education to become an IT auditor. I think that in general it might be better for IT auditors first to follow a technical pre-education before they can start with the audit education programs; 
4) more companies will perform continuous auditing and monitoring. The drive will come from the business because they will focus more on quality aspects in their organizations. The world is also changing and that’s why companies will want to be in control by performing continuous auditing and monitoring.
6.4 Interviewee 3

An interview was conducted with auditor 9, partner- shareholder of his company. He has been with the organization since 1981.

Auditing SDLC

At the time when he started with his first job, IT auditing was called organization advice and automation. Gradually IT auditing became part of a financial audit and it was aimed on specifics questions of the customers, mostly questions about reliability of information systems, failed projects, information plans and sometimes organizations just want a second opinion. Organizations start searching for more assurance and they wanted an independent judgment of their information systems. Nowadays IT audit is more focusing on compliance. This has been the case for the last 2 years already and rules, regulations and legislations are pushing this.

The interviewee’s organization also has experience with reviewing SDLC, but it is still difficult to say how this should be audited. It is mostly a case of reviewing the phases of a SDLC process and they follow the waterfall SDLC model. The methodology they use consists of 2 parts:

1) verification: they check if the organization is performing the project activities good;

2) validation: they check whether the organization is completing the right project, if there is added value.

The interviewee stated that auditing at an early stage of the project does not mean that the end result will be a good system, there is still chance that something can go wrong. The challenge here for audit is to review the SDLC of a failed project and to trace where and how things went wrong. 

In reality the interviewee has experienced that auditors review a system and there were no findings, but still the system doesn’t meet the requirements. Technically there is nothing wrong with the system; it is just afterwards that organizations realize that they build a complex system which is a bad idea. Or that they have built a system that does not respect the dynamic characteristics of the business. The reason behind this is that these organizations do not know what they are doing.

According to the interviewee custom made systems are now a hype. This means that there are now smaller projects and the SDLC process is getting important, but the cycles are getting shorter. SDLC does not guarantee a good information system. Even if everything seems good, something can still go wrong and most of the time this lies within the context of the company and the system.

Service-oriented architecture

The interviewee stated that processes and systems can live long, but after 4 to 5 years organizations want to change their systems, because the business is changing. A service-oriented architecture is very interesting when you do not want to damage your strategy or business formula and for example when there is a merger between two companies with different systems. All systems can be connected on the middleware (ESB) and there is no need for complex interfaces on database levels

If the SDLC process in a SOA environment differ from the one in a traditional IT environment is another question. According to the interviewee the steps to be followed, the phases, are not different.

In a traditional IT environment you tend to approach the development process as you are establishing an organization by setting up different departments. Organizations still stuck on the management and financial systems where this originates from. They focus on responsibilities and performance monitoring of groups. With a SOA organizations have the possibilities to react on changes, for example market reactions or change in policy or strategy. This means that they establish systems from a theme, a topic, or short term action plans and not from more stable processes, departments or responsibilities. Looking at SDLC, the interviewee stated that the architecture is different, the technical design is different and this has impact on for example implementing application controls. Controls can be implemented on the middleware to safeguard the integrity of the system. The content of the SDLC process changes, because technically it is architecture. As for the life cycle, this is getting shorter; adjustments are made on short terms. Looking at the functionalities, it seems that we get systems with different goals, the scope is different, they are based on events and themes and they live shorter. The most important quality aspect of a system is that you can dispose it. In realty organizations do not take this into consideration, despite the fact that we are living in a changing world. A SOA gives the ability to consume, use and dispose.

The interviewee stated that auditing a SOA will certainly be different than auditing a traditional IT environment. There are other risks, your feasibility study and your risk analysis is different. On one hand SOA reduces the technical complexity, so systems can freely communicate with each other, which is good for the flexibility, but on the other hand it introduces new risks. Auditors now must focus more on the content of the system, whether it is feasible or not. The change that you get a system that does not work appropriately, given the freedom you have in development, is bigger now. Because people have the freedom, they have the temptation to design and develop more than necessary. 

Auditing a SOA will be different, because of other risks. The interviewee personally thinks that validation will become important, because organizations will start asking if they are making the right system and if they comply with the methodology and how people behave within the project.

Auditing standards

Auditing standards are good and they are in place to limit audit risks but they are for the auditors and not for the object to be audited. The interviewee stated that what he noticed these days is that auditors forget that and give to much focus to audit only according the standards.

There is a discussion about rule-based and principle-based auditing, but according to the interviewee there should be 3 levels: rule-based, principle-based, and context-based auditing. Context-based auditing should focus there where the context of the business or system changes with major impact on the design and effectiveness of the information systems. If the market requires a time to market of 3 months for a new system and the architecture of the system does not allow that and will take a year or so, the architecture is wrong. So it is the characteristic of context that drives the standard in this case.

It is good that there are standards, but they need to add value. They are maybe dangerous, because they help auditors to judge whether the organization builds the system good, but they do not help auditor to judge whether the right system is build. (In fact each standard is in a way the end of a development which is a silly thing in a dynamic world of IT and business).

There is more a development of rule-based audit standards and this makes it easier for the auditor. Standards are far from the technology. According to the interviewee there can not be an “IT audit around the computer” anymore nowadays, SDLC becomes important, but the focus is more on the system itself and what its output will be.

By standardizing with audit standards, you can instruct people and then you can organize audit companies as factories. Audits can be reproduced, but if there is a bottleneck, it must be possible to not act according standards that are not practical and important at that moment. The added value of standards decreases when you need to follow them every year. 

Internal audit departments of organizations are aware of auditing standards and they are using them to make sure that their organization is in control. This is different within companies, but generally they all have to deal with governance and for example SOX and this support the use of standards.
People

According to the interviewee the biggest change in a SOA will be people aspects. Most of the SOA environments his organization has seen do have a close relation with the expectations of customers. They are in place to serve customers better and to react fast on market or policy and strategy changes. These aspects require another type of system. The impact of policy, strategy and commerce is much bigger now. Commercial and strategy management have a bigger influence on these systems. This is a shift in the decision making process, roles and responsibilities in organizations.

Another change that they have noticed is that the end responsible party is directly involved in the development process. His involvement is bigger now, because of the tools that are being used nowadays. The IT department is now not anymore the end responsible party, most of the time it is a business department. The involvement of end-users of the organization is also bigger and direct. 

There should be audits on the human factor and risks, especially when it is about the vulnerability of knowledge. When projects are finished and people leave the organization, how does a company take care of transferring knowledge or ensuring knowledge? This is a big mistake inside companies. On long terms the interviewee’s organization experience that organizations do not know how systems work, because they haven’t done anything with the knowledge that was present at the time the system was setup. 

Another aspect is the human factor as a user. Many systems are not easy to use and create irritation among users. This is something that needs to be included in the design. Many projects fail on this and in the end there are beautiful systems but nobody uses them.

The human risk within a SOA lies in the fact that there is freedom to build what they want, especially if it is not only about connecting systems to each other. There will be no technical boundaries anymore. A lot of discipline will be necessary if we do not want to go this way and the end-user participation will have to get more important. An advantage of this is that you can easily adjust to the needs of the end-users. A disadvantage is that this is becoming a democratic decision making process and this should not be the case in such a project. There must be one person that decides what will be done.

There is something contradictory in this story. A SOA is implemented to create flexibility and because of this organizations can anticipate more on the needs inside and outside the business.

But still companies would rather have an efficient and effective decision making process than a democratic decision making process.

The interviewee’s organization performs audit on the decision making process and this should be part of an audit (this is related to IT governance).

Processes

According to the interviewee new processes and procedures have an impact on auditing. A SOA is a complex system and there should be someone who has an overview of the total integrity of the system. Who is responsible for the confidentiality, integrity and the availability of the system? How do you know if the connection between the systems in a SOA is good? These are questions that will arise in the future. Companies have misconceptions of a SOA, because all the information they have about SOA is commercial information. 

To be able to follow processes and procedures in a SOA, it is maybe a solution to build a control system upon the service-oriented architecture. Such a control system is good but its validity stops where the SOA changes. Another opportunity is to build a monitoring system on it.

As already mentioned service-oriented architectures will affect auditing. System boundaries are fading and scoping gets more difficult. The focus will be more on processes than on the system. Auditors will have to judge how a process is being run in the system, rather than how the system works. A SOA is dynamic and changes constantly and every time there will be new systems in the architecture, which means more unknown processes. This is something that auditors must realize.
Future

The interviewee stated the following as changes in the future:

1) Reliability of systems will decrease. Technology is developing and there will be more systems between organizations and also outside the organizations. There will be systems on which companies will dependent on, but they will not know where these systems are situated. There will be no human between the systems. Reliability of systems will become uncertain. Questions that will arise are: where is the system? Who owns the system and who is responsible for the system?

2) Continuous auditing and monitoring will be more in place. Technically it is already in place, for example an organization can check on an invoice how processes have taken place. With service-oriented architectures there will be more complex systems and then the reliability and integrity of data become very important. This is why there will be a shift to preventive continuous auditing and monitoring. Companies will focus on preventing fraud;

3) At the moment audits are performed because of social importance and not for the customers. There will be shift, because an audit focused on efficiency and effectiveness of a system will be an audit for the customer;

4) Companies will organize according themes and certain topics and according departments and processes. This will shift auditing to continuous, preventive and context-based;

5) The use of systems can be classified. A typology of requirements of all systems could help the auditor to identify whether the system has a good configuration or whether the organization uses the right system. There will be a need for such a standard;

6) Auditors will need more training on technical aspects, as systems are becoming more complex;

7) Auditors can be very arrogant and they should loose such behavior. They should admit that they do not know all and that standard have their limitations. Audits in the future will be performed by more then one auditor, multi-disciplined audits. Each auditor will have its own specialty; 

8) There will be another way, a smarter and stricter way, of monitoring companies. One that monitors how companies behave with governance and risk management. We are getting more dependent on systems and that’s why there will be monitoring for social importance. Auditing will become important and companies will want to have a positive score.
6.5 Summary

This chapter has described the different opinions of three auditors from two different organizations. Both organizations are private organizations and they both deliver services based on auditing, compliance, project management and advisory to other national, international, small and big companies. The auditors have based their opinions on their experience and on their organization’s way of working. These two companies are distinguished from the company mentioned in chapter four, because these two organizations are much bigger than the one mentioned in chapter 4. The company mentioned in chapter 4 is a MKB (middel klein bedrijf) organization in the Netherlands and also a private organization. 
7. Empirical Data: Academic
7.1 Introduction

An interview was conducted with auditor 10. He’s working as a lecturer, researcher and manager in the field of information systems and auditing for more than 15 years and he is a professor at the Erasmus University Rotterdam in the Netherlands.

7.2 Interviewee 1

Auditing SDLC

The interviewee start mentioning that system development was years ago not being audited as it is now. In the beginning it was more important to know how a system works and if the security requirements were met. Systems designers were not interested if the security requirements were written in the functional design of the systems. Then why did auditors start looking at the SDLC process? According to the interviewee auditors start doing this, because they began to notice that it is inefficient to wait to audit a system after its implementation. They came to the conclusion that it is better to audit during the SDLC process, because this stimulates quality control and management. Companies are now also aware of the importance of IT, and still a lot of mistakes happen in IT and it still caries a lot of risks for the businesses. This is also a reason why the focus of the auditor changes from auditing a system at the end to auditing during the system development life cycle process.

Service-oriented architecture

According to the interviewee auditors can not have enough experience in auditing a SOA environment, because it is new. Before auditing a SOA environment it is important to know what is different in a SOA environment. The main questions to be asked, related to auditing a SOA environment, are how do you know if the security in such an environment is good and if the effectiveness of the systems is appropriate and if all systems can communicate securely with each other, and how can all this be managed or controlled. These questions are not yet answered and because of this it is rather difficult to explain how to audit a SOA environment.

The interviewee stated that at the moment it is difficult to use the current audit program to audit a SOA environment. The current audit program is focused on auditing one environment inside one organization. A SOA environment consists of more stakeholders. In the SAS70 declaration auditors also check whether a company is outsourcing a part of its financial administration. This can be seen as a similar situation as in a SOA environment, but in a SOA environment there can be more stakeholders that we don’t even know. Because of this, it can be said that there will be certainly a difference in auditing a SOA environment, but auditors will have lean less on specific audits per situation and they will have to lean more on certified modules in a SOA environment.

Audit standards

SOA environments are developing and emerging. The interviewee mentioned that the EPD (Electronisch Patienten Dossier) system can be seen as a SOA environment. Standards to audit such an environment will also develop and this development will come from auditing and control companies, who will examine and audit more of such environment and they will gain more experience in auditing a SOA. On the universities research will be done on how to audit such an environment and also professional organizations like NOREA (the professional organization of IT auditors) in the Netherlands will also work on these topics.

The interviewee stated the following:

1) Because auditing is growing and getting mature, it can be said that the development of auditing standards was faster in the last years;

2) Liable independence of auditors is also playing a big role within the developments. Auditors are talking to each other and in this way they change the quality by looking at the right and wrong approaches; 

3) The developments in auditing standards also rely on the developments in IT. Forty years ago, when IT automation started, there were no standards. There where technology became a standard, it became much easier to develop other standards to use in IT environments;

4) Legislations and rules have also contributed to the development of auditing standards. Companies must meet compliance standards, e.g., SOX, Basel II etc. There are companies that don’t like compliance because it is expensive and other companies are spending more attention in their internal organization by implementing compliance standards. At the moment there are so many standards. For example: An American bank on the stock exchange has to comply with SOX, BASELII and other standards. Rules and legislations are coming from everywhere and they are often similar, but then again different. And this is what companies are struggling with.

People

According to the interviewee the fraud risk often lies within the organization itself and is called the human risk factor. This also counts when it is about implementing rules, standards, and compliance processes. Here the human factor is very important. People in the organization must be willing to accept all new technologies, rules and standards and they must be able to be good in them. IT auditors do say that they spend time on these aspects during an audit, but there needs to be more focus on the human aspects in both IT and operational audits. People in an organization, where there are technological changes, are the main factor in the whole process of change. The interviewee stated that in a SOA environment the human risks are the same as in a traditional IT environment.

Processes

The interviewee approached this topic by first asking: “ what came first: processes or technology?” He then followed with examples: first there was internet and then e-commerce and web-applications became hype. Another example is ERP systems, companies implemented an ERP system and then they adjusted their internal processes to that system. 

Systems are often important enablers for re-organizing processes. There are trends in the society and organizations and also in technology. Technology will perform well, when business meets IT, but it is still difficult to say which of the two, processes and technology, was first.

Processes in a new environment like SOA will affect IT auditing, but auditors need to be careful. As long as the audit is a financial audit, it might be that there are no changes in processes.

Future

The interviewee found it very difficult to predict the future of IT auditing, but he stated that there will be a few developments:

1) IT auditing will focus less on the operational level and more on the tactical and strategic level of an organization. Why? In a lot of companies you have now a self-assessment process on the operational level. This means that IT departments are assessing them self, which is good. Now the auditor can put his focus on a higher level, which means he can focus on how this process is implemented and how the cycle is running. This is also an aspect that is included in the auditing study nowadays;

2) Security will still be an important aspect on which the auditor will focus during an IT audit, but there will be a shift to effectiveness and efficiency of systems. This means that the focus of the IT auditor will be on a different set of quality aspects. This shift has started already, but it is very slow;

3) Financial audits will be more in combination with IT audits. For example XBRL, a financial reporting language. IT auditors will have to make sure that the processes where the XBRL codes established are running very well and secure, because if this is not the case at the beginning of a financial process, we can talk about a disaster when all data can find his way out;

4) Continuous auditing and monitoring will develop because of changes in technology. This will require more attention from IT auditors. IT auditors will focus on the matter whether the continuous auditing and monitoring process has been established in such a way that data is available fast and reliable and that can be used for management actions;
5) Auditors will still need more training and education to be able to audit the new IT environments. This is also a reason why the Registered EDP auditor’s education is changing every 2 years.

7.3 Summary

This chapter has discussed the opinions on the several subjects described from a educational point of view. The professor is a registered IT auditor (RE) and he based his opinions on his experience in the field. Besides being a professor at the University, he is also involved in editorial activities at the audit profession organization in the Netherlands called NOREA.
8. Data Analysis

8.1 Introduction

In this chapter the data that was collected during the interviews and described in previous chapter is analyzed. This chapter will describe and evaluate the different point of views of the interviewees. The purpose of this is to find correlation and relevance to different themes. Arguments that will support this process are shown in figure 8.1.
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Figure 8.1: Arguments supporting the themes
8.2 Importance of the SDLC process

The SDLC process is a very important process that could help organizations during their development and implementation activities. Many organizations are not aware of this and they underestimate this process. This process is a standard and organizations are using it differently. Organizations are not aware of the fact that this process can guide them through the implementation process of internal controls. Therefore it can be considered as a very important process. When implementing governance controls, application controls, data controls and management controls during the SDLC process, management of the IT environment will be much more efficient. During this process a lot of other management processes are being used for example project management. These processes guide the devolvement team and after implementation the organization can be ensured of a system that works well. All the interviewees have stated that the SDLC process is very important and that internal controls can be implemented during this process.

As mentioned before, the SDLC process is a standard and organizations use it differently and they even create their own SDLC process. This depends on the organization and the IT environment. Service-oriented architecture is a new technology where the development of services based on business processes is one of the activities. The SDLC processes in such architecture would be different than one in a traditional IT architecture where developing applications was the core. The first difference is the end product; in a traditional IT environment the end product is an application and now in a SOA it is a service. Besides this difference, there will be more differences in the activities of each phase of the SDLC process. These differences are caused by differences in the environment and tools to be used. The interviewees have stated several differences that will occur during the performance of the activities, e.g., differences during the testing phase and requirement phase. The following table 8.1 shows some differences in activities of each phase of the SDLC approach, based on opinions of some interviewees:

	SDLC Phase
	

	Requirements
	The focus in a SOA is business process; this means that business analysis will be very important in order to identify all business processes including legacy applications.

	Architecture & design
	Because the architecture of a SOA is different, the technical design will be different. Design blueprints are necessary to be able to have an overview of all aspects and to be able to implement internal controls.

	Testing
	Testing in a SOA environment is a complex process. All stakeholders need to be involved in the testing process and human testing is complex because of the possibility of unknown users in a SOA environment. Involvement of the SLAs during the tests will be necessary.

	Implementation
	The interviewees did not mention any examples of differences in the implementation phase in a SOA environment. Most of them were sure that not many will change during the implementation, except that the technology is different.

	Maintenance
	Because life cycles are short in a SOA, disposal will take place fast. Maintenance will be a complex process, as this is different from each stakeholder’s point of view. User management is a very complex process, because in a SOA there are internal and external users and there is a possibility that unknown user-access exists.


Table 8.1: Changes in SDLC activities

The SDLC process can also be reviewed during an IT audit. Many organizations make the mistake to consult an IT auditor after the implementation of a system, but the best time to consult such an auditor is during the development and implementation activities. The auditor can guide the organization through the implementation process of internal controls and can also advice on audit requirements. In this way gaps during the development can be found on time and they can act on them directly. It is more efficient to audit during the SDLC process than at the end of an implementation. This saves time and costs in system development. Most of the interviewees have stated that it is important to audit during this process, because it can be used as a verification tool. The interviewees have also given their opinion on how they would review the SDLC process.

8.3 More focus on people and processes in a SOA environment

A service-oriented architecture is a new technology that is not any longer a hype. Still organizations underestimate the implementation of such architecture. People, processes and technology are three aspects that have effects on each other when one changes. In this case we can see that SOA is a new technology and it affects people and processes.

The main components of a SOA are services, based on business processes. This means that organizations must have their business processes in order. If this is not the case then it is possible that there are services in the environment that does not work as they should. Besides business processes the organization needs to be aware of management processes, e.g., change management, account management, business continuity management and much more. If these processes are not well documented the organization might not be in control and monitoring will become difficult.

Because there are different stakeholders in a SOA environment it is very important that they keep the management processes inline with each other. This is efficient and it makes monitoring such an environment much easier. Changes in processes should therefore also be communicated between the stakeholders. Documented processes are very important, but a lot of companies forget this, because they only focus on the technology. Most of the interviewees have agreed that organizations do forget how important documented processes are. They have also stated that they have experienced this at their clients. Documented processes can also help the auditor during his review by understanding the environment better.

Changes in technology also affect people in the organization. For people the biggest issue is to accept the new technology, while they have been working with their previous systems without any problems. Organizations forget that people do not like changes around their work. People are the organizations and companies should spend more time to make people aware of the new changes and the effects. Working in a new technology environment can also cause irritation, because of new systems. This is another challenge for the organization to train people and make them get used to the systems. 

Besides the acceptance process there could be other human risks. Human risks in an IT environment can be for example fraud or unauthorized user access. The later is a very big risk in a SOA environment. Human risks in a SOA environment can be bigger that in a traditional IT environment, because it is an open environment and there are a lot of stakeholders involved. If security controls are not set well, the business is at risk. A service-oriented architecture consists of many services and the chance that there are unknown services is big and this results in unknown user access. This requires a very strict user-account management.

Another aspect that changes when implementing new technology, i.e., SOA is changes in roles and responsibilities. Especially in a SOA environment this will change, because there are more parties involved. Not only the involvement plays a role in the change of the roles and responsibilities, because SOA is a whole new architecture for business purposes, it will also cause changes in the decision making processes. Many interviewees have shared this opinion and they believe that human risks will be bigger in a SOA environment.

IT auditing does not have a focus on the human aspects. Training and skills are a very small part of an IT auditing. If IT audit wants to cover all risks during a review, the auditor should also focus on the human risks. He/she should be able to identify the human risks and should make the organization aware of those. Currently there are no standards based on reviewing the human risks and this can be considered as a shortcoming in IT auditing. There are some interviewees that pointed out that auditing the human risks should be part of an IT audit, but others stated that it should be part of an operational audit. There are mixed opinions on this matter.

The figure 8.2 below gives a better understanding of how technology, people and processes are related, when new technology is being implemented:
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Figure 8.2: Technology People Processes affect IT auditing
8.4 SOA flexibility is Audit complexity

A service-oriented architecture creates flexibility for organizations. SOA reduces the technical complexity so systems can freely communicate with each other. This creates flexibility for the organization; they can now act fast on market changes. What organizations are not aware of and sometimes also auditors, is that this flexibility creates a complex environment for auditors. In a SOA environment the life cycles of services are short, because they are being changed constantly. This is why a SOA environment can be considered as a dynamic environment. In the audit world there is no standard that is based on auditing a dynamic audit environment. A dynamic audit environment has effects on the timing, scope and results of the audit. It makes it difficult for the auditor to set his scope and results, while changes occur constantly. This will be a time consuming process and it is one of the challenges of an IT auditor in a SOA environment. Two interviewees mentioned this characteristic of a SOA environment.

Other challenges for an IT auditor in a SOA environment are described in table 8.2

	Challenges
	

	Not enough literature and experience in auditing SOA
	Because there is not enough literature and experience in auditing a SOA it is difficult to say how a SOA should be audited. An auditor in a SOA environment will have to do this on his own.

	SOA is not a monolithic environment
	For years auditor are used to audit a monolithic IT environment, i.e., one systems in one company. New systems are based on the internet technique and the standards have not been adjusted. Some interviewees pointed out that there is a need for audit standards based on architectures and classification of systems.

	Technical aspects in SOA
	Technology is changing and so are the techniques that are used. The auditor will need skills and knowledge to be able to understand the complexity of technical aspects in a SOA.

	Risks
	SOA is a different architecture and it will have other risks. There are more parties involved in the environment, which means that risk analysis will have to be done from all parties’ perspectives. The reduction of technical complexity, i.e., no technical boundaries, creates other risks in a SOA and the auditor must be able to identify those. 

	Determining an audit scope
	Because a SOA environment has a lot stakeholders involved, thus a lot of services, legacy applications and other components, determining an audit scope will be difficult. 

	Not enough audit capacity
	Auditing every service in a SOA will be a time consuming process and it might be considered impossible to audit each service. This is why the auditor needs to approach the environment differently than a traditional environment in order not to lack in audit capacity.

	SOA is process-oriented
	Audit is still focusing on output. This will have to change, as SOA consists of services based on business processes. This means that the auditor will have to follow a process; how it runs and if there are no interruptions during transactions.

	Service Level Agreements
	SOA has SLAs, which describe the relation between services and stakeholders, roles and responsibilities of stakeholders, obligations and other information. The auditor must be able to understand and review the SLAs.


Table 8.2: SOA challenges
8.5 Effects of changes on IT auditing

That SOA challenges the IT auditor is described the previous chapter. Technology is developing fast and there is still a monolithic audit program. IT auditing will need to change in order to be able to audit new IT technologies. Most of the interviewees stated that the future of IT auditing will be different. Changes will occur in the IT audit profession, in organizations and in the education for auditors. The following table 8.3 presents the changes, which will have effect on the future of IT auditing:

	Changes in IT auditing education
	Because technology is getting smarter and more complex it will be necessary for the IT auditor to have technical knowledge on the new techniques that will be used.

	Changes in IT auditing
	The effect of adjustments in IT audit education might be more specialties in IT auditing. Because new environments will be more complex it might be that an audit will be multi-disciplined, i.e., more auditors in one audit with their own specialty.

As more research will be done on, e.g., SOA and IT auditing there will be more literature and experience and this will create possibilities for auditors and profession organizations to think about standards or frameworks for auditing new technology.

The focus on human aspects will increase, because IT environments are becoming complex and the auditor will also have to depend on the people of an organization during an audit.

Rules, regulations and legislation are emerging because the current economic situation and also because of new technology. They will drive IT auditing. Through compliance auditing might be mandatory in some organizations.

The fact that organizations will invest more in IT auditing will make that the added value of the IT auditor will increase. The IT auditor will also have to prove his abilities in new IT environments.
Because organizations will be aware of the added value of IT auditing, the auditor will also focus more on efficiency and effectiveness of systems and environments. This might lead to more validation, i.e., auditors will also look if the right system is implemented and not only if the system is implemented well. Security will still be an important quality aspect as well as confidentiality, integrity and availability, which will need auditor’s focus.

	Changes in organizations
	Because of rules, regulations and legislations some companies will invest more in auditing and it will become more important. This will lead to more continuous auditing and monitoring.

Another driver to continuous auditing and monitor is the drive of organizations to be in control. The world is changing and organizations can not afford any scandals so they will prove that they have everything in control.


Table 8.3: Future directions of IT auditing

8.6 Summary

This chapter discussed the empirical data that was presented in the previous chapter. The interviewees had different opinions on the subjects, but there were also common statements. Correlation and relevance between their opinions were summarized in this chapter. The reasons why tables are used are to make the understanding of the empirical data easier and to create an arranged view.
9. Conclusion

9.1 Introduction

This chapter is the final chapter of this research. It answers the sub-questions and the main research question stated in the first chapter. The findings are based on the literature study and the data analysis research. Furthermore, the research limitations and future research suggestions are also in this chapter. This chapter closes with the thesis conclusions.

9.2 Main Findings

This section answers the sub-questions, mentioned in the first chapter. To be able to answer the main question it is important to get an understanding from the sub-questions. The answers of the sub-questions are based on the literature study and data analysis.

How does SOA differ from a traditional IT environment?

SOA differs from a traditional IT environment. Not only is the architecture different, but also the management, processes and the roles and responsibilities of people involved are different. The architecture is based on services (business processes) and a traditional IT environment is based on applications. The activities within the SDLC processes are different and the life cycles of services are shorter, because they are being changed constantly, this results in different way of managing changes. Roles and responsibilities will set differently in a SOA because there are more organizations involved in the architecture. At last but not least SOA also differs from a traditional IT environment in the way how it will be audited.

These differences are also mentioned in the literature that is used. By doing a literature study, Butler [2008] describes the differences between SOA and traditional architectures and he also mentioned three characteristics of a SOA (process-oriented, short life cycles and message oriented). Haines [2007] also explained that SOA will bring changes in developer skills, roles, tools, processes and organization culture. The changes in SDLC activities are highlighted by Lewis et al. [2008].     

Is the SDLC process an important process for organizations and IT audit?
The system (software) development life cycle process is an important process through the development of systems. This process consists of different steps and in each step there are activities to be followed. This process is important because it guides the organization through a project. If organizations do take this process seriously they can manage their processes efficiently. During the SDLC process internal controls, such as internal governance controls, application controls, data controls, and management controls can be implemented. This process is being underestimated by organizations. Lewis et al. [2007] state that organizations have misconceptions about the development activities of SDLC process and that organizations believe that developing SOA is not different that traditional IT architecture development. With the differences in activities [Lewis et al., 2008] they explain that organizations must not underestimate the SDLC process in a SOA environment, because changes are needed in SDLC activities for an efficient and effective environment.

How are technology, people and processes related to IT auditing and SOA?
Technology, people and processes are related to each other. Service-oriented architecture can be seen as a new technology here and changes in technology affect the people and processes aspects, i.e., SOA brings changes in people and process aspects within the organization.

As Haines [2007] explains SOA will have impact on the development skills, roles, tools, processes and organization culture. Development skills, roles, tools, and the organization culture are aspects where people are involved. This literature agrees on the fact that technology, processes and people are related to each other and that SOA as a new technology affects the two other aspects.

As Butler [2008] and Hinson [2007] also mentioned, SOA will have effects on IT auditing. IT auditing is a process in which technology, people and processes of the auditee are involved. If there are changes in technology, the IT auditor will have to take these changes in consideration and will have to adapt his audit approach. Technology, people and processes can not be considered as separate aspects, they have effects on each other when one changes, so all three aspects must be approached when one is changing.

What effects does new technology have on the future of IT auditing?
Butler [2008] has suggested some future directions for IT auditing. He also presented a SWOT analysis of IT auditing where some of the opportunities can be seen as future directions.

New technology will affect the IT audit profession. IT auditing has now its own place in the auditing world. Before it was part of a financial audit, but because all financial transactions are done with systems, the need of an independent opinion on the systems controls increases within organizations.

New technologies, e.g., SOA are complex and the IT auditor needs more technical knowledge to be able to review such an environment. The complexity of new technology will be a challenge for the IT auditor. Because there is not enough literature and experience in auditing the new IT environments there are no standards or frameworks that can guide auditors during such an audit.

The fact that the auditor will need more technical skills to be able to understand the new environment results in changes in the audit education programs. Explanation and education on more technical aspects will be necessary. More literature and experience will result in standards and frameworks for new technologies.

The demand for more audit specialists will increase in new IT environments. The environments are getting complex and there is not only IT involved, but also business strategy. There will be a shift to multi-disciplined audits, i.e., audits where more auditors with the specialty in, e.g., IT security, IT development and business people are involved.

Changes in technology in combination with changes in organizations and economy will cause shifts to more audits. Organizations will become aware of the added value of audit and there will be a demand for more audits. This shift will occur because organizations want to be in control in a changing world. Continuous auditing and monitoring will increase. Currently there is a push factor from the audit and control organizations but this will change when organizations are aware of the added value of auditing and monitoring.

This will also change the focus during an IT audit. Security will still be an important quality aspect on which the auditor will review, but besides confidentiality, integrity and availability the auditor will also focus on efficiency and effectiveness of an environment. This change will occur, because audits will be done more for the clients, thus the client will be more interesting in the efficiency and effectiveness of its new technology.
9.3 Research limitations and future research suggestions

This research has a few limitations. As stated before a service-oriented architecture is a complex environment. An IT audit in a SOA environment can be performed from the service consumer’s perspective as from the service provider’s perspective. In this research it is not discussed from which of these two perspectives the research question will be approached. This research will only discuss the reflections of auditors on the impacts of SOA on IT auditing.

Furthermore, this thesis does not include detailed technical explanations of the software development life cycle process and of the IT auditing process. It does not describe how a SOA environment needs to be organized. Also it does not make a distinction between internal and external auditors. This research purely explained a SOA environment through the eyes of an IT auditor. The interviewees were only questioned on the subjects that give a better understanding of SOA, the effects of it on IT auditing and the attention for change in the IT audit world.

Future research suggestions related to this research could be:

· Conducting a research on compliance frameworks for a SOA environment;

· Conducting a research on how to perform an IT audit on a service consumer side or the service provider’s side, i.e., a SOA audit guide;

· Conducting a research on continuous auditing and monitoring in a SOA environment.
9.4 Lessons learnt

Literature study on the subject and a qualitative research which was done by conducting interviews and analyzing them are combined in this research. It took me a long time before realizing which direction I wanted to go with two subjects that I found interesting, namely SOA and IT auditing. I discovered on my way through literature that there was not enough literature that combines these two subjects and I choose to do a research on the impact of SOA on IT auditing through the eyes of an auditor. Many findings of this research have proven to be similar to some of the literature used in the literature review. Approaching things differently by critical thinking supported me in the process of gaining insight on these subjects and on finding similarities and differences between literature and the data from the field. This research has helped me to develop skills that I will certainly need in my future career.

9.5  Thesis conclusion

This section will answer the main research question, which is as follows:

Would SOA have an impact on IT auditing and if so how are related IT auditing aspects affected?

This research question will be approached by comparing the literature review with the data analysis. The data analysis has described different opinions on the subject and in this section the differences and similarities of these opinions with literature will be explained.

That SOA differs from a traditional IT environment has been described briefly in the previous section. One of the aspect through which SOA has impacts on IT auditing is the SDLC processes.  In the data analysis the SDLC phases were described with their activities. The activities will differ from the activities in a SDLC process in a traditional IT environment. The requirement, architecture and design, testing and maintenance phase are mentioned. The requirement phase will be different in a SOA, because of the process-oriented characteristic of SOA, the architecture and design phase will be different because of the different technical architecture of a SOA, the testing phase will be different because of the involvement of external parties and the maintenance will be different because of the roles and responsibilities will be both internal and external. Differences in the implementation phase were not mentioned, because these include a more technical approach. These differences in SDLC activities will have an impact on the IT auditor’s activities.

The impact of SOA on IT auditing was explained in the literature review by challenges for the IT auditor. The data analysis presented some challenges for the IT auditors based on the different opinions of the interviewees. The similarities found in the challenges presented in the literature study and the data analysis are all related to the technical skills that the auditor will need and the aspects that will be different in a SOA environment, e.g., SLAs and business processes. The complex audit environment is also mentioned, but this complexity can be approached from different point of views. As previously mentioned the technical skills, SLAs and business processes are aspects that challenge the IT auditor, but these are not the enablers for a complex audit environment. The enabler is the dynamic character of SOA. The differences are more related to the fact that it will be difficult for the auditor to set an audit scope, to divide his audit capacity and to perform a risk analysis in a dynamic environment. This is the biggest challenge in a SOA environment for an IT auditor. The best solution for this is to have a guideline in place to audit dynamic IT environments. In such a guideline steps need to be defined how an auditor can set his scope and from which point of view the auditor can approach his audit. There must also be audit standards that decrease the audit risk of a not limited audit scope. The audit standard for a dynamic environment must explain the auditor’s roles and responsibilities within a dynamic environment like SOA.

Another related aspect of IT auditing is the future of IT auditing. To be able to give a conclusion on this subject it is fair to compare the explained changes in IT auditing, described in the data analysis, with the future directions of IT auditing presented in the literature review. There are no differences and this can be explained by the fact that auditors are aware of changes that are needed to get IT auditing aligned with the future directions presented in this research. To get IT auditing aligned to these future directions, auditors will have to spend more time together to discuss these aspects and to come with solutions for the professional organization NOREA in the Netherlands. These future directions must not be neglected and auditors and audit & control organizations must not wait for the influence from outside. This will make IT auditing more mature and the image of auditors will change, because their added value will be known.

The future directions presented in this research can be compared to the SWOT analysis, also presented in the literature review. Looking at the future directions found during this research, some of them are applicable in the SWOT analysis. The following can be concluded when comparing both analyses:

· Focusing on human aspects is one of the future directions of IT auditing. In the SWOT analysis this is pointed out as a weakness of IT auditing. This means that IT auditing is aware of its shortcoming and they agreed that auditing human aspects related to IT should become part of IT audit, which will strengthen the content of IT audit by focusing on all three aspects: technology, process and people;

· Collaboration with non-IT auditors and other business people is pointed out as an opportunity in the SWOT analysis. This is also one of the future directions presented in this research and it is called multi-disciplined audits.

· Proactive auditing is also an opportunity in the SWOT analysis and it is similar to auditing the SDLC process. By following the SDLC process, auditors can audit projects from cradle to grave.

Looking at the main findings and the conclusions described, SOA has impact on IT auditing. IT auditing has gained its position in the audit world, but technology is faster than the developments within the IT audit profession. The main findings are based on the importance of the SDLC process and the complex audit environment within SOA for an IT auditor. Up till now the differences and similarities have been described and concluded. Now an approach for the auditor will be explained. This approach is not a guideline; it is a recommendation that can be used for setting up a guideline.
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Figure 9.1: Service-oriented architecture example

Figure 9.1 represents a piece of a SOA environment, with business processes, services and legacy applications. The legacy application layer can also consists of applications from an external party. According to figure 9.1 the upper layer where the business process is shown, is the service consumer and the legacy application layer can be considered as the service producer. Both business processes and services create flexibility for the business. When business strategy changes, the organization can modify its business processes by using services. This is the flexibility that creates a complex audit environment. The risks are mainly located in the services layer, because if they do not have the right functionality to get the right information from the legacy applications, incorrect information flows into the business process and it is not reliable and complete anymore. Before performing an audit the auditor must first set his scope by looking from whose perspective he will audit the SOA environment; from the service consumer’s perspective or from the service producer’s perspective. A risk assessment from both points of view must be performed. When preparing an audit the following is very important for an auditor to review:

· The completeness and reliability of the information that arrives in the business process, i.e., information from the service producer;

· The completeness and reliability of the information that is in the legacy system layer;

· The availability and integrity of the services.

By focusing on the business process, the auditor can get an overview which information floats through the process and from that point he/she can audit the related services on availability and integrity. To be sure whether the right services are being used the auditor can consult the service level agreements and he/she can audit the services in the design time, where the requirements are set. The design time is one of the three stages in a life cycle activities management. The auditor can decide whether he/she audits the services in design time, run time or change time. In design time the auditor will be able to review the requirements, design and testing phase of the SDLC process, in the run time he will be able to audit how the implementation works and on the availability of the service, and in the change time he will be able to audit on the service management processes. 
The auditor must review the services from the business process point of view as well as from the legacy systems layer, when using the above picture as a reference. By auditing the different stages with the life cycle activities, the auditor can set a scope and he can divide his audit capacity or he should consider the possibility of auditing each stage individually. The audit steps involve:

· approaching the audit from a business process point of view, i.e., the scope will consists of the business processes to be audited;

· approaching the services from the three stages: design-, run-, and change time;
· performing a risk assessment on the business processes and services involved.
By using these approaches the auditor will be able to report his findings according to business processes in design time, run time and change time. The auditor can identify risks per business process.

The auditor will be able to review controls within different areas (IT Governance, Life Cycle management, IT service Delivery, Information Asset Protection and Disaster Recovery & Business Continuity) also in the three stages. This represents a horizontal and vertical audit approach, see figure 9.2.
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Figure 9.2: Horizontal-Vertical Audit approach

Figure 9.2 will now be explained by using figure 9.1 from a business process point of view:

Using the business process shown in figure 9.1, the following can be summarized:

· The service consumer requests  client’s credit and stock information;

· The service provider delivers client’s credit and stock information.

Identified risks can be:

· The delivered credit information is incorrect;

· The delivered stock information is incorrect.

Reasons for incorrect credit and stock information can be:

· The applications at the service provider contain incorrect information;
· The service between the consumer and producer is not well developed and tested and transfers incorrect information.

Effective controls to be implemented to decrease these risks:

· Vertical: access to the service provider’s applications should be restricted only to authorized users. This is part of the controls in the information asset protection area;

· Horizontal: the service needs to be tested in a production like environment to ensure the integrity of information. Testing the service is done in the design time of the life cycle activities.

Another suggestion for the IT auditor is to audit a SOA environment with different specialties, e.g., individuals specialize in IT security, exceptions and logging, development team and people from the business. In this way risks can be identified faster and the audit process will be efficient.

A financial audit in cooperation with an IT audit is also not a bad idea. As the financial audit uses the annual account as his reference to approach the business processes, the IT auditor can work together with the financial auditor to review the business processes. The financial auditor will focus on the input and output of financial information and the IT auditor will check the internal controls and the quality aspects of the systems and services involved within the business processes in a SOA see figure 9.3. For example, the financial auditor will be interested in invoices that are accurately recorded from authorized shipments to check whether the stock information in figure 9.1 is complete and accurate. Effective internal controls over inventory will be needed to decrease fraud. Here is where the financial auditor needs the IT auditor to check whether user access to stock information is authorized. Another effective control is segregation of roles on which the financial auditor also will review and here the financial auditor will need the IT auditor to check whether the internal controls use role-based authorizations. In a SOA the use of role-based authorizations will become deficient as the user of an application can be another application through a service.
When a financial auditor works together with an IT auditor, they can help the organization to decrease its business risks more efficient than working alone. The financial auditor has more insights of what can cause a financial or business risk and an IT auditor can help find deficiencies in internal controls in the IT environment which is used for financial transactions and the IT auditor can also judge the effectiveness of the IT environment.
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Figure 9.3: Financial audit in cooperation with IT audit
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Glossary

	ASP
	Application Service Provider

	BASEL II
	Recommendations on banking laws and regulations issued by the Basel Committee on Banking Supervision

	CIA
	Confidentiality, Integrity and Availability

	CISA
	Certified Information Systems Auditor

	COBIT
	Control Objectives for Information and related Technology

	COMPAS
	Compliance-driven Models, Languages and Architectures for Services

	COSO
	The Committee of Sponsoring Organizations

	EPD
	Elektronisch Patientendossier

	ERP
	Enterprise Resource Planning

	IAASB
	International Auditing and Assurance Standards Board

	ISA
	International Standards on Auditing

	ISACA
	Information Systems Audit and Control

	ITGI
	IT Governance Institute

	NOREA
	Nederlandse Orde van Register EDP Auditor

	RA
	Registered Accountant

	RE
	Registered EDP auditor

	RUP
	Rapid Unified Process

	SaaS
	Software as a Service

	SAS 70
	Statement on Auditing Standard 70

	SDLC
	Software Development Life Cycle

	SLA
	Service Level Agreement

	SME
	Small and Medium Enterprises

	SOA
	Service-Oriented Architecture

	SOX
	Sarbanes Oxley act

	SWOT analysis
	Strengths Weaknesses Opportunities and Threats analysis 

	XBRL
	eXtensible Business Reporting Language


Appendix A: Interview Questionnaire

1) How is SDLC being audited? 

2) What are the changes within SDLC in a service-oriented architecture and how does SOA affect auditing?

3) How did auditing standards develop over the years?

4) How do companies (organizations) cope with auditing standards?

5) How do people in a new technology environment, for example an SOA environment, affect the auditing process?

6) How do new processes created by new technology affect auditing?

7) What would you think auditing will look like in 20 years?
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