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Abstract

Maintenance is an essential task in the industrial sector—the rise of image-detection techniques
shows the potential to improve maintenance processes. Convolutional neural networks are
appealing with their excellence in prediction accuracy and scalability. However, the frequentist
estimated class probabilities from the softmax output function do not measure model certainty
and can be misleading in decision-making. Neural network applications can benefit from model
certainty to gain trust in the complex deep networks. The Bayesian convolutional neural network
uses the dropout technique to cast variational inference to obtain an approximated predictive
posterior distribution. The predictive variances aggregate from samples of the approximated
predictive posterior distribution, serving as a measure of uncertainty. We use the Bayesian
convolutional neural network for crack detection from concrete structure images. Domain
experts affirm the novel method’s potential in maintenance applications—model uncertainty
gains an increased interest and is often a discussion point with their clients. The predictive
posterior variance as an evaluation criterion, eliminates the number of false-negative predictions
and highlights uncertain predictions.
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1 Introduction

Maintenance plays an essential part in the industrial sector. Cracks and chemical deterioration
are common phenomena and can potentially lead to systems failures. Concrete structures such as
bridges and dams depend on the full force of the structure. Numerous small damages can initiate a
chain reaction leading to the eventual failure of structures. Therefore, the timely detection of small
damages is crucial for safe operations. Also, the machinery’s unplanned downtime during operations
can potentially lead to high operational costs. Traditional manual inspection of complicated
structures is labor-intensive, dangerous, and, most importantly: subjective. In the literature,
researchers discuss maintenance strategies and try to optimize maintenance planning and gradually

replace the reactive strategy with predictive and conditional maintenance strategies.

Over the last years, with the increase of the available data, maintenance optimization approaches
are developing. Researchers adhere to different directions; reactive, preventive, and predictive
maintenance. Ideally, all maintenance strategies are predictive such that we know when a system is
likely to fail, and we know what the optimal repair or maintenance action is at each period in time
[Dekker, 1996]. Predictive maintenance allows us to make reliable data-driven decisions, minimize
maintenance costs, and guarantee safe operations. On the other hand, the rapid development of
machine learning and computer vision techniques illuminates the potential to apply these methods
in maintenance applications. Image processing is a broadly applied technique in different areas
ranging from face recognition to natural language processing and medical imaging. The convolutional
neural network (CNN) is the most popular deep learning tool and is based on feature extraction
to make predictions and classification. The convolutional neural network belongs to a class of
artificial neural networks (NNs) that build upon mathematical operations. The advantage of the
network is the ability to handle high-dimensional data inputs and perform feature extraction to
classify the outcome. Deep learning methods are known for their high accuracy but black-box
behavior. Moreover, deep learning methods do not include any form of uncertainty. Ideally,
a neural network can explain the predicted value (explainability) and indicates its uncertainty
substantiated by probability theory (reliability). A probabilistic approach in machine learning
provides the ability to include confidence in the predicted value. The uncertainty is necessary to
tell if the model is confident about a predicted value or it is just a random guess. This information

would help construction workers decide whether an inspection is needed or not, based on image-



detection models. The probability theory in machine learning methods is known as Bayesian
machine learning [Denker & LeCun, 1991]. The uncertainty can be the missing piece for the
practical applicability of machine learning techniques. The idea is to step away from deterministic
deep learning models and set up a probabilistic model to include uncertainty. According to Gal &
Ghahramani [2015], modern deep learning models are close to probabilistic modeling, and we can
get uncertainty measurement by adjusting existing deep learning regularization techniques. Gal &
Ghahramani [2016a] proved that repeatably applying dropout regularization after each layer in a
neural network, during training and testing, is a variational Bernouille approximation, which gives

us the ability to sample from the predictive posterior distribution.

This thesis aims to include uncertainty for image-based detection using the Bayesian convolutional
neural network (BCNN). Furthermore, we discuss the untouched area of the newly proposed
method’s practical application in maintenance processes. The research question is as follows: Can
we quantify the uncertainty in image-based crack detection for concrete structures using Bayesian
convolutional neural networks? If we can quantify the uncertainty, our interest lies in the practical
application using the information in maintenance strategies. Can the image-based detection method
using a BCNN contribute to maintenance strategies? The answers to the research question can
potentially increase automated image failure detection’s practical applicability in maintenance

strategies.

Relevance Without exception, every situation using image-based classification, where the objective
is the predictive accuracy and concerns the reliability and uncertainty, can benefit from the applied
methods. Furthermore, the research touches on image-based detection methods for maintenance
strategies. The latter might be interesting for all companies and governments who currently
apply maintenance strategies and could benefit from image-based failure classification. This thesis
and its methods might give these parties incentives to include uncertainty measures in their
maintenance practices and introduce image-based methods. Finally, the research can prove valuable
for researchers interested in either high-end deep learning methods or Bayesian statistical methods.
The Bayesian convolutional neural networks establish an intersection between deep learning methods

and the Bayesian probability theory.



Motivation The “black-box” principle of neural networks is a significant limitation of deep
learning models. The predicted value is often assumed to be accurate and generally used without
reasoning about the value or model confidence. Currently, deep learning models cannot determine
if the model prediction is intelligent or just a random guess. In 2015 the image classification
system of Google erroneously identified African Americans as gorillas and led to a discussion of
racial discrimination [Guynn, 2015]. If the network included model uncertainty and indicated
its confidence regarding the output, the system might requested a second human opinion for the
classification. In a neural network classification setting, the softmax activation function computes
the estimated class likelihood. However, these values are often falsely interpreted as model confidence.
A model can still be uncertain about the predicted outcome while having a high softmax output

probability.

To summarize, the probabilistic interpretation of outputs with uncertainty measurement is crucial as
its absence can lead to sub-optimal results and dubious decisions. Moreover, as neural networks are
prone to overfitting, the network can fail on previously unseen data, leading to incorrect decisions.
The arguments mentioned above give the incentive to include the Bayesian probability theory in
the neural network setting. Instead of accepting a point estimate as a predicted value, the Bayesian
neural network output, with Monte Carlo dropout, is a posterior probability distribution for each
class. The posterior distributions reflects the model uncertainty while simultaneously reducing the
risk of overfitting. The concept of including uncertainty in image-based crack detection methods
to measure confidence is left open. Furthermore, related research does not include the practical
application of image-based detection in maintenance strategies and their potential benefits. The
proposed research examines the Bayesian convolutional neural network for crack detection from
concrete structure images. This research expects to contribute to the existing literature in the

following ways:

e Practical application including uncertainty measurements in deep learning networks for a
maintenance application. The inclusion of model confidence in crack detection for concrete

structures.
e Domain expert’s opinion regarding the novel method and the practical applicability.
e The research motivates readers to reason about the uncertainty of predicted outputs of models.

e The research sets the first step in the direction of automated maintenance strategies.



2 Related literature

The rapid development of deep learning models brought a profound impact on machine learning
techniques in real-life situations. Experts previously discussed convolutional neural network applications
for failure detection in the manufacturing sector. Chen & Jahanshahi [2018] describe a deep learning
framework with convolutional neural networks to detect crack patches in individual video frames.
Where Jamshidi et al. [2017] propose a convolutional neural network approach to detect defects in
railroad surfaces. Nonetheless, these above studies for failure image-detection do not mention any
uncertainty or explanation measurements. On the other hand, researchers wonder about the risk
of applying machine learning methods for challenging real-life problems. How can we add model
uncertainty to the deep learning techniques? Especially in critical domains where the outcome
of a network could determine life or death. Luckily, previous researchers already investigated the
concept of adding probability theory to the networks. An important breakthrough was the paper of
Neal [1992]. He concluded that deep learning techniques are related to Gaussian processes by adding
a probability distribution over infinitely network weights: a Bayesian neural network. He was the
first to apply Markov Chain Monte Carlo sampling for Bayesian neural networks. Many researchers
investigated the topic during that time; it was a golden era for Bayesian learning in neural networks.
Researchers were investigating and extending methodologies to include the probabilities in neural
networks. MacKay [1992] extended the Bayesian neural network for a finite number of weights. He
used the techniques of Tishby et al. [1989] and Gull [1989] to force a probabilistic interpretation on
the neural networks. Later, Hinton & Van Camp [1993] proposed variational learning in Bayesian
neural networks, techniques to approximate intractable integrals for Bayesian learning. Where
Barber & Bishop [1998] extended the method with a Gaussian variational approximation for
the Bayesian network weights. The research formed two paths to include a posterior over the
network weights. The Markov Chain Monte Carlo method (MCMC); sampling from a distribution
converging to the true posterior and variational Bayes (VB); finding an approximating distribution
and minimizing the difference with the true posterior. The MCMC method is a traditional sampling
algorithm to estimate the marginal posterior densities. Nevertheless, Bayesian inference for NNs
requires the joint posterior density. The VB is prevalent due to its scalability and the approximation
of the joint posterior distribution. However, due to the highly complex analytical nature and the
intractable integrals, researchers did not widely apply the methods according to Graves [2011].

Recently, researchers are trying adjust the methods to find scalable methods to include model



uncertainty example are the methods of Beal [2003], Graves [2011] and Blundell et al. [2015].
The recent increase in the dimension of neural networks and the rise of deep learning led to
the previous methods’ incapability to keep up. These methods scale poorly to the current high
dimensional architecture of the weight space, especially for the high dimensional weight space of the
convolutional neural networks according to Gal & Ghahramani [2016a]. They give one example on
the method of Blundell et al. [2015] and declares that the adjusted variational inference, Bayes by
Backprop, using a Gaussian approximating distribution doubles the amount of parameters without
increasing the predictive performance. Gal & Ghahramani [2016a] state that the approach is not
suitable for CNNs as the increase of parameters is computationally costly and proposes a Bernoulli
approximating variational distribution with dropout instead. Gal & Ghahramani [2016a] express

that their method is scalable to large data sets and complex models without the loss of performance.

Overall, the literature gives an extensive overview of the different methods with the inclusion
of probabilities over the model parameters and achieve inference on the posterior distribution.
This thesis focuses on the practical application of a convolutional neural network with uncertainty
measures. The proposed research follows the reasoning of Gal & Ghahramani [2016a] to approximate
the variational inference using the dropout layers and an approximating distribution. The goal is
to obtain accurate model performance and a measure of uncertainty in a feasible time frame which
would be acceptable in practice. The Bayesian convolutional neural network is already applied
to empirical research, as described above. However, the performed research did not address the
methods’ practical applications as it mainly focuses on the theoretical aspects. No previous research
investigates the practice of casting Bayesian convolutional neural networks for a maintenance

application in practice.

3 Methodology

The Bayesian convolutional neural networks aggregate from neural networks and Bayesian learning.
This section explains the concepts to construct the convolutional neural network and connect
the machine learning technique to Bayesian learning. We start with the theoretical concepts of
the neural networks in 3.1, followed by the theory of convolutional neural networks in 3.2, and
continued with Bayesian learning in 3.3 and 3.4. Finally, we synthesize the concepts in 3.5 and 3.6,

and evaluate the model uncertainty in 3.7.



3.1 Neural networks

Artificial neural networks are a type of machine learning technique. Machine learning techniques
extract patterns from data based on feature learning [Goodfellow et al., 2016]. As a result, we need
to convert the real-world data into a set of features to run the technique for a specific problem. This
thesis conducts a technique to detect failures from image data. In this case, it is hard to describe
the feature “failure” in terms of pixel values stored in a structured format. An attempt could be to
define a crack as a simple geometric shape and use the geometric shape as a feature; even then, it is
impossible as every crack is different and does not have the same geometric shape. Furthermore, the
image’s surroundings, weather conditions, shadows, and other factors make it hard and erroneous
to represent the crack as a geometric feature. Deep learning architectures solve this problem
and learn from data representations. Deep learning is a subset of machine learning and allows
the model to learn from unstructured data, i.e., extract high-level abstract features from raw data
inputs. In the neural network framework, deep networks are neural networks with multiple layers.
The network can learn the patterns of the raw input data extensively. It breaks the complicated
task into a series of simplified mappings by adding multiple layers. Each hidden layer corresponds to
a simplified mapping with a specific task to learn the essential concepts for the output [Goodfellow
et al., 2016]. We discuss the (deep)neural network’s architecture, the parameter learning algorithm,

and a regularization technique.

Deep Neural Networks Neural networks encompass a large class of models and learning methods
based on discovering features from observed input data. The central idea is to extract linear
combinations of the input data as derived features and model the output by applying non-linear
functions. Friedman et al. [2001] describes a neural network as a non-linear statistical model,
an iterative regression or classification model using a network diagram. Given a data set D =
{x;,y; )Y, forz; € X and y; € Y, with Y = {1,..., K} with K classes. We construct the classifier,
f+ X — Y, which defines a mapping for each output y; = f(x;,3) and assigns a specific input x;
to a class in ). Moreover, it learns the values of the unknown network parameters 8 resulting in
the best function approximation. Convolutional neural networks are a special kind of feedforward
networks, where the information flows in one direction. Figure 1, shows an example of a neural

network representation with one hidden layer.



Figure 1: A single-hidden layer neural network framework with input vector x; =
{z1,22,...,2p} with p the dimension of the input vector. The derived features are
represented by the vector z = {z1,22,...,2m} with dimension M. The output vector
Yi = Y; = {01,792, ..,k } with number of classes equal to K.

The network connects the nodes of the graphs through weighted edges where the weights are the
unknown model parameters 3. The above figure represents a single-hidden-layer neural network.
The first layer corresponds to the input layer with the input nodes for the input x; with p features.
The second is a hidden layer where derived features, z, are obtained from a function operation f, on
the linear combination of input values and unknown weights 3. The layer is a hidden layer with the
hidden units, z, as we do not observe the units directly. The last output layer applies a final output
function on the complete information received from the network. The number of estimated output
values y; depends on the number of classes, K in the classification problem. If we use a simplified
notation, the network obtains the estimated output values by applying a chain of functions on
the input data, g; = f@ (fM(x;, 3)), with unknown weight parameters 3. A single hidden layer
neural network is insufficient to process the high-level abstract features from image data inputs.
We need to make an extension to a multiple-hidden layer network; a deep learning network. Each
layer of a deep learning network has a function operation f € F to perform a unique task on
the input. For example, a neural network with three hidden layers, has four function operations
fO @ B f™) and obtains the estimated output using the chain of functions to get the estimate
i = OO FA(FD(24,8)))). Where O is the first layer, £4) the last output layer. The length
of the chain, i.e. the number of layers, determines the depth of the network. The derived features in

each hidden layer, 2z are constructed from a linear combination of the input values and mapped



through a non-linear activation function. Afterwards, the output values, g;, are modeled as a
function of linear combinations of the hidden components through the activation output function.

We can formally write a one layers NN down with model parameters 3,

a§-1) = 5(();') + Bj(»l)Tﬂ?i,
z

]('1) = g(agl))7

o = 3+ TS0,

Uik (x;, B) = U(GS))-

The functions £ and f(!) are replaced by g(.) and o(.) in (1) for a given input x; in X. For
each node z; in the hidden layer, the network computes a linear combination ag-l) with the input
value x;, the weights Bj(-l), and the bias 68}). Afterwards, the layer passes the linear combination
through its activation function, g(.), to compute the value of the node z;. The network repeats the
above steps to compute the estimated output value g;; by constructing the linear combination of
the derived features z and the output activation function o(.). The bias parameters, B(%) and B(()i)

are present in every hidden unit and corresponds to the intercept in a linear model, the constant

value one as an additional input feature.

A deep network, a network with multiple layers, creates a chain of activation functions, with a
linear combination of the previous layer’s weights used as input. For each estimated value ¢;; the

chain of functions is computed,

gi(@i, B) = o | B9 (ﬂgl—”Tg (...g(ﬁj(”Tazi))...) 7 (2)

where | denotes the number of hidden layers in the network, [ = (1,2,...,L). The choice of the
activation function in the network plays a crucial part, depending on the type of tasks the network
performs. A commonly used output activation function for classification problems is the softmax

output activation function. The softmax function predicts probabilities for each class as,



The output activation function in (3) converts any real-valued input into a value in the range of
(0,1) and interprets the output value as a probability. The Rectified linear unit (ReLU) is the

default choice as hidden layer activation function. The Rectified linear unit applies the activation

@

function on the linear combination of the previous layer’s input and the weights, a;’, we obtain
the derived features of the I** hidden layer,
! ! !
zj(-) = g(ag)) maxA{0, a( )} (4)

One advantage of using the ReLLU function is a fast and easy optimization, as it resembles a linear

activation function [Goodfellow et al., 2016].

Parameter learning The network parameters 3 are unknown, and the network needs to learn
their values to estimate the output. The learning algorithm adjusts the parameters 8 to optimize
the network and minimize the error. An optimization problem is a set-up based on a specified
cost-function to obtain the unknown parameter values. For classification, the commonly used loss

function, £, is the cross-entropy between training data and model’s prediction,

N K
z Z yzk’l()g yzk Lj, B)) (5)

=1 k=1

where E(y,y) = Zf\i 1 Ei(yi,9i) and B the complete set of network parameters. The softmax loss
function in (5) measures how far the current network is from the desired one. The stochastic gradient
descent (SGD) method is the generic approach to minimize the loss by back-propagating through
the network [Rumelhart et al., 1986]. The SGD repeatedly adjusts the weights by minimizing
the difference between the desired output vector and the predicted output vector, and converge
to an optimum. Back-propagation allows the information calculated by the cost function to flow
backwards through the network: a backward pass. The backward pass computes the gradient i.e.,
the partial derivatives of the cost function, and tells us in which direction the network should move

and adjust its parameters,
N

minE(y,y) = minZEi(yi, i),
’ 0 0




The backward pass starts with computing the gradient for output units, gTEI: = Uik —Yir. Afterwards,

om, 9a)

9a'h oph
J
with s the number of hidden units in each layer. By doing the backward pass and applying the

the chain rule with respect to the learnable parameters in the hidden layers is applied,

chain rule for differentiation, we know how a change in the input x; to the output unit, g;(x;, 3),
will affect the error. The gradients of each layer indicate how each layer’s output should move to
reduce the error. As a result, the gradient immediately updates the weights’ value using a stochastic
gradient descent. The SGD updates the network parameters at each iteration 7+ 1 iteration in the
form,

BT =p" —nVE] (7)

for each observation x; € X and the gradient estimate E] at iteration 7. The parameter 7 is the
number of iterations, and 7 is the learning rate. Equation (7) processes one observation at a time
and updating the gradient after each training case. A training epoch is a complete pass through the
entire training set. The SDG type of updating allows the network to handle large training samples
and update the weights as soon as new information comes in. The learning rate n is a constant
value determining the step-size of the update. For example, a learning rate equal to 0.1 means that
the weights are updated 0.1 times estimated weight’s error. An obstacle with deep neural networks
and SDG can be vanishing gradients. The increasing number of layers can lead to exploding or
decreasing gradients as the network passes down to the initial layers [Bengio et al., 1994]. As a

result, the weights will not be updated correctly during training and can lead to inaccurate results.

A common phenomenon in machine learning is an excellent performance on the training data with
the tendency of overfitting to previously unseen input data [Goodfellow et al., 2016]. The difference
between the training and test error is large when overfitting occurs. Researchers came up with
regularization techniques to reduces the test error and move towards the training error. Goodfellow
et al. [2016] describe regularization as any modification made to the learning algorithm that reduces
the test error but not the training error. Regularization can be in the form of additional constraints
or adding regularization parameters in the objective functions. Regularization techniques try to
minimize the bias-variance trade-off; we want to obtain a small bias while reducing the variance.
Recall, we want to minimize the cost function such that the predicted outcome value is g is close

to the actual outcome value [James et al., 2013].
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Dropout regularization Dropout, introduced by Srivastava et al. [2014], is one of the most
powerful regularization techniques for deep learning methods with a large number of parameters.
The key idea is to randomly remove units and connections from the network during the training
phase. The technique originates from averaging predictions over all possible settings for the
parameters in many different trained nets. The method reduces the risk of overfitting by continuously
combining multiple models. Dropout prevents overfitting and efficiently combines exponentially
many differing networks. Figure 2 shows an example of dropout regularization and the obtained
sub-network. With dropout regularization, the network trains an ensemble of sub-networks with

removed units and connections called the thinned networks.

(a) Standard Neural Net (b) After applying dropout.

Figure 2: The dropout regularization technique. The left image shows a standard 2-
hidden layer network.The right image shows the regularization dropout on the network during
training phase. For the dropout the hidden and visible crossed units and their connections
are randomly removed from the network [Srivastava et al., 2014].

The units are removed at random with a fixed independent probability p during the training
phase. Training a network with n units using dropout regularization can be seen as training the
collection of thinned networks with substantial weight sharing, a collection of 2™ possible thinned
networks. Instead of averaging the thinned models’ predictions at the test phase, Srivastava et
al. [2014] propose an approximate averaging method. The approximating method uses the full
network at test time while the units’ weights are a scaled-down version of the training weights.
During training, a unit is present with a probability p while at the test phase the unit is always
present, and its outgoing weight is scaled-down by multiplying with the probability. Multiplying
the outgoing weight with p ensures equality of the expected outcome during the training and test

phase. Srivastava et al. [2014] model the feedforward neural network using dropout during training,
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with linear combinations agl), hidden units zj(l), and activation function g(.) as,

rgl) ~ Bernouille(p),

20 = L0 0,

o = g0 4 g,
ZJ(H—I) _ g(a§z+1)),

with s is the number of units in the previous layer . The method multiplies the vector »(, of
independent random Bernouille variables , with z) to obtain the thinned outputs () for each
layer. By doing so, the method mimics sampling a sub-network from the complete network. At
test time the weights are scaled-down as, ,Bt(Qst = pBWY. Srivastava et al. [2014] conclude that
applying dropout is equivalent to taking an equally-weighted average of exponential many models
with shared weights. In addition, Srivastava et al. [2014] compare dropout regularization to the
Bayesian neural network in Neal [2012]. The main difference is that the Bayesian neural network is
a weighted average of networks where the weights depend on the prior and the data. The Bayesian
neural networks [Neal, 2012] have an increasing number of parameters and, therefore, difficult to

scale to deep networks.

3.2 Convolutional neural networks

Convolutional neural networks are a special kind of neural networks that extract hierarchical
features from abstract data structures. The CNN is especially useful for extracting features from
image data, which are pixel values stored in arrays. Fukushima & Miyake [1982] were the first to
incorporate the idea of the hierarchy structure in the visual cortex with neural networks [Hubel
& Wiesel, 1962]. The hierarchy structure in the visual cortex by Hubel & Wiesel [1962] uses the
idea of simple and complex cells in the brain and combines these two types of cells, cascading a
model for pattern recognition. The method of Fukushima & Miyake [1982] uses convolutional and
downsampling layers to recognize intricate patterns. The multi-level hierarchical structure of the
convolutional neural networks eliminates the gradient descent learning shortcoming [Hinton et al.,
2006]. The convolutional neural networks developed over the years and led to the networks we

know today [LeCun, 1998].
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The CNN models for image classification by Zeiler & Fergus [2014] and LeCun [1998] map the
input images @, through a set of layers into a probability vector g for K different classes. The
building blocks to extract the features and model the outcome are the convolutional, pooling, and
fully connected layers. Each of the layers has different functionalities and characteristics. The
convolutional and the pooling layers perform the spatial feature extraction from the image while
the fully connected layer maps the extracted features to the model’s final output value. Figure 3

shows the general framework with different layers.

Input images Convolution Pooling Coﬁﬁ}e]gte d Output

S0

Feature Learning Classification

Figure 3: A general framework of a convolutional neural network for classification with
the convolutional, pooling, and fully connected layer present. The convolutional and pooling
layer performs the spatial feature extraction from the image input. While the fully connected
layer maps the extracted features to the different classes [Li et al., 2018].

Convolutional layer The convolutional layer is the primary operation of CNNs. Convolution
is a special kind of linear operation used to extract the features from image data. The operation
consists of a kernel, a small array with numbers that slides over the full input image array called
the tensor to obtain the output, i.e. the feature map. More specifically, the method calculates the
sum of each element’s element-wise product in the kernel and the tensor. The kernel slides over the
input (from left to right, up and down) to cover the complete input following a stride m. The stride
determines the step-size of the sliding movement of the kernel. A different kernel corresponds to a
different feature extractor. The network repeats the convolution operation using various kernels to
extract different and more complex features from the image. In Figure 4, we show an example of
the convolution operation. Figure 4a, shows the feature map output as the sum of the element-wise
product of the input tensor and the kernel, Figure 4b shows the movement of the kernel to compute

the next element of the feature map.
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(a) Convolution output for the first element. (b) Convolution output for the second element.

Figure 4: A convolution operation on a 5x5 input array an a 3x3 kernel to obtain a 3x3 feature map. The
stride or step size is equal to one so the kernel slides from left to right and from top to bottom one step at
a time [Yamashita et al., 2018].

The convolution operation follows the central idea of weight sharing. The weight sharing
property is caused by the kernels, using the same weight for more than one function in the network.
Every position in the image array share the same kernels, and the network does not need to learn
a separate set of weights for each location. Weight sharing increases the efficiency of the model
by reducing the number of parameters to learn, detecting local patterns and make the network
equivariant to translations. Equivariance to translation means that if the input changes, the output
changes in the same order. The next step is to pass the convolutional layer’s output through a

non-linear activation function, such as the ReLU activation function discussed in Section 3.1.

Pooling layer Generally, the pooling layers follow each convolutional layer in the network. The
pooling layer reduces the in-plane dimensional of the feature maps using summary statistics of
neighboring values. This downsampling operation introduces a translation invariance to small
shifts of input values to the pooled outputs. Besides, the operation further reduces the number
of learnable parameters. A typical summary statistic used for pooling is the max pooling, a
simplified pooling operation that only reports the maximum value of neighborhood input. The
pooling filter operates in the same way as a kernel, moving across the input with specific filter
size and step-size or stride. Figure 5 shows an example of the max pooling operation and its
downsampling property on a 4x4 input tensor and a 2x2 pooling filter. The operation reduces the
input tensor (height and width) using a two-step stride by a factor two. The depth dimension of

the input remains unchanged after the pooling operation.
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Figure 5: Max pooling operation on an 4x4 input tensor and a 2x2 pooling filter and a
stride of two steps [Yamashita et al., 2018].

The idea behind pooling is to downsample the feature maps independently while storing important
information. The pooling operation is an essential part of the CNN as the classification layer
requires a fixed-size input to classify. With pooling layers, the network can handle different input
sizes but always deliver the same number of summary statistics to the classification layer regardless
of the image size. Generally, a full convolutional neural network consists of successive convolution
and pooling operations to extract the complex features. For example, the first layer extracts the
edges while the second layer extracts the shape, and the following layers combine the information

to specify the type of object and detect the feature.

Fully connected layer After the final convolutional and pooling layer, the network flattens
the three-dimensional output feature map to a one-dimensional array by a vectorization. The fully
connected layer connects every input of the one-dimensional array to output values by the learnable
weights. To summarize, the network extracts and creates the features using the convolutional and
pooling layers. Afterwards, the fully connected layer maps the extracted features to model the
final estimate, the probability for each class. We use the ReLU activation function for the hidden
units and the softmax function to model the output class. The network optimizes its weight using

backpropagation with gradient descent.

LeCun [1998] proposed a convolutional neural network architecture called LeNet-5, also called
LeNet, which is the building block for the CNN. The architecture consists of seven layers, three
convolutional layers, two pooling layers, and two fully connected layers. Other popular CNNs

build-up on the LeNet-5 network are AlexNet, GoogleNet and ResNet.
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3.3 Probabilistic approach

Neural networks are poor at representing uncertainty in the predicted outcome. An optimal model
for decision-making should be dealing with all sources of uncertainty. We can distinguish between
two major sources of uncertainty in a model, namely aleatoric and epistemic uncertainty. Aleatoric
uncertainty captures the irreducible uncertainty, such as pixel noise. Even with unlimited data
availability, this type of uncertainty will always be present. The second type of uncertainty is
epistemic uncertainty and captures the uncertainty in the model and model parameters. The
epistemic uncertainty is reducible as the uncertainty grows from a lack of knowledge of the model

and will decrease if more data is available [Sensoy et al., 2018].

Probabilistic frameworks try to include uncertainty in the model and its predicted value. In the
above described neural network in Section 3.1, we obtain the unknown parameters of the network
using a back-propagation algorithm resulting in a single point estimate for the model weights and
predicted value. Bayesian methods provide a natural probabilistic representation of uncertainty
by learning from the data and propagating it into the predicted value. Learning from data is the
building block of Bayesian theories, updating the posterior probability whenever new data comes
adjusted by the prior distribution. The idea is to use a probability distribution over the model
weights to obtain a level of confidence for the predicted values. In Figure 6, we show the idea of
weight initialization in the probabilistic framework. The left figure shows a standard single-hidden
layer neural network with fixed values on the weight. In comparison, the right image shows the

neural network approach with distributions over the model weights.

Figure 6: Left: a standard NN setting where each weight has a fixed value. Right: a Bayesian set-up with
a probability distribution over the model weights.
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3.4 Bayesian statistics

The idea of probabilistic modeling with Bayesian statistics is to describe the observed data and
simultaneously express all forms of uncertainty in our model. The Bayesian framework distinguishes
itself by looking differently at the probability theory and statistical inference. Bayesians express
a probability distribution over all unknown model parameters rather than accepting a fixed value.
Resulting in a probability distribution over all unknown quantities and expressing our belief how
likely the different values are. Contrasting, frequentists rely on repeated sampling and asymptotic
theories [Neal, 2012]. We define a Bayesian neural network by placing a prior distribution over the
model parameters, the weights. As soon as new data comes in, we update the prior distribution
with the new information into the posterior distribution. The models learn as soon as new data
comes using the standard Bayes Rule. For simplicity, assume the network with 3 the complete
set of weights and training data Dirqin = {X,V}. Where X is the observed data and ) are the
corresponding labels for the K classes. We can write the neural network described in Section 3.1
as a probabilistic model, P(y;|x;,3): for a given input x; € X and y; € ) from the training data.
The likelihood, P(Y|X,3), is the distribution for the target values given the inputs X and the
parameters of the network 3. We use Bayes rule to compute learning of the posterior distribution

P(B|X,Y) with the likelihood P(Y|X,3) and prior for the weights P(3) by,

P(B)PY|X,B)
pylx)

P(B|X,Y) = 9)

Gal & Ghahramani [2016b] show that the dropout regularization applied in a neural network is
a Bayesian approximation, namely Gaussian processes (GP). A Gaussian Process is built op on
the multivariate Gaussian probability distributions and stochastic processes where the goal of the
Gaussian process is to learn the underlying distribution from training data respective to the test
data. Neal [2012] derived the equivalence between the Gaussian process and non-parametric models
such as neural networks and deep networks. We are interested in the Bayesian convolutional neural
network and place a prior on the network parameters to obtain an approximation for the predictive
posterior distribution. Gal & Ghahramani [2016a] relates the Bayesian theory to CNNs and shows
that applying the dropout technique during the network’s training and testing casts an approximate

Bernoulli variational inference.
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3.5 Bayesian neural networks

The objective is to include the parameter uncertainty in the predicted output y; for the unseen

data x;,

P(yi|miaptrain) = /P(y1|$z718)P(B|Dtrazn)dﬂ (10)

Equation (10) calculates the predictive distribution by integrating over all possible model configurations
for 3. The idea is similar to using an ensemble of an infinite number of neural networks, which is
impossible to compute for any practical size. We can not compute the integral in (10). To compute
the posterior distribution analytically or sample from efficiently, we need to expand to variational

methods.

Variational inference We approximate the intractable distribution using an approximating
variational inferences technique to estimate the unknown distribution of the weights in (10) [Beal,
2003]. The posterior distribution in (10) is intractable due to the computational difficulty of the
marginal distribution P(Y|X), which we call the model evidence. Variational inference methods
avoid the calculation of the marginal distribution and solve the integral using an optimization
with the Kullback Leibler divergence [Jordan et al., 1999]. The idea is to find a set of parameters
0 on a tractable distribution of the model weights go(3) that minimizes the Kullback-Leibler
Divergence (KL) with the true Bayesian posterior distribution of the weights [Kullback & Leibler,
1951]. Minimizing the KL divergence gives us the ability to approximate the predictive distribution
as,

P(yil:, Divain) ~ / p(yile:, B)a5(B)dB = gh(yilz:), (11)

to obtain posterior results of the predicted value y;.

Kullback-Leibler Divergence The Kullback-Leibler divergence originates from information
theory measuring the distance between statistical populations based on an information measurement
[Kullback & Leibler, 1951]. We want to find the distribution gg(3), which is as close as possible to
the true posterior distribution. The method finds the minimizing values of variational parameter

0* such that the ¢j(8), is the best approximation for the posterior distribution p(3|Drain):

0" = argmin KL [10(8) [ (8/Dirs)|

= arg;nin KL [qe(ﬁ)llp (B)] - qu(,@) [log p(DtminL@)} .
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The first term of second line corresponds to the KL divergence between the variational posterior
distribution and the prior on the weights called the complexity costs. The second part is the
expected value of the log-likelihood of the data concerning the variational posterior distribution
called the likelihood costs. The derivation is based on the following property; the minimization of
the Kullback-Leibler divergence is equal to maximizing the log evidence lower bound (ELBO), a

lowerbound on the model evidence,

Ly1(0) := /qo(ﬁ)log (V|&, B8)dB — KL(qe(8)Ip(8)) < log p(¥|X). (13)

The derivations, proofs and formulas for the KL divergence and the ELBO are present in Appendix
A. Maximizing the objective in (13) results in an approximating distribution g4(3) with optimal
parameters 8* such that the distribution is as close as possible to the true posterior distribution.
Intuitively, the expected log likelihood pushes gg(3) in the right direction to explain the data well
by maximising the first term in (13). While the prior KL encourages gg(3) to be close to the prior

distribution p(3) through minimizing the second term.

3.6 Variational inference with dropout

Following the method of Gal & Ghahramani [2016a], we use the proof that dropout during training
in a Bayesian neural network casts as a Bernoulli approximate variational inference. We approximate
the predictive posterior at test time by taking the average of stochastic forward passes called Monte
Carlo dropout. First, we define the Bayesian classification neural network. We want to find the
network parameters 3 of the function y = f2(x), which are likely to generate the outputs. Using
the Bayesian approach, we define a prior distribution over the network parameters before observing
any data points. We place a standard matrix Gaussian prior distribution over the model parameters
B={B"}y,

BY ~ N(0,I). (14)

The likelihood distribution for classification tasks is defined by the softmax likelihood,

exp(f})

ji = k|, ) = ——— o,
P ) = e 7D)

(15)
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where k € K denote the number of classes. We want to obtain the predictive distribution, gg(3)

P(§; = k|1, Divain) = / P(§; = k|21, B)p(B|Dyrasn) B,
(16)
~ / P = klaz, B)g5(8)dB.

As explained in Section 3.5 the posterior distribution in (16) over the network parameters is
intractable and we approximate the posterior with variational methods. The task is to find
the variational distribution g¢;(8) to perform an approximate variational inference and show the
equivalence with a dropout trained network. We define the approximate variational distribution

qo(BW®) for every layer [ of the network as,

/@(l) — M(l) X diag([z](.l)]Km),

j=1
@

(1)
z)) ~ Bernouili(p(l)),

for the number of hidden layers, [ = 1,...,L with hidden units, j = 1,... K=Y, Where zj(l)
are random Bernoulli distributed variables with probability p) for each layer I and hidden unit
j. We want to optimize the variational parameters vectors in 8 = {M O p® } such that for 6*

the distribution g4 (/3) is a close as possible to the true posterior distribution in (16). We need to

maximize the log evidence lower bound,

N
Lvi(0) =Y / 46(8)log pluil:. 8)dB — KL(4s(8)|Ip(8))- (18)

The optimisation of (18) requires an unbiased estimate for the gradient. The first term requires to
compute the integral over the entire training data Dyqn, for a deep network with multiple hidden
layers the computation, which is costly for large number of observations N. The solution is to
estimate the ELBO by sampling B form from gg (B). In each sampling step we replace the integral

in by log(p(y;|xi, 3)) leading to the objective in (19). Gal & Ghahramani [2015] [Appendix 4.1]

shows the approximation in (18) to obtain an unbiased estimator,

N
£(0) = log(p(yil@i, B)) — KL(g0(8)Ip(8)), (19)
=1
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where 3 ~ qo(B). Sampling B from qo(B®) is equivalent to the dropout regularization in layer [ in
the network with weights M!, with zj(-l) sampled from the Bernoulli distribution. Gal & Ghahramani
[2016a] [Appendix 4.2] proved that minimizing the KL divergence in (19) the objective is equal to
the loss in (5). Finally, we can estimate the predictive distribution in (16) with a Monte Carlo

integration to sample from the posterior,
(20)
> P(ji = klai, By),

t=1

~
~

with 3; ~ q(B), referred to as Monte Carlo dropout. Intuitively, the Monte Carlo dropout takes the
average of T times a stochastic forward pass through the deep network. Figure 7 shows an example
of the Monte Carlo dropout with three forward passes. Learning the network with stochastic
gradient descent with dropout in the networks leads to learning a distribution over the network

parameters.

pli©) " N

Figure 7: The figure illustrate the MC dropout for a two-hidden-layer neural network with
three forward passes. In each forward pass, the dropout layers randomly switch of neurons
(grey) leading to different outputs.

3.7 Uncertainty evaluation

We want to evaluate the network’s output by the approximate predictive posterior distribution.
Generally, researchers only use dropout during training after the fully connected layers. We wish
to include the uncertainty over the complete network. As a result, it allows us to use the convolution
and pooling operations in the probabilistic framework. The Bayesian CNN includes dropout
after each convolutional and fully connected layers. To obtain the samples from the predictive
posterior distribution, we use Monte Carlo sampling in (20). To integrate over the kernels, Gal &

Ghahramani [2015] reformulate convolution as a linear operation. We place a prior distribution
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over the kernels and integrate each kernel-feature map with Bernoulli variational distributions.
By sampling Bernoulli random variables z](.l) and multiplying the weight matrix to obtain B() =
M®O. diag ([z](.l)]JK:( ll)) The Bernoulli distribution randomly sets kernels to zero for different feature
maps. This approximating distribution is equivalent to applying dropout for each element in the
tensor before the pooling operation. Bayesian CNN uses dropout after every convolutional layer,
and before every pooling layer. We approximate the predictive distribution in (20) by averaging T

stochastic forward passes through the network during test time, i.e. the Monte Carlo dropout.

Model uncertainty evaluation Besides evaluating the model’s predictive accuracy and loss,
the interest lies in measuring the uncertainty. More specifically, the epistemic uncertainty, which is
the model uncertainty. We want to know how certain a model is on its predicted values. We want
to detect the unfamiliar images to model and measure how confident the model is regarding the
predicted value. The Bayesian convolutional neural network using a Monte Carlo dropout induces
prediction uncertainty in the classification by marginalizing the posterior distribution in (20). For
the classification model with a softmax activation function, the approximation of the posterior

distribution with Monte Carlo integration is,

T ~
plis = ki, 8) = D softmax (% (). 21)
t=1

In other words, the outcome p is a vector of probabilities obtained by repeatedly sampling values of
the approximated predictive posterior for the input value ;. The function th represent the BONN
with model weights B ~ qp(B) and prior distribution BY ~ N(0,I). Finally, we approximate the

epistemic uncertainty by the posterior variance, Gal [2016][Section 3.3]:
1<~ L5 :
Vargs g,z [Yi] = Xa + T Z FP ()T P (@) — E(y:)" E(yi), (22)
t=1

with predictive posterior mean, E(y;) ~ Zthl th (z;) and aleatoric uncertainty (noise) captured by
Y4 [Feng et al., 2018];[Gal & Ghahramani, 2015]. The predictive variance is equal to the aleatoric
uncertainty if the second part converges to zero. The second part measures the model’s certainty
about the predicted values y; from an input «; and will be small if the draws of the distribution
fﬁf are close. On the other hand, the predictive variance increases if the posterior distribution

draws vary for every draw t. We compare the uncertainty evaluation between the CNN models
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and the BCNN. As shown in Section 3.2, the softmax activation function converts the continuous
activation from the previous layer to class probabilities. The likelihood for an input «; is a binomial
probability mass function, based on formula of the softmax function in (3). At the same time, the
cross-entropy loss function optimizes the parameters in (5). According to Sensoy et al. [2018], the
probabilistic interpretation of the cross-entropy is equivalent to a Maximum Likelihood Estimation
(MLE). The MLE, a frequentist technique, is unable to interfere with the predictive distribution.
The output is the point estimate for the class probabilities of an input and does not provide the
associated model uncertainty [Sensoy et al., 2018]. Consequently, the CNN predicts a constant
probability independent of the number of simulations ¢; the model repeatedly predicts the same
outcome of an input value x;. Figure 8, shows an example of draws from an approximated predictive
posterior obtained with a BCNN. For each draw ¢, the model obtains a different probability for
input @;. The figure clearly shows that the variance of the draws captures the uncertainty of the
predicted values. A larger variance corresponds to different predicted probabilities and leads to

higher uncertainty.

Uncertain prediction
Certain prediction

Normalized density

0.0 0.1 0.2 0.3 04 0.5 0.6 0.7 0.8 0.9 1.0
Predicted activity

Figure 8: An example of draws from the approximated predicted posterior distribution from
a BCNN. We use the variance of the obtained forward passes to measure the uncertainty.

4 Maintenance application

A large number of maintenance strategies for buildings and infrastructures has been around for
decades. Besides, due to the increase in technological possibilities and data availability, the concept
of maintenance has advanced significantly over the last years. There has been a shift from a
traditional reactive approach to proactive maintenance. Generally, researchers discuss three types of
maintenance; corrective, preventive, and predictive maintenance [Ahuja & Khamba, 2008];[Jardine
et al., 2006]. In contrast with corrective and preventative maintenance, predictive maintenance

defers the inspection until needed based on observed data. Predictive maintenance (PdM) strategies
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optimize repair planning, considering the remaining useful lifetime with restrictions on performance
costs and productivity. It is a proactive approach as it tends to know how to prevent failures
under different scenarios. PdM’s primary purpose is to carry out maintenance activities whenever
faults have propagated to a threshold value; these methods lead to more efficient and economical
utilization of a company’s assets. Emerging machine technologies enhance the data availability for
the PAM [Ran et al., 2019]. These technologies’ advancements allow integrated health management
to monitor real-time data and dynamically predict the useful residual lifetime. Deep learning
methods that detect cracks from images provide real-time data to monitor the health assessment
systems, anticipate their failures, and predict the needed maintenance [Gouriveau et al., 2016].
Currently, image-based computer vision methods have witnessed an increasing interest in business
applications. A practical example is a computer vision project applied by the Dutch consultancy
company (CQM) in 2017 [CQM, 2017]. The consultancy company did a project for VolkerRail,
which monitors infrastructures in the Netherlands. VolkerRail performed a track inspection for more
than half of all the railway routes in the Netherlands. Previously, people performed a dangerous
inspection to check the joints and rails on defects. Recently, special trains, including two cameras,
were developed to take pictures of the rails every half meter. With an extensive set of images,
CQM implemented a CNN to assign defect probabilities to a specific image. The used network
consists of 16 layers with ReLLU and sigmoid activation functions modeled in TensorFlow. The used
model obtained a false negative rate of < 1%, and as a result, reduced 80% of the dangerous work.
A threshold decision rule was defined to determine whether the trails and joints require human
inspection. The company decided to base the decision-rule on the class probabilities derived from
the Sigmoid output layer. The decision rule states that if the probability of the negative class
(no defect) is larger than 0.70, no human inspection is required; this was the case for 80% of the
images. In other words, in 20% of the cases, the probability of no defect was less than 0.70, and the
probability for the positive class (defect) was at least 0.30 . In the latter, the decision rule decides
to send an inspector to check the possible defect. The newly proposed BCNN would only give
a performance advantage for this specific case if the prediction accuracy of the BCNN is at least
as good as the CNN and the BCNN correctly measures the uncertainty and reduce the number
of false negatives. As a result, in the experimental set-up, we compare our CNN and BNN with
the business case of CQM. The goal is to find out if the BCNN can give added value in practical

applications.
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5 Experimental set-up

We compare three different convolutional neural networks in terms of predictive accuracy and
uncertainty analysis. The experimental set-up provides evidence to answer the research question;
can we quantify the uncertainty in image-based crack detection for concrete structures using
Bayesian convolutional neural networks? If we can quantify the uncertainty, our interest lies in
the practical application of maintenance strategies. Can the image-based detection method using a
BCNN contribute to maintenance strategies? If the answer to the question is yes, the BCNN should
provide significant advantages over the traditional CNN model in terms of accuracy and uncertainty
evaluation. The following is true if the BCNN effectively addresses the uncertainty while the CNN
method fails with a high probability for a given image. If we can find at least one example, the
BCNN has the potential to reduce the number of false negatives and, therefore, possible failures. We
follow the architecture of Gal & Ghahramani [2016a] to implement the BCNN, a LeNet architecture
with a dropout layer after every convolutional and fully connected layer during the test and training
phase. We compare the model with a LeNet model with a regularization dropout layer after the
fully connected layer during the training phase. Also, we compare these models with a LeNet
model without dropout layers. Apart from the presence and kind of dropout, the models are
identical and trained and tested on the same data. The models are respectively: BCNN, CNN_D,
and CNN. Figures 9 and 10 show the networks’ architectures. The models’ output layer shows
the difference between the networks. The output is a predictive probability distribution rather
than a fixed predicted value. The model returns a predictive distribution for each class, where
the predictive variance is the epistemic uncertainty for a given input image. We use the simulated
values from the predictive posterior distribution to compute the predictive mean and variance. A
low variance ensures a confident prediction; the probabilities for a given class are close. In contrast,
a large variance quantifies uncertainty; the model is unsure about its predicted class and returns a

different probability for each simulated value.
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Figure 9: The model architecture for the Bayesian convolutional neural network with Monte
Carlo dropout. The model consists of three convolution operations followed by a non-linear
Relu activation function and max pooling operation. Each convolution operation is followed
by a dropout layer during the test and training phase which is called Monte Carlo dropout
(MC dropout). The output is a probability distribution for each class. The BCNN code
on Github shows the specific model architecture, including the number of parameters and
feature maps.
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Figure 10: The model architecture of the CNN and the CNN with a regularization dropout
layer. The architecture of the CNN in 10a is a generic CNN with softmax activation. Figure
10b shows the architecture of a CNN with regularization dropout after the fully connected
layer. The networks’ output are softmax class probabilities. The CNN and CNN_D codes
on Github show the specific model architectures, including the number of parameters and
feature maps.

Random noise Additionally, we analyze the behavior of the models if the input image is random.
In practice, random noise or invalid images are inevitable in extensive data sets. Specifically, in
maintenance applications, images are generally collected through video recordings or photographs
sourced by drones, machinery, or humans—procedures that are prone to a random collection of
false images like surroundings. We want to analyze the BCNN behavior on random image inputs.
Can the method quantify the uncertainty if the test image is completely random relative to the
training samples? After training the networks, we evaluate the behavior on the random noise image

in Figure 11.
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Figure 11: A random noise image to evaluate the model’s uncertainty. Is the model able
to measure the uncertainty if the input is entirely random and deviant from the training
samples?

5.1 Data

The data contains 40,000 labeled images of cracked and non-cracked images from various concrete
structures, e.g., buildings, roads. Ozgenel & Sorgug [2018] obtained the data set by extracting 500
full images taken from walls and roads on the Middle East Technical University in Turkey. The
images variate in concrete surface finishes and background (plastering, paint, shadows). Researchers
previously applied the data to various problems and made the data publicly available at https://
data.mendeley.com [Ozgenel & Sorguc, 2018];[Zhang et al., 2016]. The data set is balanced with
20,000 positives (cracked) and 20,000 negatives (non-cracked). Generally, an image is a three-
dimensional data structure, namely a (x, y, z) data matrix. The number of columns, z, and the
number of rows, y, and the depth, z of the matrix respectively correspond to the pixel width, the
pixel height, and pixel depth. As the matrix dimension increases, the resolution of an image usually
gets better. The depth of the matrix z depends on the color maps of the image. The given images
are in the RGB scheme and have a 227 x 227 x 3 dimension. The color scheme will not give any
added information as the road and building are concrete materials; we transform and normalize the
images. The transformed images are in the grey-scale (x,y,1) with each pixel value ranging from 0
to 1. To reduce the computation time, the dimension is further reduced to 100 x 100 x 1. Figure
12, shows a sample of ten re-scaled images with the label and corresponding one-hot encoding of

the class labels.
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Figure 12: A random sample of 10 images from the data set. The transformed data set
consists of 40,000 images with dimensions 100 x 100 x 1. The classes are one-hot encoded,
[1.0.] and [0.1.] and respectively corresponds to the negative and positive class.

The dimension reduction is not likely to influence the prediction performance. The transformed
images contain redundant information regarding the cracks. The performance on the original image
will have minimal advantage (or even disadvantage) and will largely increase the running time. We
split the complete data into a training, validation, and test set. We apply a 70-15-15% balanced
split, respectively, training (28,000 images), validation (6,000 images), and test data (6,000 images).
Where each set contains a set of images and a set of labels. We optimize the hyper-parameters on
the training data and validate them with the validation set. Afterwards, we use the unseen test
images as input to test the model. The test set is only used once to avoid bias and is used to
evaluate the final model. The models use the Keras neural network library and are trained using

CPU only. The codes and instructions are available on Github.

6 Results

Comparing the three convolutional neural networks, we criticize on three components; predictive
accuracy, uncertainty assessment, and practical applicability. In terms of predictive accuracy, the
newly proposed method should perform equally in accuracy to be practically sufficient. Table 1
shows that the three networks predict the presence or absence of crack accurate. The networks
achieve training and validation accuracy of over 99%. Furthermore, Figure 13 shows a decreasing
training and validation loss and with no signs of overfitting. The CNN_D preforms slightly better
than the CNN in terms of validation loss due to the additional regularization dropout layer.

Altogether, the BCNN slightly surpasses in terms of accuracy and loss. The networks’ high accuracy
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might be the result of the extensive and clean images, providing the network the ability to learn
from many training images and generalize the knowledge to the validation set. For the uncertainty
evaluation, we solely continue with the BCNN and the generic CNN. The difference in predictive
performance between the CNN and CNN_D is small.

Table 1: The accuracy and loss for respectively, the convolutional neural network (CNN),
convolutional neural network with dropout regularization (CNN_D) and convolutional neural
network with Monte Carlo dropout (BCNN). We evaluate each model by their accuracy and
loss after 10 epochs for the training data and validation test. Afterwards, we evaluate thee
trained models on the test data set. The table shows the slight out-performance of the
BCNN.

Accuracy Loss

Model Train  Val Test Train Val Test

CNN 0.993 0.992 0993 0.021 0.032 0.026

CNN.D 0.993 0.992 0.993 0.021 0.025 0.025

BCNN 0995 0.994 0.994 0.017 0.171 0.018

Training and validation loss

—— CNN loss

CNN val_loss
CNN_D loss
CNN_D val_loss
BCNN loss
BCNN val_loss

0.20

0.15

Loss

0.10 +

0.05

Epoch

Figure 13: The image shows the training and validation loss for each model after each
epoch and shows the convergence after ten iterations.

After training the networks, we predict the classes of 6,000 previously unseen images. The
BCNN outperforms the other networks in terms of accuracy and loss on the test data set. The
softmax activation function output is a frequentist approach, converting counts into probabilities;

the probabilities are not a measure of model confidence. Where Gal & Ghahramani [2015] proposed
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the BCNN with Monte Carlo dropout and used the approximated predictive posterior distribution
variance as uncertainty measurement. We draw 100 samples from the approximated predictive
posterior distribution of the BCNN (100 forward passes) and compute the predictive mean and
variance for a particular class. Drawing samples from the network’s predictive posterior distribution
is equivalent to repeatedly predicting probabilities for the same input image with the BCNN. Each
run of the network predicts a different probability for the same input image, representing the
uncertainty. In contrast, we observe equal predicted probabilities for the CNN if we repeatedly run
the model on the same input image, irrespective of the simulation. For example, a CNN predicts

the exact same probability for an input image if we repeat the process.

In Figure 14, we show an example where the softmax probability misrepresents the model’s confidence.
The CNN misclassifies the image with a large probability, p= 0.76. The CNN falsely classifies the
image to a particular class with certainty; the model is confident that there is no crack in the image.
Whereas the newly proposed Bayesian convolutional neural network can measure the uncertainty
as the variance of the predictive posterior distribution is large (a large differing range of predicted
values for 100 stochastic forward passes). In Figure 14a the input image is shown. The CNN model
predicts a negative class with confidence of p = 0.76 and a positive class with p = 0.24. The graph
in 14b shows the same predicted class for 20 simulations run for the CNN. The second row of
images shows the BONN classification results. The BCNN assigns a simulation to a particular class
if its predicted probability is greater than p = 0.50. From the graph in 14c, we learn that in some
cases, the network predicts a negative or positive class if we show the network the same image
100 times. In Figure 14d, the corresponding range of predictive probabilities are present. The
Bayesian network predicts a negative class for most of the simulation, but the model can correctly
evaluate the image for some runs. The variance of the range predictive probabilities is equal to
0.056. We use the variance from the samples of the approximated predictive posterior distribution

as epistemic uncertainty. The above case justifies the potential of the novel method.
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Figure 14: The above figure shows an example where the CNN method is unable to correctly predict the
uncertainty. The image in 14a shows image 2312 from the test data set with predicted class from the CNN
model and the true class. The top right plot 14b shows the predicted probability for each class if we run
the model for 20 times with the same test data. The bottom left image 14c shows the predicted class from
the BCNN model with classification probability p > 0.50. The bottom right plot 14d shows the predicted
probabilities from 100 samples from the posterior distribution of each class.

The last evaluation criterion is the practical applicability. Are the improvements of the BCNN
large enough compared to the current image-based-detection methods for the maintenance applications?
As explained in Section 4, the image-based-detection methods are used to reduce the number of
manual inspections. In the specific project of CQM, the images were classified with a convolutional
neural network. The company checks a particular location (based on the image) if the softmax
probability of having a defect (positive) exceeds p > 0.30. All the images with a softmax probability,
for the negative class, p > 0.70 are skipped and are not checked by inspectors. Based on the
uncertainty evaluation results, we see that even if the softmax predicted a negative class probability
that exceed 0.70, false-negative predictions are still present. We compare the number of false

negatives from the CNN model for different values of classification probabilities. Table 2 shows
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the confusion matrix for the CNN model with classification probability p > 0.70 and BCNN for p
> 0.70 and variance 02 < 0.001. Reducing the number of false-negative images is most valuable
in maintenance strategies. If an image is classified as negative while being positive, consequences
might be fatal. In 12 cases, the CNN method predicts a false negative with classification probability
p > 0.70. The BCNN eliminates the number of false negatives, including the estimated source of
uncertainty, the variance of 100 samples from the predictive posterior distribution. However, in the
latter case, the number of false positives increases from 27 to 179, the network classifies images as

positive while being negative for 179 images.

For practical applications, the trade-off between eliminating the number of false negatives but
increasing the number of false positives should be made. Depending on the application, the decision
can differ. Maintenance applications where the value of the risk of having a false negative is large
one is more likely to opt for the BCNN method. If the costs of having a false negative are higher
than the increase in false positives, the BCNN method is indispensable. If we zoom in to the given
example for the practical maintenance applications, the following question should be asked; What
are the costs of missing 12 false negatives? With the current method, 12 images are not inspected,

while the BCNN could indicate the uncertainty and raise the alarm of a possible defect.

Augmented, we compare the confusion matrices, with classification probability equal to 0.50 in
Table 2. As expected, the results of the BCNN remain the same as a result of the uncertainty
inclusion. The BCNN classifies an image if the mean of the simulated class probabilities p > 0.50
and the variance o2 < 0.001. However, the results for the CNN change; the number of false-
negatives increases while the false-positives decrease with a classification probability of p > 0.50.
In the latter case, the advantages of the BCNN increase. The bottom part of Table 2 compares
the classification results for the CNN and CNN_D. The table shows the effectiveness of the dropout
regularization in the CNN_D. The regularization reduces the number of false-negatives for both

classification probabilities.
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Table 2: The confusion matrices for the BCNN, CNN, and CNN_D show the number of
true negatives, true positives, false negatives, and false positives. Maintenance strategies
would like to eliminate the number of false negatives. The BCNN using the variance as an
uncertainty measure can eliminate the number of false-negative for o < 0.001. The BCNN
classifies images as negative/positive if the sample means exceed the class probability and
satisfies the low variance of o < 0.001. The CNN and CNN_D classify an image using
the softmax classification probability. For example, if the negative/positive class’ softmax
probability exceeds the classification probability, the image is classified as negative/positive
and vice versa. For each network, the table shows the classification probability in the
parentheses. The model with regularization dropout offers advantages in terms of false-
negative at the costs of increasing false-positives.

BCNN Predicted (p > 0.50) Predicted (p > 0.70)

Negative Positive All | Negative Positive All

Negative 2821 179 3000 2821 179 3000
True Positive 0 3000 3000 0 3000 3000
All 2654 3346 6000 2654 3346 6000

CNN Predicted (p > 0.50) Predicted (p > 0.70)

Negative Positive All | Negative Positive All

Negative 2980 20 3000 2973 27 3000
True Positive 21 2979 3000 12 2988 3000
All 3001 2999 6000 2985 3015 6000

CNN_D Predicted (p > 0.50) Predicted (p > 0.70)

Negative Positive All | Negative Positive All

Negative 2976 24 3000 2960 40 3000
True Positive 15 2985 3000 11 2989 3000
All 2991 3009 6000 2971 3029 6000

One could argue that using a higher classification threshold with CNN can potentially obtain the
same results. Figure 15 shows the Bayesian methods’ potential even for higher class probabilities

from the CNN. The CNN predicts a constant negative class probability of 0.93 for the specific
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image given in 15a. If we would use the softmax probability as confidence, we could say that the
network is confident that the image does not contain a crack. However, the image contains a crack,
and we should not use the obtained softmax probability as model confidence. Figure 15¢ shows
the predicted probabilities for 100 samples of the model’s predictive posterior distribution. For 99
draws the probability for the negative class is larger than 0.50, as shown in both the graphs in 15¢
and 15d. At the same time, if we look at Figure 15c, the range of the predicted probabilities is
large and not centered around a common value. The large variance of the approximated predictive
posterior distribution represents the uncertainty in the prediction. Regardless of a large number of

negative class prediction, the variance represents the model’s confidence for the input image.
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Figure 15: The uncertainty evaluation for the test image 144 with the BCNN and CNN.
The CNN and BCNN results are shown respectively in the first and second row of the
image. The image shows the false negative prediction of the CNN model with high negative
class probability of 0.93. The BCNN captures the uncertainty with the predictive posterior
variance of 100 samples.
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Random noise After training and testing the models, we evaluate the BCNN and CNN on the
random noise image. We want to find out if the BCNN can correctly measure the uncertainty in the
random deviant image. The graphs in Figure 16 show the uncertainty evaluation for both the BCNN
and CNN model. From the Figures 16a and 16b, we can conclude that the BCNN is able to measure
the uncertainty for the given random noise input image. The model predicts alternately negative
and positive classes, with large varying predictive probabilities. The variance of the predicted
values, is large, 02 = 0.099, and represents the predicted value’s epistemic uncertainty. The model
can not decide to which class the image belongs and is uncertain about its value. As expected, the
CNN predicts the same value for each simulation run in Figures 16c and 16d. The model predicts
a negative class for the random noise image with a high probability, p = 0.99. The BCNN model
can measure uncertainty for an unseen adversarial image, while the CNN predicts with a high
probability that the random noise image does not contain a crack. For practical applications, it
gives the potential to filter out all the random collected images. Identifying and removing random
images leads to cleaner data sets and could improve the model’s predictive performance. However,

further research on deviant and outlier images is needed to support these findings.
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Figure 16: The uncertainty evaluation for a random noise input image for 100 simulation
runs with the BCNN and CNN. The BCNN and CNN results are shown respectively in the
first and second rows of the figure. The BCNN measures the uncertainty for a random noise
image with a variance, 62 = 0.099, while the CNN model predicts a negative class with a
probability p= 0.99.

7 Discussion and further research

We applied a novel Bayesian deep learning framework to study the uncertainty in deep learning
models. Specifically, we used a method to include model uncertainty in image-based predictions
for a maintenance application. First, we evaluated the predictive accuracy between the traditional
convolutional neural network and the newly proposed Bayesian neural network. Second, we wanted
to quantify the model uncertainty with the Monte-Carlo dropout inference in the BCNN. We
compared the uncertainty evaluation between the models. The Bayesian method can measure

uncertainty through its predictive posterior variance and eliminate the number of false negatives
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relative to the CNN method. Furthermore, the examples show that softmax probabilities do not
provide the associated model uncertainty. Relating to the practical application of the novel method,
one should make a trade-off between the costs of detecting false negatives and the cost of false
positives. Using the predictive variance as a model uncertainty measure significantly increases the
number of false positives. The method’s gains might be too low, depending on the application—the
additional implementation for inference and the increasing running time might. Also, we measured
the uncertainty evaluation of a random noise image. We found that the BCNN can detect a
fraudulent image by measuring the uncertainty. The method shows considerable uncertainty if the
network cannot classify the image and might be an incentive to use in practice to detect and remove

fraudulent images.

All in all, the Monte Carlo dropout inference gives the possibility to improve and increase the
image-detection methods for anomaly detection by including model confidence. The results are not
limited to the presented maintenance application and are valuable in numerous sectors. For example
in the medical field, to detect anomalies from images or scans to diagnose the disease with a measure
of uncertainty. In general, the applied method can give substantial advantages in any image-based
decision-making processes by including the uncertainty evaluation. Nonetheless, there are several
deficiencies regarding the method. First of all, it might be bothersome for practical applications
as the run time increases with simulated values. Second, the method is not useful if the costs of
false-positive exceed the costs of false negatives. Furthermore, this research has the limitation of
locally trained models. One could potentially evaluate the effect of using a pre-trained model (using
transfer learning) and compare the uncertainty evaluations in further research. The Monte Carlo
dropout inference is a novel method that includes model uncertainty in the outcomes. Therefore
researchers are questioning its theoretical soundness and interpretation of empirical results. One
example is a paper from a workshop during the NIPS (Conference on Neural Information Processing
Systems) from Osband [2016]. Osband [2016] argues that the method of Gal [2016] is an estimate
of risk rather than uncertainty and criticizes the method on its theoretical justification of the
approximated posterior distribution. Being aware of the discussion, the method is still the most
scalable and most accessible to apply in practice to add a source of model uncertainty. It might be
an interesting further research to make a theoretical and practical comparison with the competing
methods such as the Stein variational gradient descent (SVGD) [Liu & Wang, 2016] and probabilistic

backpropagation (Bayes by Backprop) [Blundell et al., 2015]. The field of uncertainty in deep
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learning applications is significantly advancing and is a topic with considerable potential for further
research. More specifically, it might be interesting to include visualizing results for maintenance
applications in the future. A technique that indicates the origin of the uncertainty directly on
the image distinguishes the aleatoric and epistemic uncertainty. Furthermore, an exciting field
of research for anomaly detection with images is the combination of uncertainty evaluation and
Humans in the loop. Humans in the loop is a combination of the machine learning model and
human interaction with continuous feedback loops, also known as active learning [Liu & Wang,
2016]. The combinations of active learning and the BCNN could potentially be the step towards

automated image-based maintenance strategies.

We verify and substantiate the obtained results with CQM, a quantitative consultancy company
that previously applied a CNN for a maintenance project [CQM, 2017]. We gave them a short
introduction to the problem, the used methodology, and the results. Afterward, we asked the

following questions:

1. After seeing these results, does it give you an incentive to think about model uncertainty in

machine learning (deep learning) applications?

2. Are you willing to adjust a network in the future (through dropout layers) to eliminate the

number of false negatives at the expense of increasing false-positives and computation time?

3. Are you willing to adjust a network in the future (through dropout layers) to potentially
assign the number of anomalous images in a large data set as uncertain? The method ensures

the detection of abnormal images automatically.
4. Do you think it is necessary to include model certainty in the road to automated maintenance?

Summarizing the obtained answers from the domain expert, we can conclude the following: 1. the
company is highly interested in including uncertainty as model confidence is a discussion point
with their clients, 2. the trade-off to apply the method in future deep learning methods depends on
the applications; for some applications, the costs of false positives might exceed the costs of false
negatives and vice versa. Furthermore, the automatic detection of fraudulent images is beneficial
in practical applications, especially if the image is entirely different from training data, such as a
dog’s image. Finally, the company thinks it not essential to include uncertainty in the route of

automated maintenance. According to CQM, it heavily depends on the source of application and
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the corresponding dangers. Using a low threshold for the softmax probabilities already leads to
automation of the majority of work, quickly and easily. The company suggested further research
to look into a combination of transfer learning and uncertainty measurement to overcome the data

availability burden.
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A Derivations

Kullback-Leibler divergence and Evidence Lower Bound The derivation show the equality

between the Kullback-Leibler divergence and the ELBO:

KL ao(8)1 (81, 9)] = [ ao(8) 108 000

B 70(B)
~E 8 gl )

B 70(B)

= Ba) 108 315" p()

= Egy(p) [log q6(8) —log p(Y|B, X) —log p(B) + log p(Y|X]

=KL [Q(BID, 0)||P (B)] — Eq(sp) [log P(X|B)] +log P(X).

p(V|), (23)

In the first line we use the formula of the KL divergence [Kullback & Leibler, 1951]. Afterwards, we
apply the Bayes rule and the logarithmic rules to obtain the formula in the last line in (23). The
distribution p()Y|X) does not depend on the approximating distribution gg(3) and we can write

the formula as,

log p(Y|X) — KL [(Jo(ﬁ)Hp (8lx, y)] = By () [log p(V|B, X) +log p(B) —log ¢o(B)],  (24)

where we call (24) the Evidence Lower Bound (ELBO). Since KL [qg(,@)Hp (,6'|X,y)} > 0, we see
that the ELBO indeed is a lower bound on the model log-evidence, log p(Y|X’). Furthemore, as
the log-evidence does not depend on the on the approximating distribution, gg(3) it shows that
maximizing the ELBO is equivalent to minimizing the KL-divergence. The ELBO does not depend
on the intractable posterior distribution and can be calculated analytically. We rewrite this as the

following equation,

Ly1(6) = / 2 (8)p(V|X. B)dB — KL(q0(8)|1p(8). (25)

to obtain the objective of the optimization problem.
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