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Abstract
Enterprise systems have changed the business environment. Auditors have to deal with this changing business environment, because the outcome of their audits is used by external stakeholders and they expect a high quality outcome to base their decisions on. Auditors will need to focus on the process, which is the enterprise system, to be able to conduct a reliable audit. To be able to focus on the process general auditors need information technology knowledge. This research focuses on the impact of enterprise systems on audit practices in the Netherlands, on how the audit method is changed and can be improved, and what the influence of enterprise systems is on an auditor’s career.

This research conducted a qualitative case study. The epistemological stance is a combination of interpretive and critical. The data for the cases was gathered by conducting personal interviews and observing the auditors in their real environment. Afterwards the cases where analyzed using hermeneutics.

This research shows that auditors can not work around the systems of their clients anymore. They have to involve the system in the audit. This can produce several advantages. However the advantages can not be realized yet, because the general auditors are struggling with the complexity of the enterprise systems. For that reason the IT auditors are now a lot more involved in the audits. The audit method has been changed to adapt to the changing enterprise system environment. The auditing education has also been changed. However the training of general auditors still does not involve enough information technology. In the future this should be changed, so that the general auditors can gain more information technology knowledge and will not have to depend on the IT auditors all the time.
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1. Introduction

1.1 Chapter Introduction
This thesis is about the impact of enterprise systems on the auditing profession. An enterprise system is a package of computer applications that supports most aspects of a company’s information needs (Davenport, 2000). The main research question is: How do enterprise systems affect audit practices in the Netherlands today?

To answer the main research question the research will use the following sub questions:

· What are the advantages and disadvantages of auditing in an enterprise system environment?
· How does focusing on the process, which is the enterprise system processing all the information, change the method used for conducting an audit?

· How can the audit process be improved to produce satisfactory results for external stakeholders and clients?

· What is the impact of enterprise systems on an auditor’s career?
This chapter will further describe the thesis background and the research objectives.
1.2 Thesis Background
An Enterprise system automates and improves most of the business activities and stores all data in an integrated database management system (Davenport, 2000; Al-Mashari, 2003; Arnold and Sutton, 2007). The reasons businesses implement an enterprise system is to overcome data redundancy and to provide managers with better information so that decision making can be improved. The implementation of an enterprise system requires changing the business processes and organizational structures (Spathis and Ananiadis, 2005). Companies are not only implementing enterprise systems, they are creating an enterprise system infrastructure. These enterprise system infrastructures are changing the business environment (Sutton, 2006).

Auditing is the accumulation and evaluation of evidence about information to determine and report on the degree of correspondence between the information and established criteria (Elder et al., 2009).  For conducting an audit, there must be information in a verifiable form and criteria by which the auditor can evaluate the information (Elder et al., 2009). Evidence is any information used by the auditor to determine whether the information being audited is stated in accordance with the established criteria (Elder et al., 2009). Auditors do their job according to a predefined method. This method describes different steps an auditor should take to find evidence and test the evidence against the criteria. The evidence is found by tracking the audit trail. Auditors strive to maintain a high level of independence to keep the confidence of users relying on their reports (Elder et al., 2009).

In the new enterprise system environment it is only possible to track an audit trail through the system, since all information has become digital. Auditors that conduct financial statement audits lack the knowledge to be able to understand complex enterprise systems (Curtis et al., 2009). They tend to work around the system or just accept the information that comes out of the system. This means that they can not track the audit trail, which makes it hard for them to come up with the evidence they need to conduct the tests to reach the audit outcome.

A company hires an independent auditor to conduct a financial statement audit, because the law orders companies to do this annually. The outcome of the audit is the most important to external stakeholders. These stakeholders care about the reliability of the audit since they base their financing decisions on the report. If auditors use old methods, because they do not understand enterprise systems or if auditors still try to work around the computer and only look at the input and compare this to the output, the audit outcome is not going to be very reliable and there is a big possibility that an audit failure will occur. An audit failure occurs when the auditor issues an incorrect audit opinion because it failed to comply with the requirements of auditing standards (Elder et al., 2009). The reliability of the audit report is the most important criteria for the external stakeholders. If the audit report is not reliable the entire audit process is irrelevant for the external stakeholders, because they can not base their decisions on the outcome. This will affect the companies as well, because the external stakeholders will not be willing to invest, because of the growing risk of the investment. Without investments of external stakeholders, companies will have a hard time continuing their business.

1.3 Research Objectives
This research focuses on how auditors handle auditing in an enterprise system environment and will uncover what needs to be changed in the audit method to provide a satisfactory result for the external stakeholders and clients. External stakeholders will benefit from this research, because their risk of making wrong decisions is lowered if the audit report is reliable. Clients will then also benefit, because the advice they get from auditors can be used to optimize processes and controls and they will be able to continue doing business if the stakeholders are willing to invest in them. 

The purpose of this research is to find out what impact enterprise systems have had on audit practices. The impact on audit practices can be seen from three different perspectives: the impact on the auditors, the impact on the audit method, and the impact on the audit outcome. The scope of the research is the accounting companies in the Netherlands.
1.4 Thesis Structure
The following structure is used in this thesis. In chapter 2 previous research in the area of enterprise systems and auditing is described and the auditing model is explained. In chapter 3 the methodology of this thesis is described. In chapter 4 to chapter 8 the five different cases of this research are explained and the interview results are described. In chapter 9 the cases are analyzed and compared to each other. Finally in chapter 10 conclusions are drawn based on the analysis.

1.5 Summary

Enterprise systems have changed the business environment. Auditors conduct audits in this business environment by tracking the audit trail. The audit trail can only be tracked through the enterprise system. Auditors do not have the knowledge to be able to track the audit trail through the systems. This results in an audit outcome that is not reliable and irrelevant for the external stakeholders, who care the most about the audit outcome. Without a reliable audit outcome an investment will be to risky for external stakeholders. This research focuses on the impact of enterprise systems on audit practices in the Netherlands. The research will benefit external stakeholders and clients, because the reliability of the audit outcome will be improved.
2. Literature Review

2.1 Introduction
This chapter gives an overview of previous literature. At first a book about auditing was used to find keywords for searching in the article databanks. The keywords used for searching where:

· Audit

· Enterprise systems

· Audit and enterprise systems

· Audit and IT

To find more literature the references of the articles that came out the first search were used. Finally all the articles and books were screened based on the scope of the research. In the last few years enterprise systems have become part of many organisations. The business processes are linked to the new system, which caused organisations to radically change their business processes. Auditors are influenced by the enterprise systems, since all their clients will have a system in place. 

The enterprise system environment will keep changing, because companies want to have a competitive advantage. As a result the system will need to be upgraded several times. According to Romeo (2001) “you never stop implementing”. This means that the auditing profession has to stay dynamic as well.

2.2 Auditing

2.2.1 Audit services
As stated in the thesis background auditing is the accumulation and evaluation of evidence about information to determine and report on the degree of correspondence between the information and established criteria (Elder et al., 2009). Auditors provide all kinds of services to their clients. This can be attestation services, Assurance services, or other services. Attestation services are a type of assurance service in which the auditor issues a report about the reliability of an assertion that is made by another party (Elder et al., 2009). According to Elder et al. (2009) there are five categories of attestation services:

· Audit of historical financial statements. An audit of these statements is a form of attestation service in which the auditor issues a written report expressing an opinion about whether the financial statements are fairly stated in accordance with the applicable accounting standards.

· Audit of internal control over financial reporting. In this kind of audit auditors attest to the effectiveness of internal control over financial reporting. This evaluation increases user confidence about future financial reporting, because effective internal controls reduce the likelihood of future misstatements in the financial statements.

· Review of historical financial statements. In the review the auditor only provides a moderate level of assurance for reviews of financial statements compared to a high level for audits, therefore less evidence is needed.

· Attestation services on information technology. More and more information is shared online. For this reason auditors need to assure that the information is secured and protected.

· Other attestation services that may be applied to a broad range of subject matter. Auditors provide numerous other attestation services. Many of these services are natural extensions of the audit of historical financial statements.

An assurance service is an independent professional service that improves the quality of information for decision makers (Elder et al., 2009). As stated earlier attestation services are a type of assurance service. Other assurance services differ from attestation services in that the auditor is not required to issue a written report, and the assurance does not have to be about the reliability of another party’s assertion about compliance with specified criteria (Elder et al., 2009). Thus other assurance services are more an added service for the management to make sure that the quality of their information is high.
2.2.2 Types of audits

Auditors conduct three primary types of audits (Elder et al., 2009):

· Operational audit. An operational audit evaluates the efficiency and effectiveness of any part of an organization’s operating procedures and methods. At the completion of an operational audit, management normally expects recommendations for improving operations. An operational audit can be conducted by internal auditors, government auditors, or external auditors. This is dependent on the operations that are being audited.

· Compliance audit. A compliance audit is conducted to determine whether the auditee is following specific procedures, rules, or regulations set by some higher authority. Results of compliance audits are typically reported to management, rather than outside users, because management is the primary group concerned with the extent of compliance with prescribed procedures and regulations. For this reason this type of audit is often conducted by internal auditors. 

· Financial statement audit. This audit is conducted to determine whether the financial statements are stated in accordance with specified criteria. In determining whether financial statements are fairly stated in accordance with accounting standards, the auditor gathers evidence to determine whether the statements contain material errors or other misstatements.

There are also other types of audits that can fall into one of the primary types:

· Internal auditing. This is an independent, objective assurance and consulting activity designed to add value and improve an organization’s operations (Elder et al., 2009). It helps an organization accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control, and governance processes (Elder et al., 2009)

· IT Audit. This audit is conducted to test if the information systems produce reliable information and if the information system environment a company has can be improved.
2.2.3 Audit risks

Every audit comes with risks. An audit risk represents the possibility that the auditor concludes after conducting an adequate audit that the financial statements were fairly stated when, in fact, they were materially misstated (Elder et al., 2009). Audit risk is unavoidable, because auditors gather evidence only on a test basis and because well concealed frauds are extremely difficult to detect (Elder et al, 2009). In case of operational audits and compliance audits there are also audit risks. This is because the outcome is based on the evidence the auditor found and how the auditor judges the evidence. You can never be a 100% sure that the evidence found is the reality. According to Elder et al. (2009) audit risks can be divided into three types:

· Detection risk. This is the risk that audit evidence for a segment will fail to detect misstatements exceeding tolerable misstatement.

· Inherent risk. This type of risk measures the auditor’s assessment of the likelihood that there are material misstatements in a segment before considering the internal control.

· Control risk. This type of risk measures the auditor’s assessment of whether misstatements exceeding a tolerable amount in a segment will be prevented or detected on a timely basis by the client’s internal controls.
2.3 Enterprise system environment

2.3.1 Enterprise systems and business processes
Enterprise systems integrate all information within a company to improve decision making and business processes. The business processes are reengineered which is why according to Sutton (2006) the business processes can not be separated from the enterprise systems anymore, they are now tightly coupled. Because the business processes are adapted to the system, the system is able to reduce the number of errors made, which results in the fact that the quality and reliability of the information provided by the system is improved (Booth et al., 2000; Spathis and Ananiadis, 2005; Rikhardsson and Kraemmergaard, 2006).

2.3.2 Enterprise systems integration
Nowadays enterprise systems are not only used for application and information integration within a company but are also used to connect with supply chain partners and customers (Romeo, 2001; Arnold and Sutton, 2007). Customers will be able to check the finished goods inventory and produce the input for a sale and a payment and vendors will be able to check the raw material inventory and produce the input for a purchase and a payment (Arnold and Sutton, 2007). By connecting to these external partners information can flow through the entire supply chain which will make it a lot more efficient to work with these partners. However Sutton (2006) and Wright and Wright (2002) state that the coupling with different external partners and customers creates new risks especially when it comes to security. This means that it is very important to take the supply chain partners’ systems into account when conducting a risk assessment. A risk assessment is very important if a company wants to be sure that the information flowing through the entire supply chain is reliable and has not been compromised. 
2.4 Audit practices

A financial statement audit is conducted to determine whether the financial statements are stated in accordance with specified criteria. In determining whether financial statements are fairly stated in accordance with accounting standards, the auditor gathers evidence to determine whether the statements contain material errors or other misstatements (Elder et al., 2009).
2.4.1 Auditing standards

The Securities and Exchange Commission (SEC) is an agency of the federal government that assists in providing investors with reliable information upon which to make investment decisions. The SEC requires all publicly traded companies to be subject annually to a financial audit by an independent auditor (Elder et al., 2009). Several standards have been developed because the environment has been changing and information systems have to be taken into account.

Enterprise systems affect the internal control policies and procedures of companies. The Sarbanes-Oxley Act (SOX) of 2002 established new corporate governance regulations and standards for public companies registered with the SEC (Hall, 2008). When auditors conduct a financial statement audit SOX mandates an annual review of a public company’s system of internal controls and overall enterprise risk management policies and procedures (Sutton, 2006). The Auditing Standards Board (ASB) develops the Statements on Auditing Standards (SASs). SAS no. 94 expands and clarifies the auditor’s responsibility to understand the computerized procedures used to prepare a client’s financial statements and related disclosures (Hunton et al., 2004; Bedard et al., 2005). SAS no. 94 also indicates that, in computer-intensive settings such as enterprise system environments, auditors should consider assigning one or more information system auditors to the engagement in order to determine the effect of IT on the audit, gain an understanding of controls, and design and perform tests of system controls (Hunton et al., 2004; Brazel and Agoglia, 2007). 

2.4.2 The audit method
The first phase of the audit method is the audit planning. Before auditors can make a planning they need to understand the client’s business environment, the processes, and the information systems used. Bell et al. (1998) mention in their research that the planning of audit tests depends on the nature of information technology that is used for processing data. The research focuses on two types of controls of information systems that affect the processing of the data: application controls improve the reliability of data processing by preventing, detecting and correcting errors in individual transactions as they are processed within the system, and general controls are designed to assure that application controls operate in the most effective manner (Bell et al., 1998; Brazel and Agoglia, 2007; Curtis et al., 2009).  Auditors will need to think of new ways to find evidence that these automated controls are effective (Tucker, 2001). In an highly computerized environment the two types of controls will usually be tested by information system auditors since they are more knowledgeable in the information system area. However not all information system auditors have a lot of knowledge about enterprise systems and because of the lack of knowledge could make wrong judgements. For this reason Brazel and Agoglia (2007) conclude in their research that it is very important for auditors in general to have enterprise system expertise, which makes them able to detect wrong judgements from information system auditors, which will result in a more reliable audit outcome.

Figure 1 shows the audit method that is used by auditors to conduct a financial statement audit. The audit method is divided up into four phases. The first phase is the planning and designing of the audit approach. For any given audit, there are many ways in which an auditor can accumulate evidence to meet the overall audit objective of providing an opinion on the financial statements (Elder et al., 2009). This phase decides on the way that will be used for a certain client. The second phase is performing the tests of controls and the substantive tests of transactions. Here the auditor checks if the internal controls work effectively and if the amount of transactions can be verified (Elder et al., 2009). The third phase is performing analytical procedures and tests of details of balances. The analytical procedures assess whether account balances or other data appear reasonable and the tests of details of balances are intended to test for monetary misstatements in the balances in the financial statements (Elder et al., 2009). The fourth phase is completing the audit and issuing an audit report.  Here the obtained information is combined into an overall conclusion as to whether the financial statements are fairly presented (Elder et al., 2009).
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Figure 1: The audit method (source: Elder et al., 2009)
2.4.3 Financial misstatements
The risks of misstatements in financial data is heightened, because processes are reengineered to be able to implement an enterprise system that will provide desired business functionality (Wright and Wright, 2002). The reasons financial misstatements arise are because of incorrect computations, differences in management and auditor judgement, and faulty initial identification and processing of transactions (Bell et al., 1998). Auditors should understand the automated and manual procedures a client uses to prepare the financial statements and related disclosures and how misstatements might occur (Tucker, 2001). Wright and Wright (2002) and Messier et al. (2004) also conducted research in the area of financial misstatements. They conclude that more financial misstatements occurred as a result of automated controls that where poorly designed, inappropriate, or not properly applied.  According to Wright and Wright (2002) the number of misstatements will be lowered if companies provide proper user training. In the six years between the articles the implementation of enterprise systems at a lot of companies has changed the cause of financial misstatements. Auditors should take this into account if they want to detect financial misstatements and be able to produce a reliable audit outcome.
2.5 Enterprise systems and auditors

2.5.1 focus of auditing
Bell et al. (1998) conclude in their research that many auditors feel that they do not have the knowledge to deal with information systems and, accordingly, plan the audit so they will be able to audit around the computer. However Yang and Guan (2004) state in their paper that the overall audit objectives have not changed because of the use of information systems, the auditors only need to change their methods and procedures for conducting the audit. Arnold and Sutton (2007) support this conclusion. They state that the focus of auditing has primarily been on the inputs and outputs (figure 2). This can be further explained in combination with the audit method described earlier. The tests of transactions and tests of balances focus on inputs and outputs, and the analytical procedures focus primarily on the outputs. 
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Figure 2: Historical perspective of auditing (Source: Arnold and Sutton, 2007)
Arnold and Sutton (2007) conclude in their research that the business processes and the system are so tightly coupled that it is impossible to separate them. For this reason it is critical that auditors start focusing on the process and leave the days of auditing around the computer behind them (figure 3). To be able to audit through a client’s enterprise system auditors must obtain an in-depth understanding of enterprise systems (Bierstaker et al., 2001).
[image: image5.jpg]Focus of Auditing
4 N

/

OUTPUT

Automatically
generated reports
On demand reports

Automatically captured
Manually input e = Primary Emphasis

— & = Secondary Emphasis





Figure 3: The future of auditing (Source: Arnold and Sutton, 2007)
2.5.2 influence of enterprise systems on auditing
There are different opinions in the literature about the influence of enterprise system on auditing. These opinions contradict each other.  Colmenares (2009) states that an enterprise system makes the process of planning and executing an audit easy and it increases the reliability of the audit outcome. On the other hand Gehrke (2010) states that auditing in an enterprise system environment is a very complex task, because it requires technical knowledge of a systems’ customizing and also knowledge about the relevance of settings for the internal control system. Because auditing has become more complex Gehrke (2010) suggests that auditors use Computer Assisted Auditing Techniques or Tools (CAAT) to support them while conducting an audit. Janvrin et al. (2009) agree that auditing has become a lot more complex. They state that CAATs can be used to evaluate fraud risk, identify journal entries to be tested, check accuracy of electronic files, and obtain evidence about control effectiveness. The complexity of a client’s information systems influences the nature of audit testing (Janvrin et al., 2009). 
2.5.3 Use of IT auditors
Financial auditors may not be fully aware of the greater risk exposure associated with an ERP system, as compared to a non-ERP system environment when security controls are relatively weak and are less effective at assessing these risks compared to IT auditors (Hunton et al., 2004; Canada et al., 2009). However according to Hunton et al. (2004) and Janvrin et al. (2008) financial auditors feel confident that they are able to work in an enterprise system environment and detect all the added IT risks. Because of this overconfidence the financial auditors are reluctant in involving IT auditors in their audit. Another reason why IT auditors are left out of financial statement audits is, because audit fees will increase (Canada et al., 2009). IT auditors cost more, because you pay for the knowledge they have as specialists. The companies that are conducting a financial statement audit at a client want to work as efficient as possible, which means minimizing the costs (Janvrin et al., 2008). In general Janvrin et al. (2008) conclude that IT auditors do not appear to be used extensively in an audit, even though the clients have a complex enterprise system in place.
2.6 Auditing model

From the literature found an auditing model was developed where this research is build on. Colmenares (2009), Janvrin et al. (2009),and Gehrke (2010) share different opinions on auditing in an enterprise system environment. This research looked at both the advantages and disadvantages of auditing in an enterprise system environment to see what the right opinion is.

Arnold and Sutton (2007) found that the focus of auditing used to be on the inputs and outputs of the system, but in the new enterprise system environment the focus should be on the process. Research conducted by Curtis et al. (2009) supports this finding, because they mention that enterprise systems present new control risks. These control risks can only be checked if the auditors audit the process. Arnold and Sutton (2007) conclude that in the new auditing process evaluating the reliability of the system is the most critical to end up with reliable audit outcomes. This research uncovers how focusing on the process changes the audit method described earlier.

The entire process of capturing data is done automatically by enterprise systems as soon as someone provides the system with the input, auditors must gain knowledge of enterprise systems and their internal controls, and of preventing and detecting fraud to be able to perform effective and efficient audits (Brazel , 2005; Curtis et al., 2009). Because entire transactions are performed by the enterprise system, organizations are relying more on their system and on the controls over the automated transactions (Tucker, 2001). Colmenares (2009) and Curtis et al. (2009) concluded in their research that the controls in the enterprise system can be improved to reduce the risk that the information in the system is inaccurate, false, or has been manipulated. Tucker (2001) and Curtis et al. (2009) add to this that auditors should check if the controls in the enterprise system are operating effectively to provide reasonable assurance that the related information is not materially misstated or that fraud does not go undetected. This research has focused on other possible improvements of the audit method, besides relying on automated controls and checking these controls, to end up with a reliable audit outcome.

Finally research conducted by Curtis et al. (2009) and Brazel (2005) state that the level of knowledge an auditor has or the level of knowledge an auditor thinks he has, has a positive influence on the reliability of the audit outcome. The last part this research looked at is how the knowledge of auditors of enterprise systems has changed their careers. Figure 4 combines al the parts of the model.
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Figure 4: Auditing model
2.7 Summary
Enterprise systems have changed  financial information. The system only needs an input and the rest will be done automatically. Nowadays the information is shared between all partners within the supply chain. This results in more risks that auditors have to take into account. The information could be compromised outside the boundaries of the client.  Auditors have to follow certain standards when they conduct audits. These standards have began to recognize the influence of enterprise systems. Auditors will need to focus on the process , which is the enterprise system, to be able to conduct a reliable audit.  When auditors focus on the process they will need to have enterprise system knowledge so they can detect the financial misstatements. This research focuses on the general impact of enterprise system on auditing, how the audit method is changed and can be improved, and what the influence of enterprise systems is on an auditor’s career.

3. Research Methodology
3.1 Introduction
This chapter will describe the methodology used for this research. First the underlying psychological assumptions will be explained that guided the research. This will be followed by the research design and the method used for data analysis. Finally this chapter explains which alternative research strategies exist and why they where not used for this research.
3.2 Epistemological stance

An epistemological stance means the assumptions about knowledge and how it can be obtained (Myers and Avison, 2002). There are three epistemologies: positivist, interpretive, and critical (Orlikowski and Baroudi, 1991).

Positivists generally assume that reality is objectively given and can be described by measurable properties which are independent of the researcher and his or her instruments (Myers and Avison, 2002). Interpretive researchers assume that access to a constructed reality is only through social constructions such as language, consciousness, and shared meanings(Myers and Avison, 2002). The researcher is part of the reality according to interpretive researchers. Critical researchers assume that social reality is historically constituted and that it is produced and reproduced by people. Critical researchers recognize that the ability of people to consciously act is constrained by social, cultural, and political domination (Myer, 2002).

This research is a combination of two epistemologies: interpretive and critical (figure 5). Interpretive because the knowledge gained in this research is based on the meanings that the auditors provide about the influence of the enterprise system on the auditing environment. Critical because in the auditing environment the auditors can not or will not always provide all the information due to the culture they are part of. This research uncovers the contradictions and conflicts that exist in the auditing environment due to the enterprise systems of the clients.
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Figure 5: epistemologies used (source: Myers and Avison, 2002)
3.4 Research design

The unit of analysis of the research are auditors. The auditors the research will focus on are auditors from different sizes of accountancy firms, because then the entire auditing world is covered and the differences between the large and small accountancy firms can be displayed. The large accountancy firms have a bigger chance of finding enterprise systems at their clients, since most of their clients will also be large companies. The smaller companies will have clients that either do not have an enterprise system in place or only a small part of an enterprise system. In these companies it will be easier for auditors to work around the system. The auditors should have a few years of experience, because they will have a better understanding of the audit process used and the way the audit process has changed over the years. The last variable this research focuses on is the type of auditor. The audit process for a financial statement auditor is different then the audit process for a process auditor. The research looks at the audit process for a financial statement auditor, because the outcome of the financial statement audit is mainly for external stakeholders and the financial statement audit has the largest risks.

The topical scope of the research will be the Netherlands.

The proposed data collection method is a qualitative case study. By doing a case study the challenges of enterprise systems for the audit practice will be studied within the real-life context. In this way the collected data will present the researcher with an in depth view of the enterprise system environment and the way auditors cope with this environment. The reason for choosing a qualitative study is, because you are able to get a deep understanding of the environment you are investigating without needing a very large sample. Another reason for choosing this type of study is that you can focus on the study objects within their real-life context and find the meaning behind their lives. In qualitative research you look at behavior and opinions and the meaning behind the behavior and opinions. It is very difficult to discover the meaning if you are doing quantitative research. This research consists of five cases that are studied. By using cases you can analyze information of study objects with similar characteristics and within the same kind of environment. After that you are able to compare the different cases and analyze the similarities and differences. The five cases used in this research are: International firm, Medium sized accountancy firm, small accountancy firm, Enterprise system oriented accountancy firm, and the academic perspective.

This research conducted personal interviews to collect data from the auditors. The interviews are done in the environment of the auditors to also be able to observe them in their own environment. The advantages are that people are more cooperative when they are contacted in person and there is a possibility to probe for answers and use follow-up questions if a person does not understand one of the questions. You can also discover a lot by looking at a persons body language. In this way the information will be more reliable and will represent the actual information needed to answer the research questions. The disadvantage is that it will take more time than sending out e-mail questionnaires. Another disadvantage is that the researcher should stay objective and try not to influence the auditor during the interview. While doing a personal interview it is easier to make comments that could influence the answers of the auditors.

The personal interviews will be semi-structured, which means a questionnaire will be used. The questionnaire will have open questions structured by subject. By using a semi-structured interview the focus can be placed on the important aspects of the research without going into detail on the less important aspects. The questions used for the interviews are the following:

1. What are your past/recent experiences with enterprise systems and how have they affected your function as an auditor?

2. How can enterprise systems improve the auditing process and the outcome of the audit?

3. How do you think auditors should deal with enterprise systems in the future?

4. How does your company approach enterprise systems to obtain a positive impact on its image and business goal?

5. How could change in technology impact the future directions of auditing?

Before conducting the interviews the I had some expectations about the outcome:

· Enterprise systems will not be extensively used in the auditing world yet and thus the audit method has not been changed yet.

· A well implemented enterprise system will produce reliable results during the audit, which in turn improves the quality of the audit.

· Information technology is to complex for general auditors. They do not have the knowledge yet to be able to deal with enterprise systems.

· The auditing education will have changed and involves more information technology then a few years ago.

3.6 Data analysis

The interviews will be recorded and documented. Afterwards the content of the interviews will be analyzed using hermeneutics. The aim of hermeneutics is trying to make sense of the whole, and the relationship between the auditors, the environment and the enterprise systems. The analysis is based on understanding the textual data of the interviews and finding the meaning behind the text. During analyzing the observations were also taken into account. By using the observation you are able to look a lot more critical at the answers given by the persons interviewed. You can discover what the important points are and if someone is trying to avoid certain topics.

3.7 Validation

In any research it is important to validate the data to make sure that the results and conclusions are reliable. In qualitative research validity and reliability are not viewed separately. Instead validity and reliability in qualitative research means credibility, transferability, and trustworthiness (Golafshani, 2003). The credibility of this research was tested by carefully selecting auditors for the interviews and checking their background and the company they work for. In this way you can make sure that the interviewee is the right person, fits in the scope of the research, and will be able to give you honest and useful information. Transferability was tested by comparing the answers of the different companies. By comparing the answers you are able to find similarities and make sure that the answers represent the auditing world as a whole. The trustworthiness was tested by comparing the answers of the auditors within a company and by comparing the answers with literature found in books, articles, and on the internet. By doing this you can make sure that the auditors are telling the truth.
3.8 Alternative strategies

The other possible qualitative research methods are: Action research, ethnographic research, and grounded theory. To conduct action research it is necessary that the researcher works closely together with a company to solve a problem. This method is not used, because the research focuses on a much larger area than just one single company and it is difficult to stay critical if you work closely together with a company towards the same goal. 

The ethnographic research focuses on a certain phenomenon  in its social and cultural context where the researcher becomes part of the context. This method is not used because it takes a large amount of time to completely understand a certain culture at a company. This research covers a larger environment than just one company, which makes the method unsuitable for this research. 

Grounded theory is used when data is continuously gathered and analyzed at the same time. This data is then used to develop a theory. This method could have been used for this research, however a research is validated if you can show prove of the data you have gathered and other researchers will come to the same conclusion by analyzing the data. Taping the interviews and analyzing the data afterwards will produce more reliable results that can be validated. 
3.9 Summary

This research uncovers the impact of enterprise systems on audit practices in the Netherlands. The epistemological stance is a combination of interpretive and critical. To gather the data a qualitative case study design is used. In this design auditors will be personally interviewed and observed. For analyzing the data hermeneutics is used. Other research methods such as action research, ethnographic research, and grounded theory are not used because the scope of these methods is to narrow for this research and the methods are not suitable for the auditing and enterprise system environment.
4. International firm

4.1 Introduction

The international firm is one of the big four accountancy firms. The company offers many different services in the areas of assurance, advisory, and tax. It has offices all over the world. Two employees of the firm were interviewed for this research. They both work for different departments that conduct the audit of the financial statements for many clients. They are both general auditors on different levels. One interviewee is a senior manager and the other is a senior staff.

The senior manager is responsible for the professional competence process of the entire audit dossier. The senior manager works in teams for several clients. The number of assistants working in a team depends on how large the client is. As a senior manager you work directly below the partner, who is end responsible for the entire audit dossier.

The second person interviewed is a senior staff, but will become a manager in 2 months. When you are a senior staff this means that you are the audit leader in the field. As a senior staff you manage the assistants, review their performance, and give them feedback on their job. You are also the contact person for the client for the documents that have to be produced.

When you become a manager you will manage the senior staff, which are the audit leaders, and this will happen on a higher level. This results in spending less time at the clients, talking about issues with clients, making sure that the clients receive all the reports, and managing the budgets.
4.2 Generation gap

As far as the general auditors are concerned information technology is not their favourite subject, despite the fact that it is becoming a larger part of their education. They would rather outsource the audit of the information technology to their IT auditors. This is partly because there exists a generation gap in the company. The employees who have worked for the company for years did not have any information technology courses while they were studying to become an auditor. The fact that the general auditors do not really like information technology does not mean that they avoid the information technology at clients. If the IT auditors take care of the audit of the software then the general auditors would love to use the output of their audit, but you really have to be interested in information technology to actually worry about what they do.
The younger generation will have less trouble in the area of information technology, because they have more information technology knowledge. However if you look at these new auditors that come from universities and colleges you still see the same perceptions as the older generation had many years ago. Nowadays they are a lot more comfortable with information technology, but to say that this generation can talk about application controls and general controls on a high level straight away is not the case. They still look at these controls theoretically, but there is no complete overview. In short, many years ago information technology was and today still is a specialized skill.
Enterprise systems are part of an information technology area that needs specialized skills. Large companies all have an enterprise system. However most of the medium sized and small companies do not have an enterprise system. This will stay that way in the future, because momentarily there are not many information technology projects at clients. The reason for this is the financial crisis. An information technology project is usually a large investment and at the moment most of the clients have cut into the information technology budget. So not a lot of companies will implement an enterprise system if they do not have one yet.
4.3 IT auditor involvement

For the general auditors it is important to see how data originates, mainly the numbers in the financial statements. From the numbers you go to the general ledger system. This system is usually connected to the operational system, the system that keeps the primary processes running. In these systems the risks that could have caused wrong, incomplete, or inaccurate data are identified. 
From the perspective of the IT audit the general auditors try to use the system a client has. In the normal enterprise systems, which have a minimum of customization, you can already find a lot of log files and access tables which tell you who is able to do what. These are things the general auditors always look at during the audit. The entire automation is interwoven into their audit method. This means that somewhere during the audit you will run into the IT auditor. This mainly happens in the planning phase and later in the control phase.
Usually the general auditors hope that the systems have built in checks and balances which they can depend on. These controls guarantee that the numbers are accurate. Examples are that an input has at least been signed by two persons, checks on totals, are debit and credit in balance, if a purchase comes in does the stock change as well, etc. These are the so called application controls that exist in the system. If auditors can lean on the system,  they would have less work to do for their audit. If a control does not work and everybody can enter data into the system, then there is a chance that the data is incorrect and that the numbers in the financial statements are represented inaccurately. This means that they have to do more work.
The general auditors are able to check the controls in the system themselves if they have enough knowledge. However if the system becomes to complicated then within the company their exists a department of IT auditors that can assist them in testing the application controls and can help them with checking the general controls. The IT auditors make sure that as a minimum the IT environment is secured. This means the logical access security, mutations, internet security, change management, back up and recovery procedures, etc. These are the general controls that are checked first by the IT auditors. The general controls have to be checked before you can depend on the application controls. If the general controls do not work properly and everyone has access to the system, then you could have many application controls, but you still would not be able to depend on the system. 

General auditors are aware that they can not go around the system anymore. It is however the case that as a general auditor you will never reach the level of knowledge an IT department of a client has. You can of course say what the understandable application controls and general controls are and these will be the ones that are checked. But if an IT auditor starts to work at a client he will know which controls are checked. So it is impossible to fully cover all the exceptions in the software of a client. You will never find out if you have covered everything.

This means that if you are a very smart information technology expert and deliberately want to deceive someone, you will succeed. Previously this was different, because you had bank statements and not all these complicated applications. You had a lot more tangible material which you could depend on. This also has to do with the scale of the client. You can not check every bank statement, every order number, or every cost price calculation. So eventually you are going to have to depend on the system. At the moment this is the biggest risk. Previously it was all about stealing money from the money-box, now it is all about technology.

4.4 The changed audit method

In the last few years some added checks have been created, because of the systems of the clients. The general auditors want to make sure that they can depend on what comes out of the system. This means that IT auditors are asked to check specific things, as far as the general auditors can understand the system. They also check the information they get from their IT auditors. This means that they do margin analysis to see if for example a certain counter in the system is correct, even though the IT auditors already said that it is correct. By working in this way the general auditors do not fully use their IT audit. In fact they could depend on it a lot more. This could save them a lot of time, because they would not have to go through the entire framework themselves. This is a change in culture for the general auditor, to work more closely with the IT auditors.

The general auditors are required to bring an IT auditor with them when they go to their clients. This is especially the case for the larger companies. For the smaller companies they can choose if they want to bring them or not. Despite the fact that they have a choice, they usually tend to bring their IT auditors with them to the smaller companies. The IT auditors think this is a waste of time, because this is about small standardized applications, and the company does not have enough IT auditors for this. For this reason the company has a group of general auditors who are trained as assistants to look at the smaller software packages.

At the medium sized companies IT auditors are always used to check the software. At the end of the audit the team often reaches the conclusion at clients that the interface between the production application and the financial administration is not working correctly. They say this is the responsibility of the general auditor, but the general auditors wonder if this is really the case. However at the moment it is still unclear where the tasks of the IT auditors and the general auditors come together.

The end result of a financial statement audit is off course the approval of the financial statements. Enterprise systems do not improve this result, but will only help the general auditors to get to the result faster. If the general controls and the application controls all work properly this would only save time and work.  If clients already have an enterprise system then the auditors are already depending on the system. If clients do not have an enterprise system they usually have a good reason for not having one. For example that it is not effective, or reliable, or efficient to have an enterprise system. For the general auditors an enterprise systems does not necessarily benefit them. Sometimes a system contains so much data that you would have to go through a bulk of information that is not always relevant for the financial statements. In this case the general auditors say that they could just conduct substantive tests and leave the system for what it is. This really depends on the client and the system they have.
4.5 Company vision and an auditor’s job

It is not written on billboards that the international accountancy firm is the best company in auditing enterprise systems, but the company does bid heavenly on the IT audit during the quotation process. If a potential client works a lot with an enterprise system then the IT auditors are part of the team to show the client that the company understands how they do business. At the smaller and medium companies where they do not have enterprise system the IT auditors are also present during the quotation process, even if it is only with a picture. They do not have to state anything sensible in the offer itself, but they are part of it. The reason IT auditors are always present is to distinguish the company from the competitors.
The company has a lot of different disciplines. The general auditors are good at auditing the financial statements, the IT auditors are good with IT systems, and the text professionals are specialized in analyzing text. The risk management department contains a lot of employees with an econometrics background. So the company has all these different kinds of departments and you can be specialized in anything. The fact that a general auditor has less IT knowledge then the IT auditors is not an obstacle during the audit process, because that is the reason why the company has different departments and eventually everyone is part of the same company. When a team for a client with a complex enterprise system is composed, the team will have more IT auditors then for a client that does not have an enterprise system.

It causes some trouble to manage an IT auditor. A general auditor does not know exactly how an application works, so he or she can not tell an IT auditor where to look. But to be able to depend on the system the general auditors ask the IT auditors to see what they encounter in the system of a client. They then come back with a report and then the general auditors determine which parts are relevant, which are not, and which parts can be used. For the audit of the financial statements not every application control is interesting. The fact that clients are working more and more with systems has made the audit a lot more complicated, it makes auditors a lot more dependent. It depends on what your interests are, because an auditor with a lot of affinity with information technology will say that it made the audit easier. At the moment the general auditors are just more dependent on the IT audit. Sometimes this is annoying, because the general auditor is responsible. The IT auditor can state that everything is fine, but the general auditors also need to have the feeling that everything is really fine.

How well the communication between IT auditors and general auditors is depends on a person and on a team. Some have good experiences with IT auditors, but this is not always the case. It depends on how much you involve the IT auditors in the audit planning phase. At the department planning event the whole team comes together to discuss the audit planning and the strategy. Normally it is a good idea to invite the IT auditors for this meeting as well. Most general auditors involve the IT auditor at their clients and they see the IT auditor as a member of the team they have to manage. It is important that it is clearly stated what a general auditor wants from the IT auditor, especially since there are many possibilities. If everything is specified clearly then the audit can not go wrong and if a wrong situation is timely redirected then everything will be fine. In the end the general auditors and the IT auditors have to work together, so a balance needs to be found to make sure that the audit goes well.
If a general auditor does not want to depend on the IT auditors as much as is now the case and if in the future there are more enterprise systems at the clients then the general auditors should gain more knowledge about how these systems work. Most people who are now studying to become an auditor have information technology courses in their training. All the general auditors that are already working can follow training in this area. However learning by doing is probable still the best method for gaining knowledge. 

The financial statement audit has an advisory part. It depends on the scale of the client. All the clients receive a management letter and an audit report. So if it is noticed that someone is still manually putting down checkmarks to balance two lists then the team will tell the client to use a counter for both lists and if the total is the same you do not have to do it manually anymore. A second part of the audit is the log files. It is not always possible to create log files. The systems of the clients normally do not keep a lot of log files. The client usually does not even notice this and does not use this a great deal. Log files are a great way to check who did what, so you can focus on the exceptions. This is just a part of risk analysis which the clients could use a lot more. However, at the moment log files are still more of a toy for the auditors.

4.6 Technology

What will be very handy for auditors, which is not present at the moment, is a module in the software specifically for auditors. Software developers should take the auditors into account while developing their software. At the moment the software companies do develop application controls, but when the auditors have to check these controls they always have to run a special query or do a special analysis. They also have to determine a number of times that for example the calculation of the selling price is correct, to give a guarantee that the calculation is correct the entire year. If an application control is developed for this, then they can assume straight away that the process has worked correctly the entire year, because a computer does the same thing every time unless it is re-programmed. You can then check the mutations with the help of the general controls of the system. But now it is still the case that they have to take these controls out of the system themselves and it would be great if the software developers could take this into consideration. They could for example do this in a sort of audit report, just like there are management reports that a manager can get out of the system in an efficient way. The auditors should just be able to press a button and the system will present them with audit reports especially for auditors.

If eventually this auditor module could be used it comes with one problem. It would make it easier for the client to know what auditors need to check. On the other hand the auditors and the clients would both reap the benefits if the system presents them with reliable information. However as an added security you could add a few measures to the audit method to minimize this risk. Nowadays general auditors are a lot more dependent on the IT auditors and this also comes with a risk. By using an auditor in the development process of a system, the system would be a lot more user friendly for the auditors. This would mean that the general auditors could do more by themselves and they would not always need the IT auditors anymore. To make the auditor module save a software package could for example receive a certificate which means that it is “auditor proof”. In this way the auditors would know that the reports that come out of the module would be reliable and that they are completely secured.

There is one big change going on in the accountancy world at the moment. Previously laptops did not exist and there were no electronic dossiers. Now the electronic dossier and the paper dossier run parallel to each other. In the future the accountancy world would be going more towards as many electronic dossiers as possible and maybe one day it would not have any paper dossiers anymore. If clients get new technology this would off course also result in changes in the work of auditors. They should go along with this and this would mean more efficient, faster, and more and a different kind of knowledge that they would have to gain.

Other technology that is used in accountancy is audit software. For example for sampling. This means that selections of tests that have to be conducted are made and populations are determined. There are also many analytics systems in which you can enter data and which will do all kinds of analysis and dependency tests to make it easier for auditors to judge the numbers. Nowadays everything is taken together and the analytics system will show you the strange exceptions. If technologies would change further in the future then the employees of the company would receive internal training for this. The company would look at the department you are entering and if the training is necessary for your job. For new employees off course everything is new, but the more you visit clients and the more you work with their systems, the more knowledge you will gain.

Other technological changes that will influence accountancy in the future are XBRL and real-time reporting. These will play a big part in the future and could save auditors a lot of time, because these technologies speed up the audit process.

4.7 Chapter summary

The following table displays the answers given by the international firm. The full questions can be found in the introduction of chapter 1.

	
	Question 1: Experiences and influence
	Question 2: Improvements
	Question 3: Future
	Question 4: Image and business goals
	Question 5: Technology changes

	International Firm
	- general auditors don’t really like IT.

- general auditors lack IT knowledge.

- trouble managing IT auditor.
	- ES do not improve the audit or outcome of the audit.

- Time and work are saved.
	- depend more on the IT audit.

- better collaboration between general auditors and IT auditors.

- gain more IT knowledge
	- Use of IT auditors.

- IT part of audit.

	- auditor module.

- electronic dossiers.

- audit software.

- XBRL.

- Real-time reporting.


The international accountancy firm has noticed a generation gap in the area of technology. The older general auditors are not a big fan of information technology, while the younger generation has grown up with information technology. The general auditors have realized that they can not work around the system anymore. An enterprise system is very complex according to the general auditors. For that reason the IT auditors are a lot more involved in audits nowadays. The involvement of IT auditors is still causing problems, because the general auditors do not completely trust the IT auditors. The general auditors think that an enterprise system has made the audit a lot more complex and that instead of doing extensive IT audits they could just do more substantive tests. If general auditors want to depend less on the IT auditors then they should gain more knowledge in enterprise systems and follow special training. It will also help the general auditors if the enterprise systems would have an auditor module in the future. This would mean that they could save a lot of time and have to depend on the IT auditors less. Other technology changes that influence or will influence the auditing world are electronic dossiers, audit software, XBRL, and real-time reporting.
5. Medium sized accountancy firms

5.1 Introduction

For the medium sized accountancy firms two persons were interviewed that both work for different companies. There is one large difference between the two companies and that is that one company is larger and has IT auditors internally and the other one is a bit smaller and does not have any internal IT auditors. The companies offer services in the area of accountancy, tax, and management consulting. Both companies have different locations in Holland. The two persons interviewed are both audit manager at their company.

The audit manager is responsible for the control assignments. This means controlling the financial statements and delivering the audit statement. The audit manager is involved in the preliminary stage to make sure that the audit is planned correctly. In the later stages of the audit the manager makes sure that the audit results are translated into an advice letter and into the final audit statement. A big part of the job is managing several assistants and communicating with the clients.

5.2 Risks and Controls

Most of the clients have an enterprise system implemented. The big disadvantage of standardized systems is that there is often little knowledge within the company, which means that the clients depend on the software supplier. Enterprise systems have another disadvantage and that is that the clients do not use all the possible options these systems have. An example is the possible segregation of tasks in the system that is not arranged correctly, even though it is very important for the audit. On paper the clients have everything arranged quite well, but as soon as they have to translate this to the software, they have a lot of difficulties. Enterprise systems also cause problems, because companies are not very good at recognizing the new risks the systems bring. They do not have an overall view of the system and it’s environment. The companies only see a nice system that works well and looks good, but in the system for example the whole segregation of tasks is missing.

The auditors are trying to understand the enterprise system and it’s environment as well as possible. To do this correctly they would like to use the segregation of tasks that is present in the system. The problem is that at the moment they often discover that they can not use this at the clients. They then have to come up with some creative ways to work around the segregation of tasks. After the audit the auditors give the clients advice about the system and how they could use the system more efficiently. The auditors try to show a client what is missing in the system and make sure that they focus on these areas.

To be able to conduct the audit the segregation of tasks in the system has to be arranged properly. It is also important that the database the system uses is well secured. At the moment you often see that you can not do any harm through the program, but it is possible to directly mutate data in the database. If this is possible you have a lot of different risks which were not present before. Another thing that has to be arranged properly is the logging of mutations. It is very difficult to control this and there are hardly any practical ways to do this.

The auditors have noticed that clients are increasingly working with new technology and that information technology is becoming more an more interwoven in their primary process. This means that there is less information available on paper. The auditors have adjusted their audit method in such a way that they work more with computers. In most cases the IT auditors are involved in the audit. The IT auditors look at two elements. The first element is the general controls. This means they check if the logical access security is arranged adequately, if the logging is arranged in the right way, and if the continuity of the systems can be guaranteed. The second element is the application controls. If a client has such a complicated system this element is also checked in the audit. These controls are part of the system and auditors should try and use these automated controls. As soon as information is entered into the system there is no more human intervention. The system can process the information and can check all the information. If auditors check these application controls then they can have the guarantee that the controls have worked properly. This will save the auditors a lot of time and work, because you only have to check once for example if a certain person has signed a document. By determining if the logging has worked correctly and the access security is solid, the auditors can state that a control in the system has worked properly and this guarantees that the information is reliable.

In the end it is all about deriving a certainty about the financial statements. The financial statements have to give a trustworthy representation of the company. With this in mind the auditors check in which way the audit can be designed that it happens in the most effective and efficient way. In this audit process you see automation becoming more important and that is why nowadays auditors follow an audit trail through the system.

5.3 Auditing process

In accountancy there is little attention for information technology. Accountants prefer to do the audit the easy way by working around the computer, but this is practically impossible. Auditors often think that if they look at this document at the input side and at that document at the output side and they are both signed then it will be ok. However in this way the auditors forget what happens in the black box which is the system. If there are a lot of weak spots in the system, which is usually the case, then the possibility of a mistake being made is a lot greater. It does not have to go wrong, but the risk that it does is a lot greater. The attention for information technology has grown and there are a few accountancy firms that work with information technology, but in general the accountant prefers to do the audit the old fashioned way.

Enterprise systems have an influence on the audit process. The arrival of enterprise systems at clients has not made the audit approach more efficient, because the auditors are still looking for the most optimal way of doing things. Every client is different and every client has his own system. There is also a lot of free software on the market and clients think that they can use this to save money. At first this free software seems to do the job, but for the audit it gives a lot of added risks. This means that the auditors have to check more. In the future enterprise systems could improve the audit method. The accountancy world is already changing because of these systems, but in general the auditors are not ready yet. The auditors are very well aware of the fact that they are not ready yet and they realize that they still have a lot to learn.

Enterprise systems can also have some advantages for the audit. On the side of the management information a lot of things can be improved. An information system can better provide management with the needed information. This system measures if there are mistakes in the process and immediately reports this. The management will then be informed and can take measures straight away. If the system processes the information more effectively the management information that eventually comes out of the system will be better. This leads to a feeling that the company is in control. In the future the auditors definitely see advantages in this area.

Eventually a situation will be reached where everything will be stored in the information system. This has some efficiency advantages in the sense of paperless dossiers, paperless clients that do not have to save invoices, etc. This means that the auditors can start using all kinds of authorisation procedures that take place in the system. For example the approval of a purchase invoice. The auditors believe that in the future they can create a great deal of success in this area especially when planning the audit.

The result of the audit can be improved by the advice auditors give their clients about the processes in the system. The general auditors lack the knowledge to give this kind of advice. To give an adequate advice in the area of information systems the help of the IT auditors is needed. An example could be that the authorisation tables in the system are unreadable. Auditors can not control or use these tables if they are unreadable. In this case they definitely need a specialist to present the client with a better solution for organising the processes in the system. If clients use the advice the auditors give them this positively influence the efficiency of the audit.

5.4 Function of auditors

That information technology systems are becoming more important can also be seen in the accountancy education. Nowadays there is a separate training for IT auditor and this runs parallel to the training for accountancy. In the future these two should fuse together into one training course. At the moment the accountancy training is working a lot more with information technology. However in the future information technology should become an even bigger part of the total accountancy education course. The current auditors working for accountancy firms, excluding a few exceptions, avoid this area. The next generation of auditors should change this, but they do not really get the chance now. It will take a number of years before it is their turn. The general auditors do not find it an obstacle that their education may already be a little outdated, because in the companies they work for they have specialists for information technology. The combination of the general auditors and the IT auditors is what makes the companies good is their opinion. However the general auditors  have to realize that in the future they eventually have to become IT auditors. It will be necessary for a general auditor to have the same knowledge as an IT auditor. The general auditors will need to be trained in this area and that is why the accountancy education should be focused more on information technology knowledge. As time passes you will then start to notice that the people who have been working in the business longer will start lagging behind.

As stated earlier the information technology systems definitely influence the control approach and the systems are becoming more important. Traditionally auditors worked around the system while conducting the audit. This is at the moment still the method that is preferred. However the medium sized accountancy firms are now using a different approach. For the past few years they have been involving the system in the audit, because they noticed that their clients could use the advice in this area. This advice is called the information technology advice which is a kind of natural advice function that is part of the audit method.

To be able to do the audit and give clients the IT advice the general auditors have to work more closely with the real IT auditors in the future. These are the people who really understand the system and the processes in the system. The audit will not be about documents anymore. This will completely disappear and the auditors will be working more towards large file analysis and really unravelling the system. The software will become the new administrative organisation and to be able to guarantee the work of the system the auditors will need real information technology knowledge.

There is however one weakness if general auditors and IT auditors have to work more closely together, because they do not speak the same language and often do not understand each other. It is very difficult for general auditors to manage IT auditors in the right way. Of course the general auditors want to know what the opinion of the IT auditors is and about what needs to be done at a client for checking the information systems, but if the general auditors let the IT auditors work on their own they will end up with a bulk of information which they did not really ask for. This happens because IT auditors explain their tasks a lot more detailed than the general auditors want them to. This is definitely a challenge for the companies and they are busy trying to find the right balance.

Another change in the future will be that the auditors will tend to go more towards exception reporting. A lot of processes in the system are standardized. These processes need to be analyzed to see if they have been influenced by certain actions and to see how they reach an outcome. The auditors then need to focus on the exceptions that are found in the processes, since a standardized process does the same thing every time. This will be a very important element.

The last thing that has changed is the planning of the audit. In all the audits the auditors conduct there is a required section that they have to estimate the effect of the automation on the audit. So how much does a company depend on information technology and how interwoven is the information technology in the primary process. The companies have a special ABC classification for this. The more dependent a client is on information technology, the more a client will find himself in the A category. In the A category companies are required to use IT auditors in the audit and they have to discuss the audit method with them.

At the moment the trend is that more and more clients are moving towards category A. All these clients are discussed with a representative of the IT audit. In the meeting of the general auditors and the IT auditors the environment of the client is analyzed and the classification of the client is determined. After this meeting the auditors start planning the audit and they discuss how the client’s system can be implemented into their working method. They also establish when the IT auditors should be used during the audit and which components the IT auditors need to check. By involving the IT auditors in the planning phase the medium sized companies can guarantee that they do not neglect information technology.

5.5 Technology capability

Technology has changed and will keep changing the auditing world drastically. Most companies work with electronic dossiers now. Everything of a client is now saved in the electronic dossier. In the accountancy firms technology is used a lot. For auditors this can mean a big change, because it does not really matter where you are located. You are able to work from any location.

Most medium sized companies use special software for the audit. For example, they are able to read all the information that is stored in a database, then analyze this information to see if there are any extraordinary cases. At the medium and small clients you can see that it is going more towards substantive tests instead of system tests. This means that the auditors only look at the basics of the system and the procedures, but afterwards will mainly focus on substantive tests. However there is a bulk of information present so you need specialized software for processing this. In this area the auditors see the advantages of audit software and they also see possibilities of using it even more efficiently. To implement these possibilities the auditors should work towards more specific analysis on the weak spots so it will be easier to discover the problems. In the future the general size of the audit tools will have to expand to keep up with the technology changes at clients.

Another big change that will have a large impact on the auditing world is XBRL. XBRL will change the entire presentation of the financial statements which in turn will change the audit of the financial statements. The auditors of the medium sized accountancy firms do not really no yet how this will look like in the future. The auditing world has been working on XBRL for a few years now, but it is still in the start up phase. It has not reached the expectations of people yet and only the larger accountancy firms are experimenting with it. At the medium and small accountancy firms there is still completely no interest for XBRL and they are not even thinking about it yet.

5.6 IT justification

The medium sized accountancy firms mainly have clients that are medium and small companies. These clients are mainly family businesses who have grown considerable in the last few years. This means that the firms do not really have the large control assignments. However even in their market they see that enterprise systems are becoming more accessible. The companies do not have customized systems anymore, as more and more companies are starting to work with standardized systems. The enterprise systems can also be implemented at smaller companies and they are now affordable for these companies.

Since enterprise systems have become more accessible even for the clients of medium sized accountancy firms they have to deal with them. One of the firms does not have any real IT auditors yet. This firm is however considering training internal employees to become IT auditors. It already has a few employees that have some information technology knowledge and these are the ones that are used during the audit. At the moment this firm uses the SRA approach. SRA means collaborating register accountants. It is a professional organisation for the medium and smaller companies which deliver certain working methods. There are about 400 to 500 smaller companies connected to this organisation. One of the approaches of the SRA is one for the IT audit which the firm has currently integrated into it’s own approach. This is the approach that is described earlier where the IT processes are analyzed first and it is determined to which category they belong. The more complex and the more dependent a company is on IT, the higher the category. Based on this category the auditors decide if they are able to do the audit by themselves or if they need a specialist for the audit. At the firm’s current clients the conclusion usually is that the auditors are able to do the audit themselves. In the future the technology of the clients will most likely expand which means the firm needs specialized people. If this is the case the firm can get access to the network of IT auditors through the membership of the SRA.

Besides the justification for not having IT auditors internally there is also a budget justification. Within accountancy firms the planning phase can lead to a difficult situation. The auditors will always have the discussion about the budget. For each client the auditors have a certain budget and how much of this budget should be spend on information technology and what will be left for accountancy. The IT auditors usually say that they need to do more work, while the general auditors say that they only have a certain budget that will not be higher so they have to drop certain tasks to stay within budget. This results in the dilemma that an IT auditor thinks certain tasks are very important, while the general auditors wonder if these tasks are really that important. For this matter the auditors have meetings and they eventually try to plan the audit in the most efficient way.

The client also has a say in the process of determining how important information technology is at his or her company. If a client wants to extend the IT audit to a higher level than what is necessary for the financial statement audit then the accountancy firms sell their IT audits separately. If a situation emerges where the client thinks the system is very important but the auditors classified it as less important, the auditors will have a meeting with the client to see if the client is willing to pay more for the audit. In general the auditors usually have the same interests as the client. Sometimes the client has the tendency to say that certain cases should be taken into account during the audit. The auditors will do this, but then the client has to pay extra.
5.7 Chapter summary

The following table displays the answers given by the medium sized accountancy firm. The full questions can be found in the introduction of chapter 1.

	
	Question 1: Experiences and influence
	Question 2: Improvements
	Question 3: Future
	Question 4: Image and business goals
	Question 5: Technology changes

	Medium sized accountancy firm
	- ES bring new risks.

- auditors can not depend on ES yet.

- Auditors not ready for ES yet.

- trouble between general auditors and IT auditors.
	- ES can save time and work.

- No improvements yet.

- audit advice improves quality.
	- use procedures in the system.

- accountancy and IT auditing training should come together.

- auditors should gain IT knowledge.

- exception reporting.
	- IT auditors involved.

- ES part of audit.

- ABC classification method and SRA approach.
	- electronic dossiers.

- Audit software.

- XBRL.


Enterprise systems bring a large risk for the clients of the medium sized accountancy firms, because the clients do not have all the knowledge and do not use all the modules of the systems. To audit these clients the auditors check the general controls and the application controls to find out if they can rely on the system. the enterprise systems could have a positive influence on the audit and the result of the audit. However for now this is not the case, because the auditors prefer to work the old fashioned way and do not know yet how to completely deal with enterprise systems. Since the general auditors have to take the system into account they realized they needed the IT auditors to help them conduct the audit. In the future the general auditors should gain more knowledge and the accountancy training should have more information technology courses. This could solve the problem that the general auditors and the IT auditors do not speak the same language. There are also some other technological changes in the auditing world. Most medium sized accountancy firms work with electronic dossiers and audit software now. In the future XBRL will also have a big impact on the auditing world. There are a few justifications made by the medium sized accountancy firms. One firm uses the SRA approach to justify not having internal IT auditors. The audit budget is also an input for discussion since the general auditors have to justify not auditing everything, because they do not have the budget for it.
6. Small accountancy firm
6.1 Introduction

The small accountancy firm offers services in the area of financial audits and administrations. The company has several locations, but only one location is responsible for the audits. The company employs only six auditors. The person interviewed is an audit leader.

The audit leader mainly serves the control clients. Control clients are the clients who voluntarily want an accountants declaration or the clients that are legally required to get an accountants declaration. The audit leader manages the team. He is responsible for the entire audit. This means in the planning phase the preparation, writing of the audit plan, determining the risks of the company, and deciding which tests to perform. Then the interim audit is conducted at the client. The audit leader makes sure that the interim audit results are translated into management letters and comments about the administrative organisation. Then the financial statement audit is conducted and this means checking the financial data and the significant risks that are present at a company. Afterwards the audit leader finishes the audits by writing an audit report which contains comments on the financial statements.

6.2 Auditor attitude

In the future enterprise systems will change the audit method. The small accountancy company is already going in the right direction when it comes to dealing with enterprise systems. The company does not have any IT auditors because the control practice is not very large. However since information technology is becoming more widely used by the clients, one of the employees of the company should gather information technology knowledge. For the time being the company does not need real IT auditors, because most of the clients simply do not have complicated software packages. At the clients the processes are still the same. The only difference is that they are now supported by an enterprise system. A company will always have the standardized processes and these are the ones that are important. An enterprise system only plays a supporting role at the moment. As long as the auditors are able to understand the client’s processes, they are able to serve the client. The auditors do not get scared if they notice a client has an enterprise system and they also do not think that they would not be able to handle it, because their company does not have any IT auditors. Their company is still good in estimating risks at their clients and they can base their audit on these risks. The system can then support the audit, which will influence the method somewhat. However by looking at the risks that come with the system it is not always necessary to use the system in the audit.

6.3 IT risk

At the clients there are more and more information technology related affairs. The information technology risks are becoming more important, because as a client you are a lot more dependent on the system. This dependency will grow even further in the future. In the accountancy education they take information technology a lot more into consideration nowadays. In other words current generations are growing up with information technology. This means that the planning and the execution of the audit have remained the same. What has changed are the estimated risks, which the audit is based on. This is because the risks in an enterprise system environment are a lot different from the risks in a traditional environment with less information technology.

6.4 Audit efficiency

An important requirement of an enterprise system is segregation of tasks. This should be integrated into the system. For example it should not be the case that a salesclerk also has access to the purchasing module of the system and is able to place purchase orders and sales orders. If the segregation of tasks is arranged properly in the system of the client, it means auditors are able to depend on the system more. In general the auditors could make good use of the systems of clients. The most important thing in this situation is that the auditors have the confidence that they can depend on the system. It could be such a great system, but they can not depend on the system if for example the access security is not sufficient. However despite the fact that the auditors could make use of a system, they will always have to perform substantive tests. The number of substantive tests will be reduced, but they will not disappear entirely. Using the system does save the auditors a lot of time.

A component of the audit method is the interim audit in which the auditors check the AOIB. The AOIB stands for administrative organisation and internal control. At some of the company’s clients the system is an important part of the AOIB. This means the auditors will look at the system. Examples of things the auditors look at are the server that supports the system, if the system will be supported by the supplier in the future, if there are any back up and recovery procedures, if the system has been fully tested, etc. These are the general controls. Besides the general controls the auditors also check the procedures in the system. This shows them the mutations in the system and these mutations are also analyzed.

6.5 Use of information systems

As stated earlier the audit method has been changed and the auditors try to involve the system in the audit as much as possible, because the system can be put into good use. Connecting different databases is a good example. It is easier to pull data out of an enterprise system and then export it to excel so you would be able to make pivot tables. Nowadays you can notice that auditors use the systems of clients a lot more.

Another change in the audit method is that the number of substantive test performed has been reduced, because the clients lean on enterprise systems a lot more. The interim audits will become a lot more important if clients work with large enterprise systems. During the interim audit the auditors look at the AOIB. A client has several processes they have to check. By looking at the AOIB during the interim audit the auditors can conclude if the client has arranged a process in the right way and if the client optimally uses the system. If this is the case the auditor is able to depend on the client’s system. For example if the auditors determine that the sales process is arranged properly and the client has enough controls involved in the process, they could use the information that comes out of the process, because it is considered reliable.

To make even better use of the systems of client in the future the accountancy education has to change as well. At the moment the accountancy world already has IT auditors who are specialised in information technology systems. This specialisation will become a lot more important in the future. Auditors have to have a lot of knowledge to understand certain software packages. This is a specialisation that the auditors do not have at the moment and they realize they miss this. For the small company it would be important to develop this specialisation in the future. However the auditors think that it is important to see what type of clients you have, because a lot of their clients do not work with enterprise systems yet. This means that for their company it is very difficult to decide how much to invest in this specialisation. In the future general auditors should understand the different software packages, because this would save a lot of work and IT auditors would not be needed. For general auditors to be able to understand the software it is needed in the future that information technology should be taken into consideration a lot more in the accountancy education.

6.6 Auditor technology

The small company makes use of audit software for analyzing data. However this has not been used widely yet and the software is still simple. In the future audit software should be used a lot more with a lot more extended options.

The small company also works with digital dossiers, because it is required by law. The law also requires that the preparation should be finished before the audit can start and the assignment confirmation should be received before the preparation can start. By having digital dossiers it is possible to use built in controls which check these requirements and make sure that the auditors follow these requirements. This is what the company is working on now. It is scanning all the paper documents so they can be stored in the digital dossiers. The company still has to take a few more steps before it has complete digital dossiers. The company is lagging a little behind, because it is a small company.

In the future the auditors will perform more continuous audits at their clients. At the moment the auditors visit a client twice a year, namely for the interim audit and for the financial statement audit. It will become more important that the auditors develop software which gives them the ability to audit clients continuously. For example login in on the client’s system by using the internet and then continuously analyze the processes, continuously check if the data is in balance, etc. This could be something that really improves the quality of the audits in the future. However despite the fact that the future will contain a lot more information technology, the contact with clients will remain the most important aspect. If the auditors would go towards a situation that they login through the internet it could be possible that the communication with the client is reduced. The auditors should maintain the contact with clients and not neglect it, because that is the most important aspect of an audit.

6.7 Chapter summary

The following table displays the answers given by the small accountancy firm. The full questions can be found in the introduction of chapter 1.

	
	Question 1: Experiences and influence
	Question 2: Improvements
	Question 3: Future
	Question 4: Image and business goals
	Question 5: Technology changes

	Small accountancy firm
	- Company does not have IT auditors and does not need them.

- If auditors understand processes, then the system does not matter.
	- auditors can make good use of the systems.

- software improves audit control.

- Es does not improve audit, because only plays supporting role.

- Time could be saved.
	- auditors should gain IT knowledge.

- analyzing IT risks will become more important.

- interim audits more important.

- change accountancy education.

- continuous audits.
	- company is good in estimating risks.

- system only supports audit.

- systems part of audit.
	- audit software.

- electronic dossiers.


The small accountancy firm does not need any IT auditors, because the clients do not have very complex systems. The company believes that if they understand the processes of a client and are able to discover the new risks they do not have to work with the enterprise system and so do not need IT auditors. There are new risks at a client, because the clients are more and more dependent on their information system. However that a client has an enterprise system does not change the audit method it only changes the type of risks a client has. The auditors could use the system of clients, but only if they can really depend on the system. Using the system then will never completely replace the substantive tests, however it could save the auditors a lot of time. The small accountancy firm struggles with the question if they should invest in an information technology specialization. It would be a good thing if information technology is taken more into account in the accountancy training. Other technology that has influence the small accountancy firm is audit software and electronic dossiers. However they are still lagging behind and could take this to the next step in the future. The company thinks it will also go more towards continuous auditing, however the auditors of the company believe that they should not forget that the contact with the clients is the most important.
7. Enterprise system oriented accountancy firm

7.1 Introduction

The enterprise system oriented accountancy firm is also one of the big four accountancy firms. The company also offers many services in the area of audit, tax, and advisory. The company differs from other firms, because it developed an own method for dealing with enterprise systems at clients. This company is the only company that has advanced in this area. The company has evolved their method so far that enterprise system suppliers ask them for advice. A partner of the firm was interviewed for this research.

The partner is responsible for the coordination of audits at several medium sized and large clients. The partner is also part of the team that developed the new method and works on the integration of the audIT approach at clients. For the partner this means working very closely with clients to improve the business of the client.

7.2 Auditor collaboration

Within the company the general auditors work closely together with the IT auditors. This because the IT auditors did not follow an accountancy training and because at the moment there is not a single general auditor who likes information technology that much to become an IT auditor. The IT auditors are working with the systems of clients. They try to find out what the best way is to obtain information out of the system and use this for analysis in such a way that the general auditors can use it. This does not mean that they only offer general auditors results to support the audit. It can also be the case that they provide the client with useful information.
It is not an obstacle that general auditors do not have an information technology background. However because the general auditors do not have the background it is important that they have faith in the IT auditors. They have to be able to trust that the IT auditor makes the right selection and gets the right information out of the system. To ensure this, arrangements are made between the general auditors and the IT auditors and it is documented what the responsibility is of the IT auditors and to what extent the general auditors can depend on that. In the future this dependency will slightly be changed, because the company will have a lot more people within accountancy that will have a strong IT auditor background. It is not necessary that all general auditors should become IT auditors, but there will be a group of general auditors that will have a strong affinity with information technology in the future. 

This group will arise because information technology is already part of the register accountant training. However the material in the training now is just the theoretical story and this does not mean that general auditors will know how to extract information out of an enterprise system. That is a very technical part. IT auditors are often into technology and they can extract anything out of a system. However for the understanding and the interpretation of the results a general auditor is needed. This means you always need general auditors. 

The IT auditors are becoming smarter and have enhanced their tasks. In an audit report the financial reporting risks, what the background is of these risks, which audits have been performed, and what the results of the audits are can be found. The IT auditors fill this report out for a large part and give the general auditors tips about certain cases that they still have to look at. Basically they say where it has gone wrong and in what area. They also state that the general auditors do not have to look at the rest, because it has already been covered. Then the general auditors finish the report in the form of explanation of the results of the analysis and the influence on the financial statements. It is therefore an advantage that the general auditors and the IT auditors are closely working together.
7.3 Information technology influence

The Sarbannes-Oxley act (SOX) states that auditors have to have a method which defines an interim audit for the financial reporting. This means that a client has financial reporting and this reporting should have enough internal controls for the general auditor to know that it is reliable. Clients have to identify key controls and allocate these controls to sensitive information. If a control is present then it only initially has to be tested to see if it works correctly. If this is the case then auditors will know that all streams of data have past the control. 

A company can be seen as a pyramid with three layers. The bottom layer is the information technology systems, the middle layer is the shared service centres, and the top layer is the local organisations (figure 6). At a shared service centre the employees try to put as much controls in the system as possible, because then they can say that everything is going ok. They base this on the fact that shared service centres perform a lot of analysis themselves. Knowing that shared service centres put controls in the systems auditors then want to put as much controls as possible in the shared service centres, because then the systems and the shared service centres are covered. This only leaves the local organisations where manual audits are conducted. These audits always have to take place and are done together with the management of the local organisations. 
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Figure 6: Pyramid model of organizations
The auditors use the pyramid view to plan audits at clients. Clients naturally have balance sheets with several balance sheet positions. In a balance sheet all kinds of statements can be found. Auditors will first look at which processes can be identified that influence the balance sheet positions. Then they determine that they want to analyse a certain percentage of these positions. This means they have to determine which sites they have to visit. Most of the clients have an enterprise system. Because clients have a system some of the statements can be checked with the help of the application controls in the system. This is done by the IT auditors. The general auditors will then check the shared service centres. Not all statements have to be checked by general auditors since in a shared service centre some of the statements are already checked, because the centre itself has controls to state that the processes are running well. Finally in the last part of the planning of the audit the general auditors will look at the local organisations. There the auditors see what else has to be done, besides the fact that many statements are already checked by the information technology systems and the shared service centres. In general the auditors do not extensively look at the systems and the shared service centres, because clients do that themselves. For auditors it is only important to know if the controls in the systems and the shared service centres are effective. If this is not the case then the auditors have to perform more substantive tests and they can not completely depend on the system.
Since the clients have enterprise systems and they allocate a lot of controls, the audit process has become a lot easier, despite the fact that an information technology system is naturally very complex. As soon as the system is implemented the audit process is a lot easier. In the past people said that eventually the audits have to be conducted there where a client has the highest possible risks. This meant that auditors distanced themselves from certain areas, because the risks were not that large there. This is naturally a risk on its own, because those areas could process large amounts of data and a lot of money can be processed in those areas. Nowadays this is not a risk anymore, because everything is checked. The IT auditors grab the bulk of information out of the systems and they check everything. The process is a lot easier, because they do everything through technology and the computer does the work for them.
The technology the clients have has changed the audit method of auditors. The company has developed a three phase method for classifying clients. The first phase is the multiple Enterprise Resource Planning (ERP) approach, the second phase is the ERP centralized approach, and the last phase is continuous monitoring (figure 7). 
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Figure 7: audIT method (source: KPMG, 2009)
At the moment a lot of clients are still located in the ERP centralized approach phase. In this phase auditors look at the exceptions in the processes of the client and analyse these more in detail. In the future clients will be moving towards continuous monitoring. Then the auditors will not judge all the different processes of a client, but they will judge the continuous monitoring process. Clients will judge if their processes are going well and auditors will judge that judgement. This means that a client actually takes over some tasks of the auditors. A client will have made a risk analysis, will have determined what the key controls are to cover all the risks, and will have tested if the controls worked. Auditors then analyse how the key controls are selected, how the controls are tested, and how the sample is determined. The results of this analysis of the auditors will show if certain things have gone wrong, how long it has gone wrong, how important the mistake is, and if the client has taken certain measures to restore the mistake. The advantage of continuous monitoring for clients is that mistakes are discovered quickly and they can intervene on time. Auditors only visit a client once a year and only do the interim audit in which they look at the processes. Any mistakes they find during the interim audit they can correct, but the mistakes could have been in the system for a long time. This does not mean that the financial statements are wrong, but the process could have run a lot more efficient if the mistake was discovered at an earlier stage.

To conclude, information technology has influenced an auditor’s job in a positive way and will continue to do so in the future. Information technology also enhanced the value of the accountants declaration. With the new audit method the chance that auditors make mistakes is become a lot smaller, because everything is checked. In the past it was still possible to discuss if an audit report was really true, but now that is impossible, because systems do not lie. If a client implemented and programmed the system correctly then it will not lie, because a system always does the same things unless it is reprogrammed.
7.4 Controls

A client has all kinds of processes like purchasing, receiving goods, purchase invoices, creditors, etc. All these processes are represented in an enterprise system. There are a few conditions, for example that the segregation of duties should be present in the system, that a client should have. In the audit auditors check how many automated controls there are and how many of the conditions are satisfied. Auditors only have to test an automated control once to know that the control has worked all year. Unless, in the mean time someone turned the control off. If this happened auditors then look at the general information technology control environment (ITGC). This environment is analysed and auditors check if there are people within the information technology environment that can turn an application control on or off. If there are a number of people that have this possibility the auditors check how this is arranged and how the client can assure itself that it does not just happen, but that it was a conscious choice. So auditors want to plan their audit with as much application controls as possible. If they know that all the application controls work then they are satisfied.

The segregation of duties is very important to auditors. Auditing the segregation of duties has changed in the last few years. Five years ago auditors were able to determine that certain people could perform multiple processes that, from a control technical point of view, should not be accepted. Three years ago auditors were also able to determine if these people actually used all the processes they could perform. This let to conclusions that certain people were allowed to do a lot, but as long as they did not use them all then nothing was the matter. Nowadays auditors can determine if certain people within a certain process have the possibility to perform all the sub processes. This is one step further, because auditors can analyse what employees have done at every transaction level.

At small companies it is often the case that whilst a few people can perform a lot of the sub processes, actually they only use a few of them. The auditors then advice clients to give the employees a lot less transaction rights, which can easily be set up in the system. If within a company the authorisations of employees is not well arranged then the auditors will analyze how many segregation of duty (SoD) conflicts there are and how often these conflicts happen. If a client has a lot of SoD conflicts this means that there is a chance that something has gone wrong or that someone consciously did something wrong. In this case the auditors go back to the client to find out what kind of measures the client has taken to make sure that everything goes right. If, on the other hand, there are hardly any SoD conflicts then auditors only check the conflicts that exist to cover everything. This means that auditors are not going to perform system oriented tests to judge the processes, but they will perform substantive tests and check if the exceptions correspond with the agreements that are made within a company. Nowadays auditors do not check many processes anymore, since these are all covered in the system, but they focus more on the exceptions and check these substantively by looking at source documents.
7.5 Client orientation

The function of auditors has changed, because the auditors follow their clients. A client invests millions in information technology systems and as an auditor it is not possible to justify simply not using a client’s system. The clients will say that they invest a lot of money in information technology and that all their processes are represented in the system. So the client expects the auditors to use it. In the area of information technology there are enormous opportunities in the market, because the clients do not know how everything works. The auditors know that now, because they have learned a lot from different clients. They worked closely with several clients to find out how the analysis method should work and how this method can be translated into the clients. The auditors gained experience at each new client, which can also be used at their existing clients. In this way the auditors try to gain as much knowledge as possible. With all this knowledge they are better able to serve their clients.
The new audit method is not only interesting for the auditors but also for the client. The auditors completely empty the systems and launch all kinds of analysis. In this way the results of the analysis are really an added value for the client. The results show if the client is doing well and where there are areas for improvement, to make optimal use of the systems. After the analysis the results are discussed with the client to find out if a client is aware of them and to check if the client understands the problems.

When doing the analysis the auditors differentiate between two kinds of transactions, namely routine transactions and non-routine transactions. Routine transactions are the transactions in the primary processes. Non-routine transactions are for example the provisions that are booked. The auditors say that in routine transactions a large volume of data is processed and that is what the client has an enterprise system for. They can be programmed. If all the processes run properly then in the end the auditors will only have the non-routine transactions left and these will be checked substantively. Since a lot of time is saved if only the non-routine transactions have to be checked auditors can focus a lot more on helping their clients optimize their business.
7.6 Technological changes

In the future the company will move towards electronic dossiers. The company is one of the last of the big four to start with this. The company has only just started with electronic dossiers, because now it can avoid many problems other companies have had and it can learn from these problems. Electronic dossiers are becoming more important and almost all the documentation is now scanned. This means auditors have to get used to this, because obviously they are still used to paper dossiers. For the new auditors that enter the company it will be a lot easier, because they grew up with information technology. 

An electronic dossier is very well supported by information technology, because the information technology systems are becoming a lot more powerful and the possibilities are becoming greater. In the past it was not possible to analyze the date the way it is done now. A lot more memory capacity is needed for the analysis and in the past that was very expensive. Nowadays the IT auditors bring a small hard disk and store all the information on there.
Another technology change in the auditing world is audit software. The company works with this software for a great deal now. The IT auditors extract the data out of an enterprise system and use that as input in the audit software, which contains all kinds of analysis. At the moment more then four hundred queries are defined in the software. By making sure that all the queries are defined properly once and that the input of data out of the enterprise system is correct then the analysis is already finished, because the audit software does everything for you. What still is a lot of work now is looking at the results of the analysis and finding out what they mean and if the analysis went well. The IT auditors like technology and they extract so much information out of the system and do so much analysis that it is always possible to find a problem. This means that the general auditors have to stay strongly focused, which costs a lot of time and energy. 
7.7 Chapter summary

The following table displays the answers given by the enterprise system oriented accountancy firm. The full questions can be found in the introduction of chapter 1.

	
	Question 1: Experiences and influence
	Question 2: Improvements
	Question 3: Future
	Question 4: Image and business goals
	Question 5: Technology changes

	Enterprise system oriented accountancy firm
	- IT auditors work with the system.

- general auditors need faith in IT auditors.

- auditors do not look at systems extensively, because clients do that themselves.
	- audit process has become a lot easier, because of ES.

- everything is checked, which improves quality of audit.

- result of analysis is added value for clients. Not possible without IT.
	- group of general auditors will exist with a strong affinity with IT.


	- close collaboration general auditors and IT auditors.

- IT largest part of audit.

- own developed audIT method.

- close collaboration with clients.
	- Electronic dossiers.

- audit software.


In the enterprise system oriented accountancy firm the general auditors and the IT auditors work closely together. Arrangement are made what the responsibility is of the IT auditors and how the general auditors can depend on that. In the future less IT auditors will be needed, because the general auditors are becoming more knowledgeable in the area of information technology. The auditors of this company plan the audit according to the pyramid model. They state that their audits have become a lot easier and the result of the audit a lot better, because with technology everything is checked. With the new audit method the auditors realized that many of their tasks have been taken over by their clients. This brings a lot of benefits for the clients and for the auditors. During the audit the auditors check the general control environment and the automated controls in the system. One important control for auditors is the segregation of duties in the system. Dependent on the segregation of duties in the system the auditors can determine what type of audit to conduct. The company has a strong bond with their clients, because in delivering the service they are client oriented. The audits they perform have a large added value for their clients. The company itself uses technology as well. They are working more with electronic dossiers now and they have really complex auditing software to support them in their audits. The big issue now is dealing with all the information that comes out of the audit software.
8. Academic perspective

8.1 Introduction

In the academic perspective there are professors that teach auditing and that do research in the area of auditing and there are auditors that work for auditing firms that give lectures at universities as well. For this research a professor was interviewed.

The professor does not have any hands on experience in auditing enterprise systems. This means that he did not do any audits of enterprise systems himself, but in all the years that he has been working in this area he has supervised students that have been working on implementation or audit issues involving enterprise systems. The professor started in the area of IT control and gradually moved to IT auditing. So first more in looking at what kind of information technology a company has and now more looking at if the technology that a company has works correctly and if it can be improved.
8.2 Enterprise system security

In the beginning enterprise systems were not known yet. There were only islands of automation, which were all separate systems. These systems could hardly talk to each other, work together, or exchange data. Then from the area of logistics the enterprise systems were developed. These systems were standardized logistic packages that expanded through the years. They have gotten a lot more modules in the financial area, in the Human Resource Management (HRM) area, etc. These systems changed the auditing world. One of the developments was that auditors were not going to make a data file for every application in an organisation anymore. They made one central data file and plugged all the different applications into this file. This was a good thing, because the chance that there were differences between different application was gone. The data only has to be put into the system once and then it can be guarded at one central place, which means a lot of advantages.

IT auditors used to check all the individual packages, which was a lot easier then checking a very large and complex enterprise system. Then a learning curve started, because the enterprise systems were developed and the auditors had to find out what it means to have one central data file. It is a great development, but it also means that if something goes wrong with that one central data file then everything will be lost. The safety risks of such a database are a lot larger then they used to be. This means that the auditor has to pay a lot more attention towards the security of the central database and the applications that are connected to it. IT auditors have to check if the security is organized correctly.

Another reason why the security is now a lot more important is because in enterprise systems a lot of actions can be taken. Data can be manipulated, data can be modified, data can be connected, data can be extracted, but the data in the financial administration can also be modified or account numbers changed into own account numbers if people have enough authorisations. One of the important things IT auditors do when checking the security is look at the settings and the authorisation tables that are used in the enterprise system. This is a very important task for IT auditors.

8.3 Auditor’s job

When enterprise systems were developed they appeared very great, but implementing an enterprise system correctly was a very difficult job. Especially in the beginning a lot went wrong. Everyone can say that it is a nice integrated system, but there was almost nobody that had the knowledge to oversee the modules and there mutual dependence. So a lot went wrong in implementation projects. This is why in the following years a lot of auditors started supporting the implementation. Sometimes even helping with carrying out the implementation and having the responsibility for it. However since the last few years and since the Sarbannes-Oxley (SOX) conflict auditors can not do this anymore, because advisory and audit functions had to be separated within the accountancy firms. The firms had to distance themselves from it. At the moment this is slowly changing again. Auditors now give advice in which system is the best system when a client decides to implement an enterprise system. However they still can not completely involve themselves in the selection process like they used to do in the past.

Enterprise systems have changed the auditor’s job in another way as well. Within an enterprise system it is possible to create links between different modules, which in turn links the different processes in an organisation. In the past the processes were checked individually and optimized individually. Enterprise systems made it possible to look through all the departments in a process oriented way and this made it possible to optimize an organisation as a whole.

One of the important reasons why IT auditing arose was because accountants started to realize that the data was all saved on the computer. The accountant thought it would be great to be able to analyze the data in an automated way. The persons that could do this were specialist that later became the IT auditors. The IT auditors started looking at the data and used the computer to analyze the data to recognize connections, to compare quantities, to perform dependency checks, etc. For a while this process became less important, because the attention shifted from checking if the data was right to checking if the information technology was organized correctly. Momentarily you see, because the packages to conduct analysis have become a lot better, that the IT auditors are moving back towards doing data analysis in the enterprise systems. There is so many data and if it is possible to do analysis on this data correctly, this gives a lot of value and it can give a client a lot of information. The results of the analysis can also secure that the information technology is working properly. This is a new area of attention in the auditing world.

By now IT auditors have been working with enterprise systems for a long time. So naturally there is so much experience that the IT auditors can check these systems in a very standardized way. Slowly automated tools arose that helped the auditors in their job. For example to look at authorisation in an enterprise system. Nowadays there are more and more computerized tools to even look in a broader way if the requirements that come from the SOX legislation are followed in organisations. Auditors have gotten a lot more instruments to do their job a lot better. This has been a big change for auditors in the past few years, because they had to learn how to work with these new and advanced instruments.

8.4 Enterprise system effectiveness

Enterprise systems have changed the auditors’ job, but what you still do not see a lot, although professors have been pleading for it in the training, is that IT auditors look at the effectiveness of enterprise systems. Do these systems really support the organisation as well as they are supposed to? Does the organisation really need a complex enterprise system or is it better to cut the information technology into a few pieces? There are a few IT auditors, but these are the exceptions, that work on these issues. It however is an issue that is getting more attention lately. Looking at the effectiveness of enterprise systems is something that is slowly becoming more central in the work of the IT auditor. The IT auditors could take this a step further. They could be more critical when organisations are thinking about if they should get an enterprise system or if they should not. 

In the auditor training there is an important line in the program that naturally professors have to teach auditors norms and standards. Then the auditors have to check if organisations are behaving accordingly and if everything is under control. However the auditors and the professors have to be very aware of the fact that they by far do not know everything. They have to be careful with their statements and they have to be very aware of the fact that it is great if clients have organized the information technology in a proper manner, but if the clients do this with information technology that they actually do not need or that is not good for the organisation then the auditors should point this out. In other words auditors have to pay attention to business IT alignment. How do you tune the business and the information technology? In the next few years this will play a big part in organisations and it is something IT auditors have to look at.

8.5 Auditing education

The professors share the opinion that the auditors barely have enough knowledge to deal with enterprise systems. They are just learning it. This means that the auditors have to be very careful with what they do in this area. One of the characteristics of the audit profession is that only statements are made that can be justified based on arguments and research. So the auditors have to be very careful in this area and think about how they are going to justify their statements. It is very important that they do not create expectations that are to high. In Holland there are four IT auditing training possibilities and the program of these training possibilities always shifts with the developments in information technology. The professors try to keep up with the information technology world and on some points try to be innovative.

In the register accountancy training to few is done with information technology. It has changed a little bit in the past few years, but it is still a constant struggle to get enough information technology into the accountancy training. There is a thesis of fifteen years ago of Rob Vijleman, the director of the IT auditing training in Tilburg, that is about what information technology knowledge a general auditor should have. The wish list he provides is by far not in the regular accountancy training. What the professors also noticed is that when they teach the general auditors the attention and the interest in information technology is a very underdeveloped area, even among students. The professors think that it will become very difficult for register accountants to do their job in the future. In the past few years the professors have told the general auditors that if they do not look out it will be the IT auditors that have to sign the financial statement in the future and not the general auditors. This because the general auditors simply do not have the knowledge.

The accountancy firms are really struggling with this issue at the moment. They struggle with the question when to involve an IT auditor when conducting the financial audit. There are also stricter rules that the IT auditor has to be involved in an early stage if the financial administration is largely based on information technology. However the cooperation between the general auditors and the IT auditors is not going well yet. The general auditors want to know if the IT auditors have certain findings in the IT audit. Then the IT auditors explain that some things are well organized and some things are not and what this means for the financial audit. The general auditors do not always understand this or think it is to detailed. At the moment they are still looking for the right cohesion. The ideas have been growing in the last few years, but the auditors do not have all the final answers yet.

8.6 Information technology

The technology is always changing and this has a big influence on the auditing world. There are at the moment a few developments that affect the auditors. A lot of organisations do not have their information technology in their own control. Even if organisations have an enterprise system then it is often not the case that they run it in their own data centre, but they outsource it to an information technology supplier. Then naturally auditors want to know if the organisation to which the information technology has been outsourced controls it correctly. This is a new task for IT auditors, because now they check if the outsourcing is arranged properly. This will continue to grow if outsourcing does not only mean transferring the information technology to a company in Holland, but if parts of the information technology will run in India, China, or in Surinam. This makes the entire control problems a lot more complicated.

A second development in the auditing world is that it could also be the case that an organisation does not have an own system, but that it rents modules of a system. This means that the organisation has information technology as a service. This is really growing at the moment. For example, the organisation has used so many hours of word processor or has used so many hours of websites. In this case the information technology supplier is no longer the administrator of information technology, but is the supplier of a service. What then happens is that complete chains of companies together supply a certain package of services to an organisation. This means that the organisation completely loses track of information. If for example the organisation does it with cloud computing then the data will be stored somewhere on the internet, but who knows where. It could be spread out over seventy-five thousand computers. How do organisations then handle the security? How can they control the systems and make sure that everything works correctly? For the auditor this raises the question how do you audit that everything is arranged correctly? These are the new issues that IT auditors acknowledge know and they by far know how to deal with them. An auditor should really stay focused on this area, since it is still in development.

Another important development is that for years researchers have worked from the idea that they do not want isolated applications. They started developing large enterprise systems. This means that everyone had SAP, or Oracle, or PeopleSoft. Nowadays there is a development what they call best of breed. This means that PeopleSoft used to be really good in HRM systems, SAP used to be really good in logistic systems, and other used to be really good in financial systems. What is now possible is to connect through middleware modules of these different systems and let them communicate with each other. In the past the technology world was not really good at this, but now it is a lot better. Again it is necessary that the collaboration between these systems is correct and that they are tuned properly. In the next couple of years this will be a very important area that will need a lot of the auditors attention.

A very concrete development of this moment that is very important for the auditors is XBRL. The professors foresee that this will drastically change the world of auditors. Most firms are not ready for this yet. Another development that makes the professors very curious about what it is going to mean for the auditing world is RFID. It can mean a lot for logistics, but it could also mean that the data for the financial administration comes directly from the logistic streams. How do you check this as an auditor? In general there is information technology in everything nowadays. Real phones do not exist anymore, because they have become computers. Products all have RFID tags which means that the live history of the products can be tracked. However the auditors and professors still only have a limited notion of what these developments will change in the auditing world.

8.7 Chapter summary

The following table displays the answers given by the academics. The full questions can be found in the introduction of chapter 1.

	
	Question 1: Experiences and influence
	Question 2: Improvements
	Question 3: Future
	Question 4: Image and business goals
	Question 5: Technology changes

	Academics
	- safety risk a lot larger. 

- audit  whole company in process oriented way.

- auditors barely have enough knowledge.

- in accountancy training to few IT.

- attention and interest for IT is underdeveloped area.

- collaboration between IT auditors and general auditors is not going well.
	- information out of ES can have great value if the systems is completely checked and found secure.
	- Auditors should pay more attention to IT security.

- auditors should look more at the effectiveness of ES.

- if nothing changes the IT auditors will sign the financial statement.
	Not used in this case.
	- automated tools.

- outsourcing of IT.

- IT as a service.

- Best of breed.

- XBRL.

- RFID.

- IT everywhere.


Since the rise of enterprise systems a lot has changed for auditors. Security has become very important. Auditors always have to do the audits now with the security in mind. Enterprise systems have made it possible for auditors to look at all the processes in a company together and to optimize the processes as a whole. However auditors still have to make sure that they are not to involved in the advisory part since law requires auditing and advisory to be separate. Enterprise systems have also made it possible that auditors can look at all the data in the system and can do extensive analysis which gives a lot of value for the clients. The auditors can do this, because they have extended audit tools. What auditors should focus on now is the effectiveness of enterprise systems and pay attention to business IT alignment. General auditors do not have enough knowledge to audit enterprise systems. It is also still very difficult to motivate auditors and students to learn more about information technology. However this can have big consequences for general auditors in the future. New technologies will have a big impact on the auditing world in the future. Technological changes are outsourcing of technology, technology as a service, best of breed systems, XBRL, and RFID.
9. Data Analysis

9.1 Introduction
The auditors of the different companies and the professor share many different views about the influence of enterprise systems on the auditing world. The large and medium auditing firms are well on there way of using the enterprise systems in their audit, however the small firm does not see the point yet of using the system in the audit all the time. The professor shared his view on the auditing education and how the auditors should do their job in the future. This chapter is the analysis of the five previous cases combined. The table below shows the complete overview of answers of all the cases.

	
	Question 1: Experiences and influence
	Question 2: Improvements
	Question 3: Future
	Question 4: Image and business goals
	Question 5: Technology changes

	International firm
	- general auditors don’t really like IT.

- general auditors lack IT knowledge.

- trouble managing IT auditor.
	- general auditors don’t really like IT.

- general auditors lack IT knowledge.

- trouble managing IT auditor.
	- depend more on the IT audit.

- better collaboration between general auditors and IT auditors.

- gain more IT knowledge
	- Use of IT auditors.

- IT part of audit.
	- auditor module.

- electronic dossiers.

- audit software.

- XBRL.

- Real-time reporting.

	Medium sized accountancy firm
	- ES bring new risks.

- auditors can not depend on ES yet.

- Auditors not ready for ES yet.

- trouble between general auditors and IT auditors.
	- ES can save time and work.

- No improvements yet.

- audit advice improves quality.
	- use procedures in the system.

- accountancy and IT auditing training should come together.

- auditors should gain IT knowledge.

- exception reporting.
	- IT auditors involved.

- ES part of audit.

- ABC classification method and SRA approach.
	- electronic dossiers.

- Audit software.

- XBRL.

	Small accountancy firm
	- Company does not have IT auditors and does not need them.

- If auditors understand processes, then the system does not matter.
	- auditors can make good use of the systems.

- software improves audit control.

- Es does not improve audit, because only plays supporting role.

- Time could be saved.
	- auditors should gain IT knowledge.

- analyzing IT risks will become more important.

- interim audits more important.

- change accountancy education.

- continuous audits.
	- company is good in estimating risks.

- system only supports audit.

- systems part of audit.
	- audit software.

- electronic dossiers.

	Enterprise oriented accountancy firm
	- IT auditors work with the system.

- general auditors need faith in IT auditors.

- auditors do not look at systems extensively, because clients do that themselves.
	- audit process has become a lot easier, because of ES.

- everything is checked, which improves quality of audit.

- result of analysis is added value for clients. Not possible without IT.
	- group of general auditors will exist with a strong affinity with IT.
	- close collaboration general auditors and IT auditors.

- IT largest part of audit.

- own developed audIT method.

- close collaboration with clients.
	- Electronic dossiers.

- audit software.

	Academic
	- safety risk a lot larger. 

- audit  whole company in process oriented way.

- auditors barely have enough knowledge.

- in accountancy training to few IT.

- attention and interest for IT is underdeveloped area.

- collaboration between IT auditors and general auditors is not going well.
	- information out of ES can have great value if the systems is completely checked and found secure.
	- Auditors should pay more attention to IT security.

- auditors should look more at the effectiveness of ES.

- if nothing changes the IT auditors will sign the financial statement.
	Not used in this case.
	- automated tools.

- outsourcing of IT.

- IT as a service.

- Best of breed.

- XBRL.

- RFID.

- IT everywhere.


9.2 Enterprise system usability

Since the rise of the enterprise systems auditors have realized that they can not go around the system of the clients anymore. That is why nowadays most auditors try to use the systems of their clients as much as possible. This is in contrast with research conducted by Arnold and Sutton (2007) in which they state that auditors still focus on the inputs and outputs and work around the system.  This is also in contrast with my expectation that enterprise systems are not really used yet in the audits. The auditors want to be able to depend on these systems so they conduct all kinds of tests to find out if the systems are reliable. In these tests the general controls and the application controls are analyzed. Here the control risk is determined. This is in accordance with phase 2 of the audit method  and the risk described by Elder et al. (2009). The fact that auditors now test the application controls and general controls is a change in audit method and this is also in contrast with my expectation. The auditors should pay a lot more attention towards the security of the system in the future. Even though most auditors are now using the system in their audits, a lot of them would still prefer working around the computer. This could mean that the auditors are not completely motivated to learn how to audit an enterprise system. Although their preference is working around the computer, the auditors still involve the system in the audit, because it is practically impossible to work around the system. Another reason why auditors involve the system in their audits is because the auditors realized their clients could use the advice in this area. Advising the clients about their systems has become a part of the audits. 

To be able to plan the audits auditors start with estimating how much a company depends on information technology and how interwoven the information technology is in the primary process. This is in line with the first phase of the audit method described by Elder et al. (2009). In this phase the inherent risk mentioned by Elder et al. (2009) is determined. If a clients has a high classification the IT auditors are involved in the audit and together the audit method is planned. A discussion takes place to determine when the IT auditors are needed and how the system will be checked. In this way the auditing company can guarantee that they do not neglect information technology. This means that SAS no. 94 is really used. SAS no. 94 states that general auditors should consider involving an IT auditor (Hunton et al., 2004; Brazel and Agoglia, 2007). However the general auditors are not considering it, they are really involving the IT auditors in the audit.

Within the smaller auditing firms there exists a different opinion about enterprise systems. They also realize that more clients are working with enterprise systems, but these are not the clients they usually have. The auditors that work for these firms state that clients will always have standardized processes and that as long as they are able to understand these processes, they can conduct the audits. An enterprise systems only plays a supporting role in their audits. If the auditors look at the risks and the processes they often still conclude that it is not necessary to use the system in the audit. However they do see this changing in the future.

9.3 Auditing benefits

As stated in the previous paragraph auditors try to use the systems of their clients. The system processes all the information and checks all the information with the application controls. Using the enterprise systems in the audit has advantages and disadvantages. One advantage is that if the auditors can depend on the system a client has, it will save them a lot of time and work. Auditors can depend on the system if they have the guarantee that the application controls have worked properly. It will not improve the result of the audit, but the auditors can get to the result faster. However this is often not the case. The auditors are still trying to find the most optimal way of conducting the audits. This is a difficult process, because every client is different and every client has a different system or combination of systems. At the moment the auditors have to go through the entire system and is very complex. This is in accordance with research conducted by Gehrke (2010) and Janvrin et al. (2009). They also stated that for now enterprise systems do not provide a lot of benefits yet, because it is a very complex environment and still difficult to audit.
Another advantage enterprise systems bring is on the side of the management information. Enterprise systems can provide the managers with more accurate and timely information. This will give the auditors the feeling that the client is in control. A final advantage of enterprise systems is that it is now possible for auditors to check everything. This lowers the detection risk explained by Elder et al. (2009). However this is only the case with the enterprise system oriented firm. Not all firms are at this level yet. The auditors can extract all the information out of the system and analyze everything. This process has become a lot easier, because the system already does a lot of work for them. It also enhances the value of the accountants declaration. When everything is checked the chance that auditors make mistakes is a lot smaller, because the systems do not lie. The enterprise system oriented firm agrees with Colmenares (2009) that the process of planning and executing an audit has become easier and that the reliability of the audit outcome is increased. However the majority of the auditors share the opinion that enterprise systems has made their job a lot more difficult. Since most auditors still struggle with auditing an enterprise system my expectation that the enterprise system will improve the quality of the audit has not been met. Besides all the advantages the general auditors mentioned one large disadvantage of enterprise systems and that is that it made them a lot more dependent on the IT audit. 

The new way of auditing does not only have advantages for auditors but also for their clients. If the auditors can analyze everything, the results of the analysis will be an added value for the client. The results show if the client is doing well and where there are areas for improvement, to make optimal use of the systems. 

9.4 IT auditors

General auditors generally do not have the knowledge to audit an entire enterprise system. For that reason IT auditors are nowadays a lot more involved in the audit. In the future general auditors should even work more closely with the IT auditors. This means that the IT auditors check specific controls in the system and report their findings to the general auditors. At the moment there is still a struggle between these two types of auditors. To be able to work together efficiently it is necessary that the auditors trust each other. Trust is not always there which causes the general auditors to check if the information received from the IT auditors is accurate. This causes a lot more work. The lack of trust can be explained by the fact that most general auditors do not have a lot of information technology knowledge and do not understand the work of the IT auditors.

It is very difficult for general auditors to manage IT auditors in the right way. The general auditors want the opinion of IT auditors in the area of the information technology and what needs to be taken into account during the audit. However if they let the IT auditors work on their own they will end up with a lot of information which they did not really ask for. For this reason general auditors are always needed to analyze the findings of the IT auditors and they have to stay focused to find the real information they need. This research shows, in contrary with what Hunton et al. (2004) and Janvrin et al. (2008) state, that general auditors do not feel overconfident and are not reluctant to involve IT auditors in the audit. There are still some difficulties, but they have realized that they can not work without the IT auditors. However the fact that IT auditors do the IT audit proves my expectation that information systems are to complex for general auditors and they do not have the knowledge to deal with them.
9.5 Changing auditing world

The auditing world is changing, because of new technology. In the past accountancy firms worked with paper dossiers while now they are switching to electronic dossiers. Having electronic dossiers is a lot saver since paper documents can be lost and only one person can have access to a document at the time. With the electronic file you can have tight security and set up authorisations so that the right persons can access the documents they need. Other technology that has made the work of auditors a lot easier is audit software. The audit software can analyse all the data very fast and accurate which saves the auditors a lot of time. This is in accordance with phase 3 of the audit method described by Elder et al. (2009). It also improves the results of the audit since the software is a lot more accurate then if auditors do it themselves. This means that the auditing world actually followed the suggestion of Gehrke (2010) to use audit software in the audit, because of the complexity of the enterprise system environment.
In the future the auditing world will change even more. Enterprise systems contain standardized processes. This means that the system does the same thing every time. Now auditors are still checking all the information in the system, but in the future they should work more towards analyzing the exceptions. This will lead towards a situation where the auditors already know the system is secure and they can depend on the system. The auditors will then go back to substantive tests to check the exceptions. Since there is a lot of information present auditors use the audit software to help them conduct the substantive tests. Another change in the future according to the auditors is that they will go more towards continuous audits at their clients. They would develop software which makes it possible to log on to the clients’ system and then analyze the processes continuously. This would improve the quality of the audits, since errors would be discovered timely and can be corrected straight away. 

In the future clients could also do the continuous monitoring themselves. Then the auditors will not look at the systems extensively anymore, because the clients do that themselves. The auditors will only check the continuous monitoring process and the client would have taken over a lot of their work. This can be a big advantage for the clients, because they are more in control of their own processes and can act quickly.

Another area of enterprise systems that you still do not see a lot is that auditors look at the effectiveness of the systems. Does a client really need an enterprise system and does it support the clients processes as good as it is supposed to? In the future auditors should focus on this area, because this will give their clients a lot of information and can also really be an added value.

9.6 Auditors’ education

In the auditor education technology is already taken into account, but not to a very large extent. This should be expanded a lot more. There is a list of all kinds of knowledge a general auditor should have and this is by far not in the regular auditing training.  This means that the auditors that finish their education now still do not have the knowledge needed to audit enterprise systems. IT auditors still have to conduct the IT audit and try to explain their findings to the general auditors. If general auditors want to do more themselves in the future it is necessary for them to gain knowledge about how enterprise systems work.

The education of auditors is now still divided into a separate training for IT auditors and a separate training for general auditors. In the future it is a must that these two programs fuse together into one training course. General auditors eventually have to become IT auditors. This is in accordance with conclusions reached by Brazel (2005) and Curtis et al. (2009) that general auditors must gain knowledge of enterprise systems and their internal controls to be able to perform effective and efficient audits. However what professors still notice at the moment is a lack of interest in information technology by students.  If the current generation does not realize that they need extra training and information technology knowledge, they will have a lot of trouble with doing their job in the future and in the end it will be the IT auditors that have to sign the accountant declaration. This is in contrary to my expectation that by now the auditing education would have changed to involve a lot more information technology.

This means that in general Arnold and Sutton (2007) were wrong, because the focus of auditing has shifted towards the system. They are however right in the fact that the general auditors are still not focusing on the systems and are letting the IT auditors do that part of the audit. They are also right when it comes to the focus of the auditing education, because IT is not fully involved yet.
9.7 Summary
In conducting the audit most auditors have realized that they can not work around the systems anymore. They are all trying to find ways to implement the system into their audit method. Using the enterprise systems of clients in the audit has resulted in a few advantages. Auditors can save a lot of time and work if they are able to depend on the system. It also gives a lot of added value for the clients. Since the environment is a lot more complex when it involves enterprise systems, IT auditors are now part of the audits. This causes some problems that still have to be solved. The audit method of auditors has changed. Using audit software for conducting audits has made the audit a lot easier and has resulted in a qualitative better audit. In the future the auditors should work more towards exception analysis and continuous monitoring. However to be able to get this far the auditing education has to change even further first and the general auditors should gain a lot more information technology knowledge.
10. Conclusions

10.1 Introduction
The auditors and the professor have a lot of similar and different opinions and a lot of points were made. This chapter shows the most important points and will answer the main research question: How do enterprise systems affect audit practices in the Netherlands today? This chapter also gives answers to the sub questions, describes the lessons I have learned during this research, and describes the research limitations.

10.2 Main Findings
The main findings of this research are answers to the sub questions of the research. Together they will produce an answer to the main research question. The following questions and answers were found:

What are the advantages and disadvantages of auditing in an enterprise system environment?

An advantage is that if the auditors are able to depend on the systems of their clients this will save them a lot of time and work. However since auditors are still struggling with enterprise systems, because of the complexity, the audit process is still very time consuming. Another advantage is that audit software is now being used by most companies, which does a lot of the work for auditors. The information that comes out of an enterprise system can be used as input for the audit software and the output is a result of the analysis of the information. By using audit software companies are able to analyze a lot more data then they used to. A final advantage is that by using the enterprise system in the audit and making use of audit software the outcome of the audit is a lot more reliable.

A disadvantage of enterprise systems is that a lot of general auditors lack the knowledge of these systems and thus are not able to deal with them in the audit. If the general auditors do not understand the system it will be difficult for them to plan the audit and know what to check. Another disadvantage is that enterprise systems produce a lot of new risks that have to be taken into account. The security risks are for example very important.
How does focusing on the process, which is the enterprise system processing all the information, change the method used for conducting an audit?

The method for auditing has definitely changed, because of the rise of the enterprise systems. Phase 1 of the audit method described by Elder et al. (2009) has become a lot more important. In this phase the environment of the client is analyzed and the risks are determined. The auditors have to determine to what extend the primary processes of their clients is interwoven with information technology and what risks the systems bring. When this is completely analyzed, they can plan the audit and they will know in which parts of the audit the IT auditors need to be involved. Another change in the audit method is in phase 2. The testing of controls has become very important. These are the controls in the system on which the auditors would like to depend. On the other hand the number of substantive tests of phase 2 has been lowered, since all the data is now part of the enterprise system. Phase 3 of the audit method has also become a lot more important, since the auditors now use audit software to analyze everything. To conclude the audit method as a whole hasn’t changed, but the focus is more on different phases of the method.
How can the audit process be improved to produce satisfactory results for external stakeholders and clients?

There are many ways that the audit process can be improved. The first improvement is that general auditors should gain a lot more information technology knowledge. This should start by changing the auditing education. If the general auditors eventually have the knowledge to deal with enterprise systems, it would be a lot easier for them to collaborate with IT auditors and be able to understand what their conclusions are. Then the general auditors could critically look at the IT auditors findings and be able to give their clients high quality advice. Another improvements is moving towards exception reporting and continuous monitoring. By continuously monitoring the processes of the client in the system, errors can be detected and solved very fast. This improves the quality and reliability of the information that is used as input for the audit. Another situation is when the auditors know that they can depend on the system and that everything is checked, they do not have to worry about that anymore, but they can just look at the exceptions and fix these. This will save them a lot of time and work and also improves the quality of the audit outcome. A final improvement will be if the auditors also focus on the effectiveness of enterprise systems. They could analyze the environment of the client to find out if the system is working in the most effective way. This information has a high value for their clients.
What is the impact of enterprise systems on an auditor’s career?

The impact on an the general auditors is large. The general auditors are realizing that they do not have the knowledge and the background to be able to deal with the complexity of enterprise systems. They are at the moment very dependent on the IT auditors, which is a situation that some of the general auditors dislike. The general auditors are going to have to gain information technology knowledge if they want to change this situation. At the moment they can still manage, but they know that if they do not change anything, they will eventually start lagging more behind and will have to watch the IT auditors take over their jobs.
10.3 Lessons Learnt
By doing this research I learned how to do qualitative research even better then during my bachelor thesis. A new thing that I have learned is that validity is very important. I have also learned that it can sometimes be difficult to get the true opinions that you are looking for, especially when it is about a sensitive topic. Persons interviewed are not always willing to admit their flaws, which is human natures. However to be able to get the full story you have to be creative and ask the right question, so that you also hear the parts that are not so good.

10.4 Research Limitations
A limitation of this research is the limited number of companies that were used in the interviews, which can make it difficult to generalize. Another limitation is the fact that not a lot of companies were willing to participate in the interview, which could have influenced the results of the interviews. This research focused on how the auditing world is affected by enterprise systems and what changes could be made to improve audits in the future. However the research does not focus on how to implement the changes and does not have all the solutions to the problems that are present in the auditing world at the moment. Further research is necessary to find the optimal way of motivating the auditing world to change even further and to find the best way to implement the changes.

10.5 Conclusion
The final conclusion is an answer to the main research question. The main research question is:
How do enterprise systems affect audit practices in the Netherlands today?

Enterprise systems have really affected audit practices in the Netherlands. The audit method has been changed to be able to deal with these systems. IT auditors are more involved in the audits to be able to test the controls in the systems and to make sure that the general auditors can depend on the system. Improvements can be made to the audit process to deliver a higher quality outcome to the external stakeholders and the clients. Finally the largest impact is on the career of the general auditors. They are starting to realize that without a technical background it is difficult to audit in the new enterprise system environment of the clients.
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12. Appendix A: Interviews

Interview 1
Job description: I am an audit leader at Waverijn. I mainly serve the control clients. Control clients are the clients who voluntarily want an accountants declaration or the clients that are legally required to get an accountants declaration. I manage the team, which means that two assistants join me when I visit the client. At a client we do the regular work that all accountants do for an audit. The audit starts with the preparation, writing of the audit plan, determining the risks of the company, and deciding which tests we will perform. Then we visit the client and conduct the interim audit. This interim audit results in management letters and comments about the administrative organisation. The financial statement audit means checking the financial data and the significant risks that are present at a company. We finish the audit by writing an audit report which contains comments on the financial statements.
Years of experience in the auditing field: 7 years.

Education: HEAO accountancy, NIVRA register accountant (not finished yet)

1. What are your past/recent experiences with enterprise systems and how have they affected your function as an auditor?
Our clients are mostly the smaller companies who are required to be checked and a few clients who voluntarily want to be checked. Not all our clients have an enterprise system. The larger clients usually have an enterprise system implemented. When we look at these clients we usually find a number of systems that are connected, but it is not one large system yet. 

At our clients we see more and more IT related affairs. The IT risks are becoming more important, because as a client you are a lot more dependent on the system. This dependency will grow even further in the future. I notice that in the accountancy education they take IT a lot more into consideration. You grow up with IT so to speak. This means that the planning and the execution of the audit have remained the same. What has changed are the estimated risks, which we base our audit on. This is because the risks in an enterprise system environment are a lot different from the risks in a traditional environment with less IT. We try to involve the system in the audit as much as possible, because the system can be put into good use. Connecting different databases is a good example of what I mean. It is easier to pull data out of an enterprise system and then export it to excel so you would be able to make pivot tables. In short, you notice that auditors use the systems of clients a lot more nowadays.
2. How can enterprise systems improve the auditing process and the outcome of the audit?

Because our clients lean on enterprise systems a lot more, you see that the number of substantive test has been reduced. The interim audits will become a lot more important if clients work with large enterprise systems. During the interim audit you look at the Administrative Organisation and Internal Control (AOIB). A client has several processes we have to check. By looking at the AOIB during the interim audit you can conclude if the client has arranged a process in the right way and if the client optimally uses the system. If this is the case you would be able, as an auditor, to depend on the clients systems. For example if you determine that the sales process is arranged properly and the client has enough controls involved in the process, you could use the information that comes out of the process.

Another important requirement of an enterprise system is segregation of tasks. This should be integrated into the system. For example it should not be the case that a salesclerk also has access to the purchasing module of the system and is able to place purchase orders and sales orders. If the segregation of tasks is arranged properly in the system of the client, it means we are able to depend on the system more. In general I think we could make good use of the systems of clients. The most important thing in this situation is that we have the confidence that we can depend on the system. It could be such a nice system, but we can not depend on the system if for example the access security is not sufficient.

However despite the fact that we could make use of a system, we will always have to perform substantive tests. The number of substantive tests will be reduced, but they will not disappear entirely. I can state that by using the system we save a lot of time.
3. How do you think auditors should deal with enterprise systems in the future?

At the moment the accountancy world already has IT auditors who are specialised in IT systems. I think that this specialisation will become a lot more important in the future. You have to have a lot of knowledge to understand certain software packages. This is a specialisation that we do not have at the moment and we miss this. For our company it would be important to develop this specialisation in the future. However I think that it is important to see what type of clients you have, because a lot of our clients do not work with enterprise systems yet. This means that for our company it is very difficult to decide how much to invest in this specialisation. I think that in the future general auditors should understand the different software packages, because this would save a lot of work and you would not need any IT auditors.
As I mentioned earlier IT is becoming more important in the accountancy education. In the future IT should be taken into consideration a lot more. However I do not think that I can say that enterprise systems will change our audit method in the future. I think that our company is already going in the right direction when it comes to dealing with enterprise systems. The reason we do not have IT auditors is because our control practice is not very large. However since IT is becoming more widely used by our clients, one of our employees should gather IT knowledge. But I do stick to my opinion that for the time being we do not need real IT auditors, because most of our clients simply do not have complicated software packages.

4. How does your company approach enterprise systems to obtain a positive impact on its image and business goal?

At our clients the processes are still the same. The only difference is that they are now supported by an enterprise system. A company will always have the standardized processes and these are the ones that are important. In my opinion an enterprise system only plays a supporting role at the moment. As long as we are able to understand the client’s processes, we are able to serve this client. We do not get scared if we notice that a client has an enterprise system and we also do not think that we would not be able to handle it, because we do not have any IT auditors. Our company is still good in estimating risks at our clients and we can base our audit on these risks. The system can then support the audit, which will influence the method somewhat. However if you look at the risks that come with the system, then you do not always have to use the system in the audit.

A component of our audit method is the interim audit in which we check the AOIB. At some of our clients the system is an important part of the AOIB, this means we will look at the system. Examples of things we look at are the server that supports the system, if the system will be supported by the supplier in the future, if there are any back up and recovery procedures, if the system has been fully tested, etc. These are the general controls. Besides the general controls we also check the procedures in the system. This shows us the mutations in the system and these are also analyzed.

In our company we use audit software for analyzing data. We also have an advisory part which is part of our audit. If we notice that a certain process could be arranged in a more efficient way, then we will give a client advice in this area in the form of a management letter. We do this annually. The management letter describes our findings, the risks of these findings, and how to handle the risks.

5. How could change in technology impact the future directions of auditing?
It is required by law to use digital dossiers. The law also requires that the preparation should be finished before you can start the audit and that the assignment confirmation should be received before you can start the preparation. If you have a digital dossier you can use built in controls which check these requirements and make sure that we follow these requirements. However this is what is happening today and not what could happen in the future. Our company is scanning all the paper documents we have so that they can be stored in the digital dossiers. We still have to take a few more steps before we could have complete digital dossiers. We are lagging a little behind, because we are a small company.

As I said before we already use audit software for analyzing files. In the future this will be used a lot more with a lot more extended options. Furthermore, I expect more continuous audits at clients in the future. At the moment we visit a client twice a year, for the interim audit and for the financial statement audit. I think it will become more important that we develop software which gives us the ability to audit clients continuously. For example, login in on the client’s system by using the internet and then continuously analyze the processes, continuously check if the data is in balance, etc. Despite the fact that the future will contain a lot more IT, I think the contact with clients will remain the most important aspect. If we would go towards a situation that we login through the internet it could be possible that the communication with the client is reduced. However we should maintain the contact with clients and not neglect it, because that is the most important aspect of an audit.
Interview 2

Job description: I am a senior manager. This means that I do the audit of the financial statements. In general I do this with audit teams. As a senior manager you are responsible for the professional competence process of the entire dossier. The partner is responsible for the entire dossier and he or she makes sure that the communication with the client goes well. Depending on how large the clients are we have a number of assistants working as a team.
Years of experience in the auditing field: 12½ years 

Education: HEAO accountancy, register accountant.

1. What are your past/recent experiences with enterprise systems and how have they affected your function as an auditor?

What I have noticed at my clients is that they have a lot of separate systems for there core business, which are partly connected to each other, but it is not integrated into one enterprise system. It is never one system, but always a number of separate systems. My clients are mostly the medium and small companies and not the large companies. For example all the books in Dutch libraries come from one of my clients. They work with special software that is mostly customized. As far as the general auditors are concerned IT is not our favourite subject, despite the fact that it is becoming a larger part of our education. We would rather outsource the audit of the IT to our IT auditors. This has to do with my generation. If the IT auditors take care of the audit of the software then we would love to use the output of their audit, but you really have to be interested in IT to actually worry about what they do.

In the last few years we have created some added checks, because of the systems our clients have. We want to make sure that we can depend on what comes out of the system. This means that we ask IT auditors to check specific things, as far as we can understand the system. We also check the information we get from our IT auditors. This means that we do margin analysis to see if for example a certain counter in the system is correct, even though the IT auditors already said that it is correct. By working in this way we do not fully use our IT audit. In fact we could depend on it a lot more. This could save us a lot of time, because we would not have to go through the entire framework ourselves. I think this is a change in culture for the general auditor to work more closely with the IT auditors.

We are required to bring an IT auditor with us when we go to our clients. This is especially the case for the larger companies. For the smaller companies we can choose if we want to bring them or not. Despite the fact that we have a choice, we usually tend to bring our IT auditors with us to the smaller companies. The IT auditors think this is a waste of time, because this is about small standardized applications. We do not have enough IT auditors for this. This is why we have a group of auditors within our organisation who are trained as assistants to look at the smaller software packages.

At the medium sized companies we always use the IT auditors to check the software. We often reach the conclusion at companies that the interface between the production application and the financial administration is not working correctly. They say this is the responsibility of the general auditor, but we wonder if this is really the case. However at the moment it is still unclear where the tasks of the IT auditors and the general auditors come together.
2. How can enterprise systems improve the auditing process and the outcome of the audit?

We do try from the perspective of the IT audit to use the system a client has. In the normal enterprise systems, which have a minimum of customization, you can already find a lot of log files and access tables which tell you who is able to do what. These are things we always look at during the audit. The entire automation is interwoven into our audit method. This means that somewhere during the audit you will run into the IT auditor. This mainly happens in the planning phase and later in the control phase. What the IT auditors do in their audit approach is to make sure that as a minimum the IT environment is secured. This means which persons have access to the system, who can do mutations, is there internet security, are there any back up and recovery procedures, etc. We call these the general controls, which should always be present in the system. These are the controls the IT auditors check first. If these controls work properly then the next step for the IT auditors is to check the controls in the system. These are the checks on totals, are debit and credit in balance, if a purchase comes in does the stock change as well, etc. We call these controls the application controls.

We do have trouble in managing an IT auditor. As a general auditor we do not know exactly how an application works, so we can not tell an IT auditor where to look. But to be able to depend on the system we ask the IT auditors to see what they encounter in the system. They come back with a report and then we determine which parts are relevant, which are not, and which parts can we use. For the audit of the financial statements not every application control is interesting. The fact that clients are working more and more with systems has made our work a lot more complicated, it makes us a lot more dependent. It depends on what your interests are, because an auditor with a lot of affinity with IT will say that it made our work easier. At the moment we are just more dependent on the IT audit. Sometimes we find this annoying, because as a general auditor you are responsible. The IT auditor can see that everything is fine, but we also need to have the feeling that everything is really fine.
3. How do you think auditors should deal with enterprise systems in the future?

We can not go around the system anymore, we are aware of that. It is however the case that as a general auditor you will never reach the level of knowledge an IT department of a client has. We can of course say what the understandable application controls and general controls are and these are the ones we check. But if an IT auditor starts to work at a client he will know which controls we check. So I do not think that we fully cover all the exceptions in the software of a client. I think we will never find out if we have covered everything.

I think that the new auditors that start working for our company have more knowledge then the auditors that currently work for us. But if I look at these new auditors that come from universities and colleges we still see the same perceptions as the ones I had 13 years ago, because I was not a fan of computers either. Nowadays they are a lot more comfortable with IT, but to say that this generation can talk about application controls and general controls on a high level straight away is not the case. They still look at these controls theoretically, but there is no complete overview.

I think that if you are a very smart IT expert and deliberately want to deceive someone you will succeed. Previously this was different, because you had bank statements and not all these complicated applications. You had a lot more tangible material which you could depend on. This also has to do with the scale of the client. You can not check every bank statement, every order number, or every cost price calculation. So eventually you are going to have to depend on the system. I think this is at the moment the biggest risk. Previously it was all about stealing money from the money-box, now it is all about technology.

4. How does your company approach enterprise systems to obtain a positive impact on its image and business goal?

Well it is not written on billboards that we are the best company in auditing enterprise systems, but we do bid heavenly on IT audit during the quotation process. At the smaller and medium companies where they do not have enterprise system we also have our IT auditors present during the quotation process, even if it is only with a picture. They do not have to state anything sensible in the offer itself, but they are part of it.

We also have an advisory part in our audit. This again depends on the scale of the client. All the clients receive a management letter and an audit report. So if we notice that someone is still manually putting down checkmarks to balance two lists then we will tell them to use a counter for both lists and if the total is the same you do not have to do it manually anymore. A second part is the log files. It is not always possible to create log files. At our clients we see that their systems normally do not keep a lot of log files. The client usually does not even notice this, while we say if you just look at a log file and check if anybody did something strange, you can focus on that straight away. Our clients do not use this a great deal. Log files are a great way to check who did what, so you can focus on the exceptions. This is just a part of risk analysis which our customers could use a lot more. However, at the moment log files are still more of a toy for the auditors.

5. How could change in technology impact the future directions of auditing?

What will be very handy for auditors, which is not present at the moment, is a module in the software specifically for auditors. Software developers should take the auditors into account while developing their software. At the moment the software companies do develop application controls, but when we have to check these controls we always have to run a special query or do a special analysis. We also have to determine a number of times that for example the calculation of the selling price is correct, to give a guarantee that the calculation is correct the entire year. If an application control is developed for this, then we can assume straight away that the process has worked correctly the entire year, because a computer does the same thing every time unless it is re-programmed. You can then check the mutations with the help of the general controls of the system. But now it is still the case that we have to take these controls out of the system ourselves and it would be great if the software developers could take this into consideration. They could for example do this in a sort of audit report, just like there are management reports that a manager can get out of the system in an efficient way. We should just be able to press a button and the system will present us with audit reports especially for auditors.

If eventually this auditor module could be used it comes with one problem. It would make it easier for the client to know what we need to check. On the other hand I think that we would both reap the benefits if the system presents us with reliable information. However as an added security you could add a few measures to the audit method to minimize this risk. As I said before nowadays we are a lot more dependent on the IT auditors and this also comes with a risk. The work of the auditor could be influenced positively by taking this into account in the system. For example, an auditor could be part of developing a system. By doing this a system would be a lot more user friendly for the auditors. This would mean that we could do more by ourselves and we would not always need the IT auditors anymore. To make the auditor module save a software package could for example receive a certificate which means that it is “auditor proof”. In this way we would know that the reports that come out of the module would be reliable and that they are completely secured. In the audit reports we should find mutations of system users, mutations after 6 pm, mutations on public holidays, etc.

Other technological changes are XBRL and real-time reporting. These will play a big part in the future and could save auditors a lot of time, because these technologies speed up the audit process. However for the time being I do not see a change in the type of  people coming into the company at all. 13 years ago IT was and today still is a specialized skill.
Interview 3

Job description: I teach and I do research in the area of auditing. I do not have hands on experience in auditing enterprise systems. I first started in the area of IT control and gradually I moved to IT auditing. First more in looking at what kind of information technology a company has and now more looking at if the technology that a company has works correctly and if it can be improved. So this is a movement in my position.

Years of experience in the auditing field: 20 years.

Education: Economics, Information management, Register EDP Auditor.

1. What are your past/recent experiences with enterprise systems and how have they affected your function as an auditor?

I have not done any audits of enterprise systems myself, but in all the years that I have been working in this area I have supervised students that have been working on implementation or audit issues involving enterprise systems. You can see a development in this area. When I started in this area we did not know enterprise systems yet. We had what we called islands of automation. These are all separate systems. You had to be very lucky if these systems could talk to each other, if they could work together, and if they could exchange data. Then from the area of logistics the enterprise systems were developed. These systems were logistic packages that expanded through the years. They got a lot more modules in the financial area, in the HRM area, etc. There were then two large developments in the auditing world. The first one was that we were not going to make a data file for every application in an organisation anymore. We made one central data file and plugged all the different applications into this file. This was good, because the chance that there were differences between different applications was gone. You only have to input data once. You can guard it at one central place and that means a lot of advantages.

The second development, in fact there are three, is that you could create links between the different modules in the system which created links between different processes in an organisation. In the past processes were checked individually and optimised individually. Enterprise systems made it possible to look through all the departments in a process oriented way and this made it possible to optimize an organisation as a whole.

The third important development is when I started in this area we were all worried about designing your own information system. While with enterprise systems you have the big breakthrough of the standardized packages. We do not think about what kind of information systems we have anymore. Someone from Oracle or from SAP visits us and tells us what modules we need to support the business processes. In that context you can see that the IT auditor used to check all the individual packages. This were little isolated objects. It was a lot easier then checking a very large and complex enterprise system. This is not completely true, because in those years we had a lot less experience in handling IT then we have now. It was the beginning of a learning curve. Then the enterprise systems were developed and we had to find out what it means to have one central data file. It is a great development but it also means that if something goes wrong with that one central data file we loose everything. The safety risks of such a database are a lot larger then they used to be. This means that the auditor has to pay a lot more attention towards the security of the central database and the applications that are connected to it. You had to check if the security of the central database was organized correctly.

In enterprise systems you can do a lot. You can manipulate data, you can modify data, you can connect data, you can extract data, but you can also if you have enough authorisations modify data in the financial administration or change account numbers into your own account number. One of the important things IT auditors do is look at the settings and the authorisation tables that are used in the enterprise system. This is a very important point for IT auditors. Another important point is something that I cannot estimate quantitatively is that enterprise systems appeared very great, but implementing an enterprise system correctly was a very difficult job. Especially in the beginning a lot went wrong. You can say it is a nice integrated system, but there was almost nobody that had the knowledge to oversee the modules and there mutual dependence. So a lot went wrong in implementation projects. That is why in the following few years a lot of IT auditors started supporting the implementation. Sometimes even helping with carrying out the implementation and having the responsibility for it. However this can not be done anymore since the last few years since we had the Sarbannes-Oxley conflict, because advisory and audit functions had to be separated at the accountancy firms. The firms had to distance themselves from it, but this is slowly changing again. They give advice in which system is the best system when a company decides to implement an enterprise system. However they can not completely involve themselves in the selection process like they used to do in the past.

What you still do not see a lot, although we have been pleading for it in the training, is that IT auditors look at the effectiveness of enterprise systems. Do these systems really support the organisation as well as they are suppose to. Does the organisation really need a complex enterprise system or is it better to cut the information technology into a few pieces. There are a few IT auditors, but these are the exceptions, that work on these issues. It however is an issue that is getting more attention lately. The development that has to do with this is that a lot of organisations do not have their IT in their own control. Even If I have an enterprise system then it is often not the case that I run it in my own data centre, but I outsource it to an IT supplier. Then naturally you want to know if the company to which you have outsourced your IT controls it correctly. Here you see a new task for IT auditors. SAS 70 plays an important part here especially when it is about the financial reporting and the automation of the financial reporting. You still see that they check if the outsourcing is arranged properly. This will continue to grow if outsourcing does not only mean transferring my IT to a company in Holland, but if parts will run in India, China, or in Surinam. This makes the entire control problems a lot more complicated.

The last development you see in the auditing world is that it is often not the case that an organisation has an own system, but that it rents modules of a system. This means that they have IT as a service. For example I have used so many hours of word processor or I have used so many hours of websites. Then the IT supplier is no longer the administrator of IT, but is the supplier of a service. What you then often see is complete chains of companies that together supply a certain package of services to an organisation. Then you often completely lose track of information. If for example you do it with cloud computing then the data will be stored somewhere on the internet, but who knows where. That could be spread out over 7500 computers. What then to do with the security. So these are the new issues that IT auditors acknowledge know and they by far have the answers to everything. 

2. How can enterprise systems improve the auditing process and the outcome of the audit?

What you could see in the starting years was that we were really trying to discover what enterprise systems really were. What changes in an organisation. Naturally by now there is so much experience that the auditors can check these systems in a very standardized way. Slowly automated tools arose that helped the auditors in their job. For example to look at authorisations in an enterprise system. Nowadays there are more and more computerized tools to even look in a broader way if the requirements that come from the SOX legislation, in other words the compliance with all different kinds of laws and rules, are followed in organisations. Auditors have gotten a lot more instruments to do this job a lot better. This was a big change and in the past few years auditors have had to learn how to work with these instruments.

Another important change in the area is that when IT auditing arose one of the important reasons why it arose was because accountants started to realize that the data was all saved on the computer. They thought it would be great to be able to analyze the data in an automated way. The ones that could do this were specialists that then were partly called IT auditors. Then they started looking at the data and used the computer to analyze the data to recognize connections, to compare quantities, to perform dependency checks, etc. For a while this process became less important, because the attention shifted from checking if the data was right to checking if the IT was organized correctly. Momentarily you see, because the packages to conduct analysis have become a lot better, that we are moving back towards doing data analysis in the enterprise systems. There is so many data and if you are able to do analysis on this data correctly this gives a lot of value and it can give a company a lot of information and secure that the information technology is working properly. Here you also see a new area of attention arising. All large companies have specialist in this area now.

3. How do you think auditors should deal with enterprise systems in the future?

The development of IT as a service, in other words service orientation, is growing. I think that in the auditing world we have to look together for ways to arrange the security for this. How can you control the systems and make sure that everything works correctly. For the auditor this raises the question how do you audit that everything is arranged correctly. This is still in development. An auditor should really stay focused on this.

Another important development here is that for years we worked from the idea that we do not want isolated applications. We started building large enterprise systems. This means that everyone had SAP, or Oracle, or PeopleSoft. Nowadays there is a development what we call best of breed. This means that PeopleSoft used to be really good in HRM systems, SAP used to be really good in logistic systems, and others used to be really good in financial systems. What you now can do is connect through middleware modules of these different systems and let them communicate with each other. In the past we were not really good at this, but now we are a lot better. Again you have to make sure that the collaboration between these systems is correct and that they are tuned properly. I think that in the next couple of years this would be a very important area that would need a lot of our attention.

I think that the auditors barely have enough knowledge. We are only just learning it. This means that auditors have to be very careful with what they do in this area. One of the characteristics of the audit profession is that you only make statements that you can justify based on arguments and research. In short we have to be very careful in this area and think about how to justify our statements. You have to be careful that you do not create expectations that are to high. This is very important. In Holland we have four IT auditing training possibilities and what you can see is that the program of these training possibilities always shifts with the developments in IT. We at least try to keep up with the IT world and on some points we try to be innovative.

Looking at the effectiveness is something that is slowly becoming more central in the work of the IT auditor. I think that they can take this a step further. IT auditors could be more critical when organisations are thinking about if they should get an enterprise system or if they should not. In my own auditor training there is an important line in the program that naturally we have to teach auditors norms and standards and they have to check if organisations are behaving accordingly and if everything is under control, but we also have to be very aware of the fact that we by far do not know everything. So we have to be careful with our statements and we have to be very aware of the fact that it is great if you have organized the IT in a proper manner, but if you do that with IT that you actually do not need or that is not good for your organisation then what are you really doing. In other words and we do that very strongly in the training in Rotterdam you have to pay attention to business IT alignment. How do you tune these two things. My prediction is that in the next few years this will play a big part in organisation and it is something IT auditors have to look at.

In the Register Accountancy training to few is done with IT. It has changed a little bit in the past few years, but it is still a constant struggle to get enough IT into the accountancy training. There is a thesis of fifteen years ago of Rob Vijleman, the director of the IT auditing training in Tilburg, that is about what IT knowledge an accountant should have. If you look at the wish list he provides then this is by far not in the regular accountancy training. What we also notice a lot is that when we with our background teach the accountants the attention and the interest in IT is a very underdeveloped area even among students. That makes it very difficult. I think that it will become very difficult for register accountants to do their job in the future. In the past few years we have heard in a teasing way that if the register accountants do not look out it will be the IT auditors in the future that have to sign the financial statement and not the financial auditors. This because the financial auditors simply do not have the knowledge. You can see that accountancy firms are really struggling with these questions at the moment. They struggle with the question when to involve an IT auditor when conducting the financial audit. There are also stricter rules that you have to involve the IT auditor in an early stage if the financial administration is largely based on IT. However the cooperation between these two is not going well yet. That is an area of do you have certain findings in your IT audit. There are certain things that are organized well and there are certain things that are not. What does this mean for the financial audit. They are still looking for the right cohesion. You do see that the ideas have been growing in the last few years, but we do not have all the final answers yet. This is very difficult.

4. How could change in technology impact the future directions of auditing?

IT as a service is one of the very important developments. Cloud computing is also a very important development. The fact that internet commerce is still becoming a bigger part of the economy is also an important development. This means that we want to be sure that everything works correctly. Privacy issues surrounding IT will remain very important. In general if you mention a very concrete development of this moment that is very important for the auditors then it is XBRL. My collegue and I foresee that this will drastically change the world of the auditors. Most firms are not ready for this yet. Another development which makes me very curious about what it is going to mean for the auditing world is RFID. It can mean a lot for logistics, but it could also mean that the data for the financial administration come directly from the logistic streams. How do you check this as an accountant. Out shoring and Off shoring will remain being an important development. Nowadays we have IT in everything. You do not have phones anymore, because they have become computers. You have RFID tags on all products which means you can track the live history of the products, but we still only have a limited notion of what these developments will change in the auditing world.
Interview 4

Job description: I am an audit leader. This means that I am responsible for the control assignments, for managing several assistants, and for communicating with the client. I work directly under the partner who signs the financial statement.

Years of experience in the auditing field: 13 years.

Education: HEAO in Den Haag, register accountant in Amsterdam.

1. What are your past/recent experiences with enterprise systems and how have they affected your function as an auditor?

Our clients are the medium and small companies. They are mainly family businesses who have grown considerably in the last few years. This means we do not really have the large control assignments. However even in our market we see that enterprise systems are becoming more accessible. Companies do not have customized systems anymore, as more and more companies are starting to work with standardized systems. These systems can also be implemented at smaller companies and they are now affordable for these companies. 

The big disadvantage of standardized systems is that there is often little knowledge within the company, which means that our clients depend on the software supplier. Another disadvantage is that our clients do not use all the possible options the system has. An example is the possible segregation of tasks in the system that is not arranged correctly, even though it is very important for the audit. On paper our clients have everything arranged quite well, but as soon as they have to translate this to the software, they have a lot of difficulties. Enterprise systems also cause problems, because companies are not very good at recognizing the new risks. They do not have an overall view of the system and it’s environment. They only see a nice system that works well and looks good, but in the system the whole segregation of tasks is missing.

Internally we are trying to understand the enterprise system and it’s environment as well as possible. To do this correctly we would like to use the segregation of tasks that is present in the system. The problem is that at the moment we often discover that we can not use this at our clients. We then have to come up with some creative ways to work around the segregation of tasks. After the audit we give our clients advice about the system and how they could use it more efficiently. We try to show a client what is missing in the system and make sure they focus on these areas.

I have always been interested in automation, computers, and everything else that has to do with IT. I regularly have training in this area and I try to read a lot about this subject. I notice that in accountancy there is little attention for IT. Accountants prefer to do the audit the easy way by working around the computer, however I think that this is practically impossible. They often think that if they look at this document at the input side and at that document at the output side and they are both signed then it will be OK. However in this way they forget what happens in the black box which is the system. If there are a lot of weak spots in the system, which is usually the case, then the possibility of a mistake being made is a lot greater. It does not have to go wrong, but the risk that it does is a lot greater.

In short there is little attention for IT in accountancy. You do see it a lot more and there are a few accountancy firms that work with IT, but in general it has become clear to me that the accountant prefers to do the audit the old fashioned way.
2. How can enterprise systems improve the auditing process and the outcome of the audit?

At first the segregation of tasks in the system has to be arranged properly. It is also important that the database the system uses is well secured. At the moment you often see that you can not do any harm through the program, but it is possible to directly mutate data in the database. If this is possible you have a lot of different risks which we did not have before. Another thing that has to be arranged properly is the logging of mutations. At the moment it is very difficult to control this and there are hardly any practical ways to do this.

I can definitely say that the arrival of enterprise systems at my clients has not made our audit approach more efficient, because we are still looking for the most optimal way of doing things. Every client is different and every client has his own system. There is also a lot of free software on the market and clients think that they can use this to save money. At first this free software seems to do the job, but for our audit it gives a lot of added risks.

In the future enterprise systems could maybe improve our audit method. The accountancy world is already changing because of these systems, but in general I think we are not ready yet. We are very well aware of the fact that we are not ready yet and we realize will still have to learn a lot.

3. How do you think auditors should deal with enterprise systems in the future?

I think that in the future we have to work more closely with the real IT auditors. These are the people who really understand the system and the processes in the system. The audit will not be about documents anymore. This will completely disappear and we will be working more towards large file analysis and really unravelling the system. The software will become the new administrative organisation and to be able to guarantee the work of the system we will need real IT knowledge.

Nowadays there is a separate training for IT auditor and this runs parallel to the training for accountancy. In the future these two should fuse together into one training course. I graduated a while ago, but from what I hear the accountancy training is working a lot more with IT. However in the future IT should become an even bigger part of the total accountancy education course. The current auditors working for accountancy firms, excluding a few exceptions, avoid this area. The next generation of auditors should change this, but they do not really get the chance now. It will take a number of years before it is their turn.

4. How does your company approach enterprise systems to obtain a positive impact on its image and business goal?

Our company does not have any real IT auditors yet. We are thinking about training internal employees to become IT auditors. We do have a few employees that have some IT knowledge and these are the ones we use during the audit. We use the SRA approach. SRA means collaborating register accountants. It is a professional organisation for the smaller companies which deliver certain working methods. There are about 400 to 500 smaller companies connected to this organisation. One of the approaches of the SRA is one for the IT audit which we are currently integrating into our own approach. In this approach you first analyze the IT processes and determine the category they belong to. The more complex and the more dependent a company is on IT, the higher the category. Based on this category you decide if you are able to do the audit by yourself or if you need a specialist for the audit.
At our current clients the conclusion is usually that we are able to do the audit ourselves. We have an auditor with a lot of technical knowledge and I also have some knowledge about the IT processes. At the moment we are still able to combine it in this way. In the future I can see it going a lot further which means we will need specialised people. If this is the case we can get access to the network of IT auditors through our membership of the SRA.
5. How could change in technology impact the future directions of auditing?

I think the accountancy world will change drastically. You can already see this with the new developments in the area of XBRL. XBRL will change the entire presentation of the financial statements which in turn will change the audit of the financial statements. I do not really know how this will look in the future. They have been working on XBRL for a few years now, but it is still in the start up phase. It has not reached the expectations of people yet and only the larger firms are experimenting with it. At the medium and small companies there is no still completely no interest for XBRL and they are not even thinking about it yet.

Our company uses special software for file analysis. I think we have already gone very far in this area. At the medium and small companies you can see that it is going more towards substantive tests instead of system tests. This means that we only look at the basics of the system and the procedures but afterwards will mainly focus on substantive tests. However there is a bulk of information present, so you need specialized software for processing this. In this area we really see the advantages of audit software and we also see possibilities of using it even more efficiently. To implement these possibilities we should work towards more specific analysis on the weak spots so it will be easier to discover the problems.

For our people technology is fun and interesting, so at the moment we are just trying to help each other in this area. The graduated register accountants are required to take specialized training in this area, but in our company it is mostly about self teaching and keeping yourself informed in the area.
Interview 5

Job description: I am responsible for the control practice in the Gouda area. A few years ago Gouda was chosen as a strategic location, because a large part of the market is located in that area. For this reason I was transferred from the location in Rotterdam to the location in Gouda. In the Gouda area I am responsible for controlling the financial statements and for delivering the audit statement. I am mostly involved in the preliminary stage of the audit and in the later stages of the audit. In the preliminary stage I make sure that the audit is planned correctly. In the later stages of the audit I make sure that the audit results are translated into an advice letter and into the final audit statement. In these two stages advising the client is also part of the entire process. Finally the last activity that I am responsible for is recruiting new clients from the market.

Years of experience in the auditing field: 18 years.

Education: Register accountant.

1. What are your past/recent experiences with enterprise systems and how have they affected your function as an auditor?

The IT systems definitely influence our control approach and the systems are becoming more important. This is because more and more information from the primary processes is saved in the system. Traditionally auditors work around the system while conducting the audit. This is at the moment still the method that is preferred. Our company uses a different approach. For the past few years we have been involving the system in the audit, because we noticed that our clients could use our advice in that area. We call this the IT advice which is a kind of natural advice function that is part of our audit method.

Nowadays less information is available on paper and this definitely influences my job. We have adjusted our method in such a way that we work on a case more with computers. In most cases we involve our IT auditors in the audit. The IT auditors look at 2 elements. The first element is the general controls. This means they check if the logical access security is arranged adequately, if the logging is arranged in the right way, and if the continuity of the systems can be guaranteed. The second element is the application controls. If a client has such a complicated system this element is also checked in the audit. The application controls check if there are certain controls that are carried out by the system that an auditor can use.

In the end it is all about deriving a certainty about the financial statements. In short the financial statements have to give a trustworthy representation of the company. With this in mind you check in which way the audit can be designed that this happens in the most effective and efficient way. In this audit process you see automation becoming more important and that is why we follow an audit trail through the system.

That IT systems are becoming more important can also be seen in the accountancy education. In my time IT did get some attention, but nowadays they focus a lot more on IT. It is now a big part of the education, even in the first accountancy courses you take. For me it is not an obstacle that my education may already be a little outdated, because at our company we have specialists for IT. I think that the combination of the general auditors and the IT auditors is what makes us a good company. There is however one weakness in this combination, because the general auditors and the IT auditors do not speak the same language and often do not understand each other. It is very difficult to manage an IT auditor in the right way. Of course you want to know what the opinion of the IT auditor is, and about what needs to be done at a client for checking the information systems, but if you let an IT auditor work on his own you will end up with a bulk of information which you did not really ask for. This happens because IT auditors explain their tasks a lot more detailed than we as general auditors want them to explain. This is definitely a challenge for the company and we are busy trying to find the right balance.
2. How can enterprise systems improve the auditing process and the outcome of the audit?

I think that especially on the side of the management Information a lot of things can be improved. An information system can better provide management with the needed information. If the system processes the information more effectively, the better the management information that eventually comes out of the system will be. This leads to a better feeling that we then have a company that is in control. In this area I definitely see advantages.

Eventually we will reach a situation where everything will be stored in the information system. Here I also see efficiency advantages in the sense of paperless dossiers, paperless clients that do not have to save invoices, etc. This means we can also start using all kinds of authorisation procedures that take place in the system. For example the approval of a purchase invoice. I think that we can create a great deal of success in this area especially when it comes to planning our audit.

Another way in which the result of the audit can be improved is by the advice we give our clients about the processes in the system. I am able to give some advice on this subject, however I think that I lack the knowledge to give this kind of advice. To give an adequate advice in the area of information systems I need the help of the IT auditors. An example is that the authorisation tables in the system are unreadable. We can not control or use these tables if they are unreadable. In these cases we definitely need a specialist to present the client with a better solution for organising their processes in the system.

3. How do you think auditors should deal with enterprise systems in the future?

I think that will tend to go more towards exception reporting. A lot of processes in the system are standardized. These processes need to be analyzed to see if they have been influenced by certain actions and to see how they reach an outcome. We then need to focus on the exceptions that are found in the processes. I think this will be a very important element.

Another thing that I think is very important is that general auditors eventually have to become IT auditors. In the future it will be necessary for a general auditor to have the same knowledge as an IT auditor. The general auditors will need to be trained in this area and the accountancy education should also be focused more on IT knowledge. As time passes you will then start to notice that the people who have been working in the business longer will start lagging behind.

4. How does your company approach enterprise systems to obtain a positive impact on its image and business goal?

In all the audits that we conduct there is a required section that we have to estimate the effect of the automation on the audit. So how much does a company depend on IT and how interwoven is the IT in the primary process. We have a special ABC classification for this. The more dependent a client is on IT, the more a client will find himself in the A category. In the A category you are required to use IT auditors in the audit and you have to discuss the audit method with them.

At the moment the trend is that more and more companies are moving towards category A. All these clients are discussed with a representative of the IT audit. In the meeting of the general auditors and the IT auditors the environment of the client is analyzed and the classification of the client is determined. After this meeting we start planning the audit and we discuss how the client’s system can be implemented into our working method. We also establish when the IT auditors should be used during the audit and which components they need to check. By involving the IT auditors in the planning phase we can guarantee that we do not neglect IT.

To be honest the planning phase can lead to a difficult situation. We will always have the discussion about the budget. For each client we have a certain budget and how much of this budget should we spend on IT and what will be left for accountancy. The IT auditors usually say that they need to do more work, while the general auditors say that they only have a certain budget that will not be higher so I have to drop certain tasks to stay within budget. This results in the dilemma that an IT auditor thinks certain tasks are very important, while the general auditors wonder if these task are really that important. We always have meetings for this and eventually we try to plan the audit in the most efficient way.

The client also has a say in the process of determining how important IT is at his or her company. If a client wants to extend the IT audit to a higher level than what is necessary for the financial statement audit then we sell our IT audits separately. If a situation emerges where the client thinks the system is very important but we classified it as less important; then we will have a meeting with the client to see if they are willing to pay more for the audit. In general we usually have the same interests as the client. Sometimes the client has the tendency to say I want you to take these cases into account during the audit. We will do this, but then the client has to pay extra.

5. How could change in technology impact the future directions of auditing?

I think that future technologies will have a large scale influence on our profession. The general size of our own tools will also have to expand. We already do a lot of the work with the help of audit software. For example, we are able to read all the information that is stored in a database, then analyze this information to see if there are any extraordinary cases. Our own dossiers are all electronic now. Everything is saved in the electronic dossier. So in our own company we see that technology is used a lot. For auditors this can mean a big change, because it does not really matter where you are located. You are able to work from any location.

Another thing we have noticed is that clients are increasingly working with new technology and that IT is becoming more and more interwoven in their primary process. The controls are part of the system and we should try and use these automated controls. This means that as soon as information is entered into the system there is no more human intervention. The system can process the information and can check all the information. In this case we try to check the application controls, so we can have the guarantee that these controls have worked properly. This will save us a lot of time and work, because you only have to check once if a certain person has signed a document. By determining if the logging has worked correctly and the access security is solid, we can state that a control in the system has worked properly and this guarantees that the information is reliable.

Another change in technology that will influence our jobs in the future are the management Information systems. Because these systems measure if there are mistakes in the process and immediately report this, the management will be informed and can take measures straight away. When the management information is monitored this gives us a feeling that a company is in control. These are definitely changes I see in the future and these changes will be an added value for our profession.
Interview 6

Job description: At the moment I am still senior staff. This means that I am the audit leader in the field. I am usually at the clients and I also have assistants. I manage the assistants in doing their job and I review their performance and give them feedback. I am also the contact person for the client for the documents we have to produce. I am responsible for the financial statement audit, making sure that the audit report is solid, checking the documentation, etc. In September I will become a manager. This means that I will manage the senior staff, the audit leaders, and this will happen on a higher level. This will result in spending less time at the clients, talking about the issues with clients, making sure that the clients receive all the reports, and managing the budgets. In short, I would review the work of the audit leaders.

Years of experience in the auditing field: 4,5 years.

Education: business economics, accountancy, register accountant.

1. What are your past/recent experiences with enterprise systems and how have they affected your function as an auditor?

I do not know if the systems my clients have are all enterprise systems, because often you see that the systems are not connected. You often have a separate system for the front office, the people that actually earn the money. If this is always integrated with other systems from other departments depends on the company. For us it is important to see how data originates, mainly the numbers in the financial statements. From the numbers you go to the general ledger system. This system is usually connected to the operational system, the system that keeps the primary processes running. In these systems we identify the risks that could have caused wrong, incomplete, or inaccurate data. Usually we hope that the systems has built in checks and balances which we can depend on. These controls guarantee that the numbers are accurate. An example is that an input has at least been signed by two persons. These are the so called application controls that exist in the system. If we can lean on the system, we would have less work to do for our audit. If a control does not work en everybody could enter data into the system, then there is a chance that de data is incorrect and that the numbers in the financial statements are represented inaccurately. This means that we have to do more work.

We are able to check the controls in the system ourselves if we have enough knowledge, but if this becomes to complicated then we have a department of IT auditors that can assist us in testing the controls and can help us with checking the general controls. Examples of general controls are the logical access security, change management, back up and recovery procedures, etc. These are the controls that are checked first by the IT auditors. The general controls have to be checked before we can depend on the application controls. If the general controls do not work properly and everyone has access to the system, then you could have many application controls, but you still would not be able to depend on the system. If I look at my clients and the systems they have then hardly anything has changed in the last few years. I do not have any IT knowledge, but I work with IT auditors a lot. It is however intention that I understand the findings and conclusions of the IT auditors. But I would not be able to conduct the IT audit myself.
2. How can enterprise systems improve the auditing process and the outcome of the audit?

Our end result is off course the approval of the financial statements. If the general controls and the application controls all work properly this would only help us save time and work. I do not think that we could improve the result of the audit. We shall only get to the result faster. 

We would guide clients if they want to implement a new system and we would definitely look at the possibilities. If our clients already have an enterprise system then we probably are already depending on it and if they do not have an enterprise system then there is usually a good reason for not having one. For example that it is not effective, or reliable, or efficient to have an enterprise system. Sometimes a system contains so many data that you would have to go through a bulk of information that is not always relevant for the financial statements. In such a case we often say that we could just do substantive tests. This depends on the client and the system they have.
3. How do you think auditors should deal with enterprise systems in the future?

Large companies all have an enterprise system. I have not seen a lot of these systems at my clients. I think this will stay that way in the future, because momentarily there are not many IT projects at my clients. The reason for this is the financial crisis. An IT project is usually a large investment and at the moment most of my clients have cut into the IT budget. So I do not think that a lot of companies will implement an enterprise system if they do not have one yet.

If in the future there would be more enterprise systems then we would try to depend on them more. This could mean that general auditors should gain more knowledge about how these systems work. Then we would not have to depend on the IT auditors as much. I think that most people who are now studying to become an auditor have IT courses in their education. When I had my education this was not the case. However I could still follow training in this area if this is needed. But learning by doing is probably still the best method for gaining knowledge.

4. How does your company approach enterprise systems to obtain a positive impact on its image and business goal?

We definitely try to sell our expertise in the area of enterprise systems. If a potential client works a lot with an enterprise system then as Ernst & Young we bring our IT auditors with us to the client to show the client that we understand how they do business. We really need to bring our IT auditors with us to distinguish us from the competitors. 

Our company has a lot of different disciplines. We as general auditors are good at auditing the financial statements, the IT auditors are good with IT systems, and the text professionals are specialized in analyzing text. We also have a risk management department which contains a lot of employees with an econometrics background. So we have all these different kinds of departments and you can be specialized in anything. The fact that I have less IT knowledge then the IT auditors is not an obstacle for me during the audit process, because I think that is the reason why we have different departments and eventually we are one company. When we compose our team for a client with a complex enterprise system, then the team would have more IT auditors then for a client that does not have an enterprise system.

I think it really depends on a person and on a team how the communication goes between employees of different departments. I have good experiences with IT auditors, but I have also heard from my colleagues that this is not always the case. It depends on how much you involve the IT auditors in the audit planning phase. We have a department planning event and here the whole team comes together to discuss the audit planning and the strategy. Normally it is a good idea to invite the IT auditors for this meeting as well. I usually involve the IT auditor at my clients and to me the IT auditor is just a member of the team I have to manage. I am constantly in contact with the IT auditors I manage. With some clients this happens more often then with others, nonetheless I have not experienced any trouble in the communication with them. It is important that you state clearly what you want from the IT auditor, especially because there are many possibilities. If you specify everything clearly then I think it can not go wrong and if you redirect things timely when it goes wrong then eventually everything will be fine. In the end you have to work together and with most IT auditors I work at several clients. This means I know them very well and it is a lot easier to communicate then when you have to work with a new IT auditor.

5. How could change in technology impact the future directions of auditing?

I think in several ways. We for example have a system for documenting. This is technology for ourselves on our laptop. Previously laptops did not exist and there were no electronic dossiers. Now the electronic dossier and the paper dossier run parallel to each other. I think that in the future we would be going more towards as many electronic dossiers as possible and maybe one day we would not have any paper dossiers anymore. This is probably for our job one of the biggest changes. If clients get new technology this would off course also result in changes in our work. We should go along with this and this would mean more efficient, faster, and more and a different kind of knowledge that we would have to gain.

We use audit software for example for sampling. This means that we make selections of test we want to conduct and we determine populations. We also have many analytics systems in which you can enter data and which will do all kinds of analysis and dependency tests to make it easier for us to judge the numbers. Nowadays everything is taken together and the analytics system will show you the strange exceptions. If our technologies would change further in the future then our employees would receive internal training for this. We would look at the department you are entering and if the training is necessary for your job. For new employees off course everything is new, but the more you visit clients and the more you work with their systems, the more knowledge you will gain. In a later stage of your career you would be able to leverage the knowledge you have gained.
Interview 7

Job description: I am a partner at KPMG. I am responsible for the coordination of audits at medium sized companies. I work on the integration of what we call our audIT approach at clients. The goal of our approach is not just optimizing the efficiency of the audit, but also to enhance the hold a company has on it’s financial reporting and the operational processes. This means I work very closely with my clients to really improve the business of the client.

Years of experience in the auditing field: 19 years.

Education: accountancy and register accountant.

1. What are your past/recent experiences with enterprise systems and how have they affected your function as an auditor?

My feelings say that my function has changed, but we just follow our clients. What I mean is that a client invests millions in IT systems and as an auditor you cannot justify simply not using their system. The client will say that he invests a lot of money in information technology and that all his processes are represented in the system. So the client expects you to use it. So our clients are really working with information technology and we follow them. We have seen that in the area of information technology there are enormous opportunities in the market, because the clients do not know how everything works. We know that now, because we have learned a lot from clients like Philips. In the early years at Philips we worked closely together to find out how the analysis method should work and how this method can be translated into Philips. After Philips we also implemented this method at other companies like for example DSM. You gain experience at each new company, which can also be put to use at Philips. In this way we try to gain as much knowledge as possible. It is therefore important that we have a strong group at our company that discuss and debate with each other to find out how we are going to work things out.

Within our company the general auditors work together with IT auditors. The IT auditors did not follow an accountancy training. At the moment there is not a single general auditor who likes information technology that much to become an IT auditor. It is possible in our company for a general auditor to become an IT auditor, but basically the IT auditors do not have an accountancy background. The IT auditors are just working with the systems. They try to find out what the best way is to obtain information out of the system and use this for analysis in such a way that the general auditors can use it. This does not mean that they only offer general auditors results to support the audit. It can also be information for the client. One example is work capital analysis. Which customers structurally pay to late? We also do this analysis on the side of purchasing with creditors. In the information system you often have programmed rules that state that you can only pay an invoice after 15 or 30 days. When we analyse this we check if a company follows this rule and also check how often an invoice is actually paid after 30 days. This analysis can give us really strange results. For example some companies regularly pay invoices to early. Obviously it is not a very good idea to pay invoices to early when you are talking about working capital control. You want to pay invoices as late as possible. This is the kind of information that comes out of our analysis, because IT auditors can really pull any kind of information out of the system. I myself am a general auditor, however these kind of analysis make me very enthusiastic and I find them very interesting.

You can take this kind of analysis a lot further and use it for the planning of the audit. The Sarbannes-Oxley act (SOX) states that you have to have a method which defines an interim audit for the financial reporting. This means that a company has financial reporting and this reporting should have enough internal controls for the general auditor to know that it is reliable. This means you have to identify key controls and allocate them to sensitive information. We at KPMG say that it would be best to allocate as many controls as possible to your systems. If you have an application control then you only initially have to test if it works correctly and then you know that all streams of data have past the control. You should look at a company as a pyramid with three layers. The bottom layer is the IT systems, the middle layer is the shared service centres, and the top layer is the local organisations. 
If you look at a company like Philips then you will find three shared service centres. The one in Poland takes care of Europe. The one in India takes care of all the Philips sites in America. The last one is located in Bangkok and that one takes care of Asia. At a shared service centre they try to put as much controls in the system as possible, because then they can say that everything is going OK. They base this on the fact that they perform a lot of analysis themselves. This is comparable to a factory. In factories you have a quality audit. A shared service centre also takes care of the quality audit by for example doing extensive samples on the input of data. They state if the data input is correct. I as a general auditor then want to put as much controls as possible in the shared service centre. This only leaves the local organisation and there you will find manual audits. These are audits you always have to do. This can be for example the provisions. On a high level within the organisation it has to be determined if a provision can be created. Within the local organisation there are several management levels. These management levels perform their own numerical analysis and they secure the explanations of fluctuations. A lot of meetings then take place where the numbers are discussed. If nobody looks at the numbers, then you do not have any information. But if top management looks at the numbers monthly or weekly for their own local organisation to see how the numbers fluctuate and explain these fluctuations straight away. This is obviously also a kind of audit. This audit takes place around the systems. I do not mean that information technology is not interesting, but the shared service centres and the local organisation are also interesting.

I will explain the planning of the audit using Philips as an example. At Philips you naturally have the balance sheet with several balance sheet positions. In this balance sheet you will find all kinds of statements. At first we will look at which processes can be identified that influence the balance sheet positions. Then we determine for example that we want to analyse 80% of certain positions. This means we have to determine which sites we have to visit. Philips runs on a SAP system. Because they have a system some of the statements can be checked with the help of the application controls in the system. This is done by our IT auditors. The IT auditors will say for these parts and with these controls we conducted our analysis. The general auditors will then check the shared service centres of Philips. In a shared service centre some of the statements are already checked, because the centre itself has controls to state that the processes are running well. Finally you will end up at the local organisations where you will often find a local auditor, usually from KPMG. This auditor will see what else has to be done, besides the fact that many statements are already checked by the information technology systems and the shared service centres. The auditor will ask himself the question which risks have not yet been covered in the previous steps. SOX states that you clearly have to document which audits you have conducted. For us this is really simple, because we have documented all the controls in the system. This means that the local auditor can exactly see what else still has to be checked to gain enough additional information so that a company can eventually receive an accountant’s declaration. It is very important for us to know if the controls in the systems and in the shared service centre are effective. If this is not the case then we have to perform more substantive tests and you can not completely depend on the system.
2. How can enterprise systems improve the auditing process and the outcome of the audit?

Our audit process has become a lot easier, despite the fact that an information technology system is naturally very complex. But as soon as you implement the system well then our process is a lot easier. In the past people said that eventually you have to conduct the audits there where a company has the highest possible risks. This means that you distance yourself from certain areas, because the risks are not that large there. This is naturally a risk on its own, because those areas could process large amounts of data and a lot of money can be processed in these areas. By using information technology systems we have progressed more towards system oriented audits. However we still check everything, so it is actually a substantive audit. What the IT auditors do is they grab the bulk of information out of the systems and they check everything. So in fact it is really substantive, but you only do it through technology and you let the computer do the work.

For a client it is also very interesting. We completely empty the systems and launch all kinds of analysis. In this way the results of the analysis are really an added value for the client. The results show if the company is doing OK and where there are areas for improvement, to make optimal use of their systems. Naturally we use this information in our audit as well. As a general auditor you check how a company deals with the processes that are not running properly. If a process runs properly then I do not check it anymore, but if there are processes where for example the segregation of duties is not arranged properly then I would ask myself what the controls are. These are interesting things to look at and also to go deeper into. Then afterwards the results are discussed with the client to find out if a client is aware of this and to check if the client understands these problems.

In the audit you have an interim audit where you look at the processes and you have a financial statement audit where you look at the financial statements. If you know that the processes are running properly, then you will not find a lot of mistakes in the financial statements. If you for example get a good feeling of sales then you do not specifically check the debtors, because this is already covered in the process and there is no point in checking that. The question is what are you going to check as an auditor? There are two kinds of transactions, namely routine transactions and non-routine transactions. Routine transactions are the transactions in the purchasing process, in the sales process, in other words the transactions in the primary processes. With non-routine transactions you should think about the provisions that are booked. The provisions are often booked because the management talks about the documents they have and why a provision is necessary. The management then estimates how high the provision should be based on the analysis they conducted. This has absolutely nothing to do with routine transactions, because it is not about the daily processes. In the audit we also distinguish between these two kinds of transactions. The auditors say that in routine transactions a large volume of data is processed and that is what the company has an enterprise system for, so they can program that. During the interim audit it is determined that the process in the system runs properly and that everything is arranged well. If you really plan the audit well then in the end you will only have the non-routine transactions left and these will be checked substantively.

3. How do you think auditors should deal with enterprise systems in the future?

We have developed a three phase approach for our clients. The first phase is the multiple ERP approach, the second phase is the ERP centralized approach, and the last phase is continuous monitoring. What you will see in the future is that companies will be doing continuous monitoring themselves. Then we as auditors will not judge all the different processes of a company, but we will judge the continuous monitoring process. A company itself will judge if the processes are going well and we judge that judgement. This means that a company actually takes over some of our tasks. A company will have made a risk analysis themselves and will have determined what the key controls are to cover all the risks. Finally the company will have tested if the controls worked. What we do, is analyse how the key controls are selected, how the controls are tested, and how the sample is determined. The results of this analysis will show you if certain things have gone wrong, how long it has gone wrong, how important the mistake is, and if the company has taken certain measures to restore the mistake.

I do not see it as an obstacle that general auditors do not have an information technology background. It however does mean that you have to have faith in an IT auditor. You have to be able to trust that the IT auditor makes the right selection and gets the right information out of the system. This is the same situation as with the pension provisions that are in the balance sheet for example. An actuary decides the amount of the pension provisions. You can then make arrangements about what the actuary has to do and what the responsibility is of the general auditor. This process also happens with the IT auditors. You make arrangements and you document what the responsibility is of the IT auditors and to what extent the general auditors can depend on that. I think that we will have a lot more people within accountancy that will have a strong IT auditor background in the future. I do not think that all general auditors should be IT auditors, but I think that there will be a group of general auditors that will have a strong affinity with information technology and that will focus on that completely.

Information technology is already a part of the register accountant training, but that is just the theoretical story. The theoretical framework that I am creating for you now is also part of our training, but this does not mean that you have extracted the information out of the SAP system. That is a very technical story. But the idea behind our method and how it is developed is something that everybody with an accountancy background can do. What you notice is that IT auditors are often into technology. They can extract anything out of the system. Sometimes they take this a little too far. However for the understanding and the interpretation of the results you really need a general auditor. You usually just work together. SAP is a very large system that you can implement in several ways, but the concept remains the same. The IT auditors are becoming smarter and have enhanced their tasks. In an audit report you will find the financial reporting risks, what the background is of these risks, which audits have been performed, and what the results of the audits are. The IT auditors fill this report out for a large part and give the general auditors tips about certain cases that they still have to look at. Basically they say where it’s gone wrong and in what area. The rest you do not have to look at, because it has already been covered. The general auditors did offer support in the form of an explanation of the results of the analysis and the influence on the financial statements. It is therefore an advantage that the general auditors and the IT auditors are closely working together.

4. How does your company approach enterprise systems to obtain a positive impact on its image and business goal?

What you often see at large companies, like Philips, is that they have an entire landscape of systems. If we are in the middle of the audit we have to decide how we are going to judge all these information technology systems within the framework of our audit. On the other hand we can just do the audit and go round the computer. Often the last option is chosen and the system is only to a limited extent checked. Philips realised that they had to go to one system and they decided on SAP. Within SAP you have different modules. It is not the case that only one program is running, but many modules are running simultaneously . The total system is developed based on the type of company you are. That Philips decided for one SAP system meant for us that we could do certain tasks centrally. We can for example check how the authorisation profiles are in the system, we can develop analysis to determine the age of the suspense accounts, etc. On a purchasing suspense account you will find the purchase invoice, the purchase order, and the goods received. You want to match these three things and preferably you want to match them automatically on the suspense account. Often you will find little differences between these three things. We look at how a company deals with these differences and if the suspense account is cleared on time. If a company does not check the suspense accounts regularly then it will become a large amount of information on one account and you do not want that as an auditor. In our opinion you are allowed to have something on a suspense account, but this should be cleared within a month.

We use the approach we developed at all our clients. A good example is Bavaria. At Bavaria many results came out of our analysis. The management were under the impression that the company should have found this out themselves beforehand. If a company realizes this and is prepared to do it themselves then you will finally have a continuous monitoring. If you look at the figure with the different phases then currently we still do a lot of work in the ERP centralized approach. Here we look at the exceptions and analyse them more in detail. At continuous monitoring the companies themselves look at the exceptions and we judge how they do that. The advantage of continuous monitoring for companies is that mistakes are discovered quickly and you can intervene on time. We only visit a company once a year and only do the interim audit in which we look at the processes. Any mistakes we find during the interim audit we can correct, but they could have been in the system for up to 9 months. This does not mean that the financial statements are wrong, but the process could have run a lot more efficient if the mistake was discovered at an earlier stage.

I added the growth model of the financial function to the approach. At many companies most people are purely processing transactions and have to input data into the enterprise system several times. There are only a few people within a company working on planning and control. Strategy supporting analysis is done by the managing director and so are the strategic decisions. The more a company moves towards the third phase, the better the systems and the different processes are integrated. Therefore you have less input, and you need less people for processing transactions. You will then go more towards looking at planning and control and you can put more people on that, because the enterprise system already contains all the information and processes the data itself. When a company has an enterprise system you can make better strategic analysis. Basically what a company wants is that the management determines a certain strategy and that the management can also determine if the strategy has worked. This is what a company should look at. Only this kind of analysis is hardly ever made, because a company does not have people to do this.

KPMG developed the bucket approach. A company has all kinds of processes like purchasing, receiving goods, purchase invoices, creditors, etc. All these processes are represented in an enterprise system. There are a few conditions, for example that the segregation of duties should be present in the system that a company should have. In our audit we check how many automated controls there are and how many of the conditions are satisfied. If you have an automated control then you only have to test it once to know that the control has worked all year. Unless, in the mean time someone turned the control off. If this is the case then we look at the general information technology environment (ITGC). Here the control environment is analysed and we check if there are people within the information technology environment that can turn an application control on or off. If these people exist we check how this is arranged and how you can assure yourself as a company that this does not just happen, but that is was a conscious choice. So we want to plan our audit with as much application controls as possible. If we know that all the application controls work then we are satisfied.

As I said before the segregation of duties is very important to us. Five years ago we determined that a certain company had a SAP system and that this system contains critical transactions. The question then was, who can perform these critical transactions? We were able to determine that certain people could perform multiple processes that, from a control technical point of view, should not be acceptable, so it stopped. Three years ago we were also able to determine if these people actually used all the processes they could perform. Then we were able to say that certain people were allowed to do a lot, but as long as they did not use them all then nothing was the matter. Nowadays we can determine if certain people within a certain process have the possibility to perform all the sub processes. Here we also look if a person actually performed all the sub processes. I will illustrate this with an example. Lets take purchasing. In this process you have an purchase order, a purchase invoice, and the goods received. We can now check if a person has booked a certain purchase order as well as the associated purchase invoice and the goods received. This is one step further, because we can analyse what employees have done at every transaction level.

At small companies you often see that whilst a few people can perform a lot of the sub processes, actually they only use a few of them. We then give the company the advice to give the employees a lot less transaction rights, which can easily be set up in the system. If within a company the authorisation of employees is not well arranged then we will analyze how many segregation of duty (SoD) conflicts there are and how often a SoD conflict happens. If a company has a SoD conflict in 16% of the cases. This means that there is a chance that something has gone wrong or that someone consciously did something wrong. In this case we say that this percentage is to high and we go back to the client to find out what kind of measures the company has taken to make sure that everything goes OK. If, on the other hand, there is only a conflict in 5% of the cases. Then we only check these cases to cover everything. This means that I, as a general auditor, am not going to perform system oriented tests to judge the processes. I will perform substantive tests and check if the exceptions correspond with the agreements that are made. With system orientation you look at the processes. More often you will find the processes in an information technology system, but this does not always have to be the case. However you can see that if it is enforced as you run your processes through the system. With a substantive test you look at the source documents. In general this new situation means that we as auditors can focus our work a lot more, because you only look at the mistakes and you do not have to look at the cases that are already covered in the system.

5. How could change in technology impact the future directions of auditing?

In the future we will move towards electronic dossiers. We are one of the last of the big 4 to start with this. We hope to get into this, because electronic dossiers have already been around for 10 years. We have only just started with it, because now we can avoid many problems other offices have had and we can learn from these problems. Electronic dossiers are becoming more important and almost all the documentation is scanned. For me personally this means that I have to get used to it. I am obviously used to paper dossiers, but if you look at the younger generation they already work with two or three screens at the same time to keep up with everything. They use the internet a lot more and scan the information instead of really reading it. I think this is risky, because the problem can often be found in the details. You have to read thoroughly otherwise you could make a bad mistake. An electronic dossier is very well supported by information technology, because the information technology systems are becoming a lot more powerful and the possibilities are becoming greater. In the past you were not able to analyse the data the way we do now. You need a lot of memory capacity for that and in the past that was very expensive. Nowadays the IT auditors bring a small hard disk and store all the information on there, so that is not a big deal anymore.

Our office also works a great deal with audit software. The IT auditors extract the data out of SAP and use that as input in the audit software which contains all kinds of analysis. At the moment more then 400 queries are defined in the software. If you make sure that all the queries are defined properly once and that the input of data out of SAP systems is correct then the analysis is already finished, because the system does everything for you. What still is a lot of work is looking at the results of the analysis and finding out what it means and if the analysis went well. The IT auditors like technology and they extract so much information out of the system and do so much analysis that you can always find a problem if you want to. This means that we have to stay strongly focused and this costs a lot of time and energy.

Information technology has influenced our jobs in a positive way and will continue to do so in the future. It also enhanced the value of the accountants declaration. The chance that we as auditors still make mistakes is become a lot smaller, because everything is checked. Only in cases of fraud would it be possible to make mistakes, but then only on management level. Our audit has become enormously substantive. A few years ago we would not have done it in this way. Then we would have done a sample to check if processes ran properly. A sample is naturally always less than when you check everything. Even if it is a statistical sample with a certain significance percentage, it still is a sample. The IT auditors should now focus on how to optimize the process and that is interesting. Before you were still able to discuss if an audit report was true, but now that is impossible, because systems do not lie. If you have implemented and programmed the system correctly then it will not lie, because a system always does the same things unless you reprogram it.

What KPMG has in the area of SAP and the analysis of data from SAP is really a selling point. There is no one as advanced in this area as we are and we are really strong at this. It is a pity that we have to note that more and more SAP systems are being implemented and the auditors are still focused on processes. Other auditors are not working on the real control function enough. With the real control function  you can easily work your way through assort of dashboard to see if the processes are running properly. The dashboard should contain all important analysis results that have come out of the system. At the moment not a lot of auditors are creating such a dashboard. We have evolved our method so far that SAP sometimes asks us for advise. We note that for example in a SAP system something does not work well and then we explain to SAP what is not going right and why.
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